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Application No. 09/384,555

BIRCH, STEWART, KOLASCH &BIRCH, LLP
United States Patent Rights, or
United States plus All Foreign Patent Rights

ATTORNEY DOCKET NO.

2091-0201P

ASSIGNMENT

Filed August 27,
1999

WHEREAS. Akira Yoda

{hereinafter designared as the undersigned) has (have) invented certain new and useful improvements in

"PRINTING METHOD AND APPARATUS"

for which an application for Letters Patent of the United States of America has been executed by the undersigned

on August 30, 1999 - and
WHEREAS, Fuji Photo Film Co., Ltd.
of 210 Nakanuma, Minamiashigara-shi, Kanagawa-ken, Japan

its heirs, successors, legal representatives and assigns (heremnafter designated as the Assignee) is desirous of
acquiring the enure nght. title and interest in and to said invention and in and to any Letters Patent(s) that
may be granted therefor in the United States of America and

X in any and all toreign countries.

NOW. THEREFORE. in consideration of the sum of Ten Dollars ($10.00) to the undersigned in hand
paid. the receipt ot which is hereby acknowledged. and other good and valuable consideration, the undersigned
has (have) sold, assigned and trunsferred, and by these presents does sell, assign and transfer unto said
Assignee the full and exclusive right to the said invention in the United States of America, its territories,
dependencies and possessions and the entire rignt, title and interest in and to any and all Letters Patent(s)
which muy be granted therefor in the Uniced Stat-s of America, its territories, dependencies und possessions,
and it the box above is designated, in any and ali foreign countries;

and to any and all divisions, reissues, continuat ns and extensions thereof for the full term or terms for
which the same moy be granted.
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The undersigned agrecosr 1o excoute all papers necessary in connection with this application and am
continning dmsional or reissne applicanons thereof and also to execule separate assignments in connection

with »uch applications as the Assignee mav deem necessary or expedient

Phe indersigned agree (s 1o execute all papers necessars in connection with anvinterference which may
bhe doclared concerning this apphicaton or continuation, d vision or reissuce thereof or Letter Patent(s) or
Teissue patent issued thereon and (o cooperate with the Assignee in every way possible in obining and

producing evidence and proceeding with such interference,

The undersigned agree(s) to execcute all papers and dacuments and o perform anv act which may be
necessary o connecton with chumes or provisions ot the Internitional Convention for the Protection of Industrial
Property o simular agreemens

The vndersigned agrec(si to pertorm all atfirmative acrs which may be necessary to obtain a grant of a
valid United Stares of America patent (<) or a grant of a valid United States of America and anv foreign patent(s)
to the Assignee and to vest all righes therein herebv conveved to said Assignee as fullv and entirels as the same
would have been held by the undersigned if this Assignment and sale had not been made.

The tndersigned bereby authorizedsy and requestis) the Patent and Trademark Office Officials in the
United States of America and i any foreign countries to issue any and all Letters Patents resulting from said
applicaton o anv continuing. divisional or rewssue applications thereof to the said Assignee, as Assignee of the
entire interest, and hereby covenants that he has (thev have) the full right to convey the entire interest herein

assigned. and that he has (thev have) not executed, and will hot execute. any agreement in conflict herewith.

The undersigned hereby grant(s) the law firm of Birch, Stewart, Kolasch & Birch, LLP the power to insert
on this Assignment any further identification which may be necessary or desirable in order to comply with the
rules of the US. Patent and Trademark Office for recordaticn of this document.

The undersigned herebv covenant(s) that no assignment, sale, agreement or encumbrance has been or
will be made or entered into which would conflict with this assignment.

In wiiness whereol. executed by the undersigned on the date(s) opposite the undersigned name (s).

- .\ N [ P A
Date Bugust 30, , Name of Inventor R L Ll
1999 (signature)

Dute Name of Invenior o 7
(signature)

Dawe B . Name of Inventor _ o
(signature)

Dote Name of inven:or o o
(signaturc)

Date e Name of Inventor -
(signature)

Dave . . Name of Inventor

(signature)
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1. INTRODUCTION

Recently, following remarkable spread of digital
equipment for multimedia data, an environment enabling
generation of high definition, good quality copies has been
established. Therefore, chances of copying and misusing
digital products without permission of authors have been
growing. Various studies have been carried out in order to
suppress or prevent copyright violation. However, there has
been no absolute method.

In such a situation, one of the methods attracting
attention especially in recent years is digital watermarking.
Digital watermarks are a tool for inspecting data distribution
or rights to use the data by secretly embedding copyright
information in the contents of multimedia data. It is also
intended to work as a silent psychological pressure against
violators by using invisible marks.

Since terminology regarding this technique has not been
established in academic societies concerned, technical terms
coined by researchers are in use. For example, in the United
States and Europe, terms *“digital watermarking” and “data
hiding” are frequently used. InJapan, terms such as “concealed
images”, "electronic watermarks”, and “digital watermarks” are
inuse. Terms suchas “a subliminal channel” “a covert channel”
or “deep layer image encryption” can also be used for expressing

almost the same idea. These have been one filed of
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steganography complementing cryptography, and used mainly as
means for secret communicatilons.

As criteria required for digital watermarking, the
following is generally listed:
(1) An operation is directly carried out on an element of the
contents in order to embed copyright information therein.
(2) ©Quality degradation of media data due to embedding is
prevented as much as possible and the fact of embedding is not
easy to detect tfor users.
(3) Digital watermarks are not easy to delete upon edit,
compression, transmission and transform processing of the
contents.
(4) Digital watermarks should have a structure such that
judgment of presence or absence of embedded information,
alteration of embedded information, and overwriting false
information are not easy.
(5) The processing necessary for embedding, extraction, and
comparison of information is as easy as possible.
2. Digital Watermarks for Binary Images

Among image data, binary images have especially small
redundancy. Therefore, it 1s difficult to embed watermark
information directly in the pixel space thereof. Therefore,
attention is paid to a degree of freedom upon binary conversion
of pixels represented by multi-valued levels. For example, As
shown in Figure 1, when one pixel is expressed by 4-valued

density in the density pattern method, the pixel is converted
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into 2X2 density expression. At this time, by using the freedom
of conversion, equivalent patterns are prepared. If an output
pattern is determined among the patterns according to watermark
information, bit information of the watermark can be embedded
in the binary image. Meanwhile, the systematic dithering
method does not have such freedom of conversion. Only threshold
value information of a dither matrix is available. Methods of
embedding watermark information by using this information have
also been proposed.
3. Digital Watermarks in Variable-Density Images

Since multi-valued image data have enough redundancy,
many methods have been proposed. 3ome representative methods
will be explained below.
3.1 Pixel Replacing Method

As an elementary idea anyone can come up with, a method
of secretly replacing bit information of pixels by bit
information of a watermark is possible. At this time, a key
often specifies which bit information of which pixels is
replaced. Since the structureof hiding information is simple,
this method inevitably depends on a key.
3.2 Pixel-Space Utilizing Methoc

Bit-by-bit replacement of pixel information results in
small amount of information embedded, and it is difficult to
hide watermark information such as a logo. Therefore, by taking
out a plane of 3X3 pixels neighboring a target pixel as shown

in Figure 2, information represent.ing a signature and the like
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is embedded in the 8 pixels surrounding the target pixel. 1In
this method, it is characteristic that a watermark image having
the size of 1/3 of the original image size can be hidden in 256
tones.
3.3 Quantization Error Utilizing Method

Data compression 1s necessary upon storing and
transferring image data. Therefore, by paying attention to
quantization errors occurring in a compression process,
watermark information can be embedded into image data as
apparent quantization noise by controlling quantization output
into even and odd numbers according to a ‘0’ or ‘1’ of a bit
series of copyright information. A large number of embedding
methods of this type have been reported in various image coding
procedures.
3.4 Frequency Domain Utilizing Method

It is easy to embed copyright information directly in
pixels in an image region. On the contrary, this method is
vulnerable to 1image processing such as transformation,
compression, scaling, rotation, differentiation, smoothing,
and cropping. Especially, when image data are compressed at
the time of storing or transferring the data, the embedded
information 1s scattered and not decoded completely. 1In order
to avoid this drawback, it 1s necessary to embed information
in a frequency domain.
(a) Fast Fourier Transform (FFT) Method

An image signal generally has comparatively small changes
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and strong correlations with its neighbors. Therefore,
spectral distribution is concentrated in low frequency regions
and sparse in high frequency regions. Watermark information
can be embedded in this redundancy in the high frequency region
of FFT. Figqure 3 shows a portion of an output frequency region
according to the FFT. 1In regions F and T, an essence of the
image and text to be embedded are placed randomly as bit
components. The region O is usually cut for data compression.
At this time, r is used as a key. 1f an image having this kind
of manipulation 1is subjected to 1inverse FFT, watermark
information can be secretly hidden in the high frequency
component of the image.
(b) Discrete Cosine Transform (DCT) Method

When image compression is carried out by the FFT, it is
necessary to constantly consider an imaginary-number space as
a phase component. When DCT is used, the same argument can be
developed by using a real-number space. Therefore, DCT is often
used for image compression based on JPEG or MPEG. 1In this case,
a high frequency component of an image 1is discarded for
compression, as shown in Figure 3, and watermark information
can be embedded in a low frequency component.
(c) Wavelet Transform (WLT) Method

The orthogonal WLT method, which is shown in Figure 4,
is advantageous 1in hierarchical representation of time
frequency domain. LL1, LH1, HL1, and HH1 at the first

hierarchical level represent a direct current component,
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difference information in the horizontal direction, difference
information in the vertical direction, and difference
information in the diagonal direction, respectively. At the
second hierarchical level, the component LL1 is further divided
as shown in Figure 4, and this operation is repeated at the third
level, at the fourth level, and so on. Methods of data hiding
by using relations between the black dots in Figure 4, by using
difference information between the dots, and by embedding
multi-valued information in the dots have been proposed, for
example.
(d) Spread Spectrum (SS) Method

When 1image data are subjected to an orthogonal
transformation by using FFT, DCT, or the like, the frequency
spectrum thereof spreads 2-dimensionally. Therefore,
watermark information can be spread in this frequency region.
As a method for this, a watermark is inserted into a position
spectrum VvV, according to the following equation:
V. '€ v (1+axy) i=1l, 2,.., n (1)
Here, ”“a” is a scale parameter. 1f v,#0, the above equation
shows an invertible function. Therefore, when a pair (Vv,, V
;') 1s given, x, can be found. According to this principle, the
value {V.} at a specified position in a low frequency component
of the frequency domain is replaced by a series of {V, '}, and
an inverse FFT or DCT is carried out thereafter. By this inverse
transform, {x,} 1s spread into the real image and becomes almost

imperceptible by human vision. This is an analogy of spread

PATENT

REEL: 010381 FRAME: 0013



10

15

20

25

spectrum communications and deserves attention as a method
which is robust against attacks. However, since x; 1is found
by usingVv,’, the spectrum V,; of theoriginal image is necessary.

Inorder to complement this drawback, amethod introducing
a concept of direct spread spectrum (DSS) has also been proposed.
Figure 5 shows a principle of the DSS method. Let a(t), c(t)
and x(t) be a primary modulated wave, a PN series, and a
transmitted waveform, respectively. Here x(t) =a(t) c(t).
When this transmitted wave is decoded by using the same PN
series,
y(t)y=x(t) -c(t)

=a(t) c2(t)=a(t) (2)

and the original signal can be obtained. At this time, as shown
in Figure 6, when an interference wave j(t) operates on the
transmission path, a(t)+)(t) -c(t) is output. This phenomenon is
used for digital watermarking. Inother words, whent is apixel
position coordinate and a(t) is an image signal, a spectrum x(t)
is obtained by spreading the image signal by using the PN series
c(t). Watermark information is then added to the spectrum, and
re-spreading according to the same PN series c(t) is carried
out thereon. In this manner, the image signal a(t) has the
inversely-spread secret data j(t) -c(t). This method is highly
likely to retain the embedded data after various transformation
operations are applied to the image, making this method be useful.
Furthermore, this method has the robustness as the DSS method,

and depends solely on the generation of the PN series.
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3.5 Statistics Utilizing Method

Let a, and b, be luminance of 2 points selected randomly
from a variable-density image P. Let S, =a,;-b;,. If indefinite
number of pairs (a., b,) are choser. from P and an expected value
(2S,) is calculated, the value becomes 0. In order to embed
watermark information, a key is given to a known random-number
generator to randomly obtain (ai, bi) for i= 1, 2,.., n, and
operations a,<a, + A and b,<b, + A are carried out to insert
them into P. By appropriately choosing the number of repetition
n and the bias A, this method becomes invulnerable. This method
is called "Patchwork”.
4. Digital Watermarks in Color Images
4.1 Chrominance Component Utilizing Method

According to human vision characteristics, the ability
of discerning tones is generally lower regarding chrominance
and chroma than regarding luminance. Figure 7 shows the number
of discernable tones against frequencies of chrominance
direction and chroma of blue and yellow. This figure shows that
there exists a range where invisible recording is possible in
the range where luminance 1s discerned but chrominance and
chroma are not. According to this fact, watermark information
can be embedded into an image without degrading image quality,
by using high frequency chrominance information.
4.2 Luminance Component Utilizing Method

After color image data are decomposed into a luminance

component (Y) and chrominance components (Cr, Cb), 2-
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dimansional discrete cosine transform is carried out according
to a JPEG algorithm. At this time, when transformation output
of Y component is quantized according to the JPEG specification,
quantization errors occur. Therefore, watermark information
can be embedded easily. In this case, if an adaptive coding
method is used, the reproduced image is hardly affected by the

embedded information.
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