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RELEASE OF INTELLECTUAL PROPERTY
SECURITY INTERESTS dated as of March 10, 2011 (this
“Release”), by NDS HOLDCO, INC., a Delaware corporation
located at 1211 Avenue of the Americas, New York, NY 10105, as
VLN Security Trustee for the VLN Secured Parties, (in such
capacity, the “VLN Security Trustee”), in favor of NDS
LIMITED, a corporation incorporated in England and Wales,
located at One London Road, Staines, Middlesex, United Kingdom
TWI8 4EX, and NEWS DATACOM LIMITED, a corporation
incorporated in England and Wales, located at One London Road,
Staines, Middlesex, United Kingdom TWI18 4EX. Capitalized
terms used herein and not otherwise defined shall have the
meanings assigned to such terms in the Facility Agreements, the
Intercreditor Agreement, the Intellectual Property Security
Agreement, or the Short-Form Intellectual Property Security
Agreement, as applicable, referred to below.

A. Reference is made to (i) the Senior Facilities Agreement dated August 14,
2008, as amended and restated by amendment and restatement agreements dated January
26, 2009 and February 18, 2009, (as amended, supplemented or otherwise modified from
time to time, the “Semior Facility Agreement”), among NDS Finance Limited (the
“Company”), J].P. Morgan plc, Morgan Stanley Bank International Limited, BNP Paribas,
Lloyds TSB Bank plc and The Governor Of The Bank of Ireland as Arrangers, J.P.
Morgan Europe Limited as Facility Agent and Security Agent, JPMorgan Chase Bank,
N.A., London Branch as Issuing Bank and the Original Lenders listed therein, (ii) the
Mezzanine Facility Agreement dated August 14, 2008 as amended and restated by
amendment and restatement agreements dated January 26, 2009, and February 18, 2009
(as amended and/or restated, supplemented or otherwise modified from time to time, the
“Mezzanine Facility Agreement” and, together with the Senior Facility Agreement, the
“Facility Agreements”) among the Company, J.P. Morgan plc and Morgan Stanley Bank
International Limited as Arrangers, with J.P. Morgan Europe Limited acting as Facility
Agent and Security Agent and the Original Lenders listed therein, (iii) the Intercreditor
Agreement dated as of January 28, 2009 in relation to the Facility Agreements (the
“Intercreditor Agreement”) among the Company, NDS Group Limited, the Obligors set
forth therein, J.P. Morgan Europe Limited as Security Agent, Senior Agent and
Mezzanine Agent, NDS Holdco Inc. as VLN Security Trustee, the Senior Lenders, the
Mezzanine Lenders, the Intra-Group Lenders and the Vendor Loan Note Holder, (iv) the
Intellectual Property Security Agreement (the “Intellectual Property Security
Agreement”) dated as of April 28, 2009, among NDS Limited and News Datacom
Limited (each of NDS Limited and News Datacom Limited a “Grantor” and, together,
the “Grantors™) and VLN Security Trustee, and (v) the Short-Form Intellectual Property
Security Agreement (the “Short-Form Intellectual Property Security Agreement”) dated
as of April 28, 2009, among the Grantors and VLN Security Trustee.

B. Pursuant to the Facility Agreements, the Intellectual Property
Security Agreement, and the Short-Form Intellectual Property Security Agreement, as
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security for the prompt and complete payment and performance in full when due
(whether at stated maturity, by required prepayment, declaration, acceleration, demand or
otherwise, including the payment of amounts that would become due but for the
operation of the automatic stay under Section 362(a) of the Bankruptcy Code) of all VLN
Secured Obligations at any time owed or owing to the VLN Secured Parties (or any of
them), each Grantor pledged, assigned, transferred and granted to the VLN Security
Trustee, for its benefit and the benefit of the VLN Secured Parties, a continuing security
interest in and Lien on all of its right, title or interest in, to and under all Intellectual
Property Collateral, whether then owned or existing or thereafter acquired or arising.

“Intellectual Property Collateral” means each Grantor’s right, title and interest in, to and
under

(a) all Copyrights and Copyright Licenses to which it is a party, including
those referred to on Schedule I;

(b) all Patents and Patent Licenses to which it is a party, including those
referred to on Schedule II hereto;

(c) all Trademarks and Trademark Licenses to which it is a party,
including those referred to on Schedule III hereto, and all goodwill of the business
connected with the use of, and symbolized by, each Trademark and each Trademark
License;

(d) all Trade Secrets and Trade Secret Licenses to which it is a party;
(e) all reissues, continuations or extensions of the foregoing; and

(D) all proceeds of the foregoing, including any claim by the Grantor
against third parties for past, present, future (i) infringement or dilution of any (w)
Copyright or Copyright Licensed under any Copyright License, (x) Trademark or
Trademark licensed under any Trademark License, (y) Patent or Patent licensed under
any Patent License or (z) Trade Secret or Trade Secret Licenses or (ii) injury to the
goodwill associated with any Trademark or any Trademark licensed under any
Trademark License.

C. The Short-Form Intellectual Property Security Agreement was
recorded with the United States Patent and Trademark Office on May 18, 2009 at
Reel/Frame 022703/0071 and Reel/Frame 3988/0841.

D. In connection with the termination of the Commitments under the
Facility Agreements and the payment in full of all of the Loans and other Liabilities, and
the release of security interests under the Transaction Documents and the Transaction
Security Documents, the Grantors have informed the Administrative Agent of their desire
to obtain the release of all right, title and interest of the VLN Security Trustee, the
Secured Parties and each other grantee or beneficiary in and to the Intellectual Property
Collateral granted under the Intellectual Property Security Agreement and Short-Form
Intellectual Property Security Agreement.
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Accordingly, for good and valuable consideration, the receipt and
sufficiency of which are hereby acknowledged, the VLN Security Trustee does hereby
release, relinquish and discharge any and all of its continuing security interests in and
Liens on in, to and under the Intellectual Property Collateral, including the Copyrights
and Copyright Licenses listed on Schedule I hereto, the Patents and Patent Licenses set
forth on Schedule II hereto, and the Trademark and Trademark Licenses set forth on
Schedule III hereto, and reassigns all right, title and interest it has in the Intellectual
Property Collateral, including the Copyrights and Copyright Licenses listed on Schedule I
hereto, the Patents and Patent Licenses set forth on Schedule II hereto, and the Trademark
and Trademark Licenses set forth on Schedule IIT hereto, to the Grantors. The VLN
Security Trustee agrees to make filings with the United States Patent and Trademark
Office and other necessary filings, in each case reasonably requested by the Company or
the Grantors and at the expense of the Company or the Grantors, to evidence the release
and termination of the VLN Security Trustee’s security interests in the Intellectual
Property Collateral, including the Copyrights and Copyright Licenses listed on Schedule I
hereto, the Patents and Patent Licenses set forth on Schedule II hereto, and the Trademark
and Trademark Licenses set forth on Schedule III hereto.

THIS RELEASE AND THE RIGHTS AND OBLIGATIONS OF THE
PARTIES HEREUNDER SHALL BE GOVERNED BY, AND CONSTRUED AND
INTERPRETED AND ENFORCED IN ACCORDANCE WITH, THE INTERNAL
LAWS OF THE STATE OF NEW YORK (INCLUDING, WITHOUT LIMITATION,
SECTIONS 5-1401 AND 5-1402 OF THE GENERAL OBLIGATIONS LAW OF THE
STATE OF NEW YORK), WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES THAT WOULD REQUIRE APPLICATION OF ANY OTHER LAW
AND SHALL BE BINDING UPON THE VLN SECURITY TRUSTEE'S
REPRESENTATIVES, SUCCESSORS, ASSIGNS AND TRANSFEREES.

[The remainder of this page intentionally left blank]
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IN WITNESS WHEREOF, the VLN Security Trustee has caused this Release of
Intellectual Property Security Interests to be executed and delivered by its duly authorized officer
as of the date first set forth above.

NDS HOLDCO, INC., as VLN Security
Trustee

Ny Pl
N.ame: JIAMET NDVA
Title:  SENWDR VICE PRESIDENT

Signature Page to NDS Intellectual Property Release
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SCHEDULE |

‘Copyrights

Norie

PATENT
REEL: 025940 FRAME: 0721



SCHEDULE II

See Attached,
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Annex A

NDS Granted Patents, Published and Pending

. Wednesday, March 04, 2009
NDS Limited

96-12 NDS Limited
DIGITAL VIDEQ BROADCAST SYSTEM

Transmission synchronization and bandwidth adjustment in a broadcast system are described. At least one service too!
in the broadcast system supplies service Information useful for selecting, from a series of broadcast events,
broadcast events to be viswed by subseribers of the broadcast system. A conditional access (CA) unit In the broadcast
system applies conditional access aftributes to the series of broadcast events. Transmission synchronizing apparatus
in the broadcast system synchronizes the CA‘unit and the at least one service tool by instructing the CA unit to
blackout a particular event from the series of broadcast events to subscribers that are refused access to the particular
avent and instructing the at least one service tool to provide a replacement service to the subscribers that are refused
access to the particular event. Allematively or additionally, the transmission synchronizing apparatus adjusts
transmission bandwidth allocated to the series of broadcast events in response to Instructing the CA unit to blackout the
particular event to subscribers that are refused access to the particular event and instructing the at least one service
tool to provide the replacement sefvice to the subscribers that are refused access fo the particular event. Related
apparatus and method are also desoribed.

: i _ Application Number Publication Number  Patent Number Expiration Date
us Granted 09/171,323 6,772,435 15-Apr-2017

P-008-CIP "~ NDS Limited
SECURE DOCUMENT ACCESS SYSTEM :

A method for downloading & document via a communications medium operatively assoclated with a communications
Interface, the method including receiving the document from the communications medium, placing an information
storage smart card In removable operative assoclation with the communications interface, and conditionally transmitting

the document from the communications interface to the information storage smart card and storing the document in
‘the information storage smart card. Other related methods and apparatus are also provided.

Application Number Publication Number  Patent Number  Expiration Date

us CiP1 Granted 09/115,489 6,208,441 20-Jan-2015
P-013 ) NDS Limited
THEFT PREVENTION SYSTEM

This invention discioses a vehicle theft pravention system which is operative to communicate with a cantral control
stetion that transmits contro! signals fo the vehicle, the system indluding an antenna, & recelving unit coupled to the
-antenna and operative to receive, via the antenna, the control signals transmited by the central controf statlon, and &
processor which Is operative to apply interfarence {o operation of at isast one crifical engine component in the vehicle
after an Intarnaption in reception of the contiol sighals at the recaiving unit. A method of praventing a theft of a vehicle:

: ] Application Number Publication Number  Patent Number  Expiration Date
us Granted 08/897,013 5,939,978 18-Jul-2017
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Ll NDS Limited
INTELLIGENT ELECTRONIC PROGRAM GUIDE

A subscriber unit for use in a talevision system including a television network and transmitting apparaius for
transmitting program schedule information, the subscriber unit including a receiving unit for receiving the program
schedule information, a'profile storage unit for storing at laast one viewer preference profile of at least one télevision
viewer, an intelfigent agent for customizing the program schedule Information based, at least in part, on the viewer
preference profile, to produce a program guide Including customized pregram schedule Information, and display

Application Number Publication Number  Patent Number Explration Date

us’ Granted 09/242,871 6,637,028 30-Jun-2018

Us Dt Pending 12/317,081 ) 30-Jun-2018

P-018 : : NDS Limited
_ SYMBOL DISPLAY SYSTEM

This Invention discloses a symbolkdisplay subscriber unit for use with a broadcast system, the broadcast system
including a headend and a hetwork operative to fransmit a composite signal from the headend to a multiplicity of
subscriber units, the composie sigincluding an encoded broadcast signal enceded In accordance with a plurality of
controf words (CWs) and a plurality of encryption control messages (ECMs), each of the plurality of ECMs being
associated respectively with one of the plurality of CWs and Including CW generating Information, the muliplicity of
subseriber units including at least one sald symbol-display subscriber unk, sald symbol-display subseriber unit
including: a receiver receiving the composite signal from the network, security spparatus in operative engagement with
the receiver, the security apparatus receiving sach of the plurality of ECMs from the recaiver and generating the
associated CW from the CW generating Information comprised within each said ECM. and a decoder for decoding the
encoded broadcast signal for display on a display device, the decoder recelving the enceded broadcast signal from the
recelver and recelving the CW from the security apparatus, wherein the security apperatus supplies symbol display
information to the decoder, and the decoder provides a symbol to the display device for display thereon, the symbol
belng based, at least in part, on the symbeol display information. A method for producing a symbol is also disclosed.

Application Number Publication Number  Patent Number Explration Date

us - © Granted 09/341,075 - 6,409,103 02-Nov-2018
P-021 . NDS Limited
VIEWER INTERACTION FEEDBACK METHOD AND SYSTEM FOR USE WITH AN INTERACTIVE

TELECOMMUNICATIONS SYSTEM

A viewer response method for use with an interactive telscommunications system. The viewer response method
inciudes accumulating a user interaction history of a user of the system, the user Interaction history Including user
interaction Informattion associated with a plurality of user interaction events and providing user-sensible feedback,
based at least In part on the user Interaction history.

Application Number Publication Number  Patent Number  Expiration Date

us Granted 09/089,717 6,681,393 03-Jun-2018

us  C1 Pending OA  10/637,892 2004/0049786 03-Jun-2018
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P-022 . NDS Limited
INTERACTIVE GAME SYSTEM

A gaming method for use with an interactive game which Is played at & player unit having an interface device which is
coupled to a telavision and to at least one communication network. The method includes displaying, via the inferface
device, the interactive game on the television, capturing a picture of a player, transferring the picture of the playerto a
headsnd, processing the picture of the playar to create an avatar of the player, electronically assimitating the avatar
into the interactive game, and enabling the piayer lo Interactively play the interactive game by controliing the avatar
via the at least one communication network. In another preferred embodiment, a gaming methoed Is provided for use
with gin Interactive game In which, at a first player unit, a first interface device is coupled to a first television and to a
communication network, and at a second player unit, a second Interface device is coupled to a second television and to
the communication network. The method includes displaying, via the first and second Interface devices, the interactive
game at the first and second televisions, and enabling a first player, playing at the first player unit, and a second
player, playing at the second player uni, to play along with the Inleractive game by competing each against the other
via the communication network.

Application Number Publication Number  Patent Number Expiration Date
us Granted 00/242,781 89/00163 6,227,974 1 {~Jun-2018

P-023° , : NDS Limited
DISTRIBUTED IRD ‘

A subsctiber unkt in a telavision system including an integrated receiver and decoder {IRD) including a first smart card
reader which is operative to accept a first smart card, and a remote control Including a second smart cerd readsr which
is operative to accept a second smart card. The first smart card and the second smart card, when inserted in the
comesponding first and second smart card readers respectively, are operative to communicate with each other in
wireless communication over a wireless communication link to control access to services.

Application Number Publication Number  Patent Number  Expiration Date’

us Granted 09/158,952 6,424,947 21-Sep-2018
P-024 NDS Limied
DIGITAL GLITCH DETECTOR

A method for detecting giiches In video signals, Incliding the steps of humaniessly sampling pattem irformation from
a frame of video signals, the frame being characterized by known pattern information, comparing sampled pattem
information from the frame to the known pattem information, and detecting a glitch if the sampled patterninformation
differs from the known pattem Information,

Appillcation Number Publication Number  Patent Number Expiration Date
us Granted 09/130,574 §.285,396 07-Aug-2018

P02 ND§ Limited
KEY DELIVERY IN A SECURE BROADCASTING SYSTEM

A key delivery method for use in an encoded communications system in which at least one encoded item Including a
first Bem encoded with & first ftem control word Ig sent in @ communication stream from a sender to & recelver, the
method inchiding transmitting an ftem entitlement control message (ECM) including flem control information,
tranemitiing a stream entitiement conirol message (SECM) including stream contrel Information, and combining at least
part of the fem control information and at least part of the stream conirol Information to produce the first item control
word. Related methods and appsratus are also disclosed.

Application Number Publication Number  Patent Number  Expiration Date

us Granted 08/244,597 8,587,561 04-Feb-2019
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P-026 NDS Limited
PROTECTION OF DATA ON MEDIA RECORDING DISKS -

This invention discloses a secure recording medium having at least one of audio, video and software content,
comprising a plurality of media recording disks (DVD's) with a disk security chip embedded In each the DVD, each the
disk chip comprising a security key, whereln at least two of the DVD's have different disk secusity keys. A method for
protecting access to'content recorded on a media recording disk (DVD) Is also disclosed. -

Application Number Publication Number  Patent Number Expiration Date

us Granted 09/376,384 7,031,470 05-Jan-2019
us 4] Granted - 111288,177 2006106724 7,388,127 18-Aug-2019
us c2 Pending 11/980,125 2008/0101802 ‘ . 16-Aug-2018
us o1 P.ending 11/878,086 2008/0069355 | 1 6—)\09—201 8
P-028 e NDS Limited
ELECTRONIC GAME GUIDE SYSTEM

A gaming guide method including providing first gaming gukie information from a television network and second gaming
guide information from a computer based communication network, and displaying simultaneously at Jeast a portion of
the first gaming guide information and at loast a portion of the second gaming guide information.Related apparatus and
mathods are also described.

Application Number Publication Number  Patent Number Expiration Date

us Granled 09/244,158 6,312,336 04-Feb-2019
P-029 NDS Limited
CONTEXT SAVING SYSTEM

A method for performing a computation task in & secure processor removably operatively associated with a host
including a memory extemal to the secure processor. The method includes computing a portion of the task In the secure
processor, oblaining a selling representation of seftings of processing components of the secure processor st the end

of the computing step, tranamiiting the setting representation to the exiemal memory, retrieving the setting
representation from the extemal memory, providing the setiing representation to the secure processor, and resuming
computation of the task in the secure processor by employing the setting representation,

Application Number . Publication Number  Patent Number  Explration Date
us Granted 09/316,256 6,668,328 . 21-May-2019
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P-032 NDS Limited
ANTI PIRACY SYSTEM

Thig invention discloses an anti-plracy system including vidso representation signature apparatus for computing a
forblkiden signature of a forbidden video representation, communlication apparatus for communicating the forbidden
signature to a playing device, and a playing device adapted fo receive and play back a recorded video representation,
the playing device including reception apparatus for recsiving the forbidden signature communicated by the
communication apparatus, recorded video representation signature apparetus for computing a signature of the recorded
vkieo representation, and playback control apparetus operative to prevent playback of the recorded video
representation if the computed signature of the recorded video representation matches the forbldden signature

Application Number Publication Number  Patent Number Expiration Date
us Granted 09/481,739 8,486,670 04-Mar-2018

P-033 NDS Limited
SYSTEM FOR DETERMINING SUCCESSFUL RECEPTION OF A MESSAGE

A method for determining that all of a scrambled message has been successfully received, the scrambled message
being scrambled in accordance with a scrambling key and being capabls of being descrambled in accordance with a
descrambling key, descrambling key gensrating information for generating the descrambling key being included within a
control message (ECM) associated with the scrambled message. The method Includes providing a scrambled message
- scrambled in accordance with a scrambling key, generating an unmodified ECM Including descrambling key generating
information for generating a descrambling key for descrambling the scrambled message, generating a first derived
value based on the scrambled message using a first value derivation function, applying a first modification functlon to
the unmodified ECM, the first modificalion function being based, at least in part, on the first derived valus, thereby
producing a modified ECM, transmitting the scrambled message and the modified ECM to a recsiver, and performing, at

the receiver, the following steps: generating a second derived value based on the received scrambled message using a

second value derivation function, applying a second modification function to the modified ECM, the second
modification function being based, at least in part, on the second derived value and being an inverse of the first
modification funclion, thersby producing the unmodified ECM, and employing the unmodified ECM to determine that all
of the message has been successfully received. Related apparatus and methods are also provided,

Application Number Publication Number  Patent Number Expiration Date

us Granted 08/728,824 2001-00422 6,848,051 20-Feb-2020
us o  Granted 11/000,254 2005100164 7,447,315 20-Feb-2020
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P-034 , NDS Limited
ADVANCED TELEVISION SYSTEM :

A dighal television recording method comprising: broadcasting a television program associsted with a broadcaster set of
parameters enabling sccess (o a first set of predetermined portions of the program; operating an agent for determining

whether to record the program and for associating with the program, upon recording of the program, an agent sat of

parameters enabling access to a second set of pradetermined portions of the program; storing the program together with
the broadcaster set of parameters and the agent set of parameters to generate an addressable program; retrieving at

least a portion of the addressable program; displaying the at least a portion of the addressable program to a user;

receiving from the user a user set of pararneters enabling access to a third set of predetermined portions of the

addressable program; editing the addressable program to include the user set of parameters enabling access to the third
set of predetenminad portions of the addressable program thereby gensrating an edited addressable program; and

Application Number Publication Number  Patent Number Bxplration Date

us Pending OA  0/515,118 23-Jun-2019
uUs ct Pending OA  11/599,216 2007/067800 23-Jun-2019
us D1 Pending 12/152,551 2008/0212949 23-Jun-2019
P-037 | NDS Limited

TIME DEPENDANT AUTHORIZATION

A method and apparatus for controliing access to broadcast transmisslons comprises a subscriber unlt for use with a
headend (15) which may transmit encoded programs to a plurality of subscriber units (25) via a sateliite, cable or
conventional wireless lerrestrial broadcast talevision network (10). The subscriber unit includes a set top box (STB, 30} a
tetevision (35) and a yemovable security element such as a smart card (40) which is engageable with the $78. The STB
incorporates a processor (110, figure 2) which may be programmed by a user to define at Jeast one preselecied time
period when decoding of broadcast transmisslons is disabled. During time periods in which viewing is authorised,
broadcast programs may be decoded under controi of the smart card. Alternatively, the time period selected may
correspond 1o a duration within which program decoding is enabled, whilst at all other times decoding s prevented.

Application Number Publication Nuhber Patont Number Expiration Date
us Granted 09/432,668 7,149,309 02-Nov-2020

P-038 " NDS Limited
SECURE COMMUNICATIONS SYSTEM

A key distribution method for distributing, via a communications network, & key in a mutiicast communications system
in which each one of a plurality of communications Is directad to an agsociated multicast group including a plurality of
recipients intended to receive the one communication. The methed includes providing a piurality of implemented key
distribution methods, dynamically choosing one implemented key distribution method of the pluraltty of key distribution
methods, and distributing at least one key using the one implemented key distribution method.Related apparatus and
methods are also provided. .

AppHcation Number Publication Number  Patent Number Expiration Date
us Granted 08/414,061 6,628,243 07-0ct-2018
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P-03% NDS Limited
REMOTE ADMINISTRATION OF SMART CARDS FOR SECURE ACCESS SYSTEMS

A method for remote administration of at least one smart card via a communication network Is described. The method
includes the steps of associating the at least one smart card with a remote administrator by storing administrator
identification information of the rémote adminlstrator in the at jeast one smart card, inserting the at least one smart card

in at least one user unk, employing the administrator ldentification information slored In the at least one smari card to
identify the remote administrator associated with the at feast one smart card, and estabiishing communication between
‘the at least one smart card and the remote administrator via the oommunlcaﬁon network In accordance with the
administrator identification information.

Appilcation Number Publication Number  Patent Number  Expiration Dals

us Granted 09/416,957 6,034,855 08-0ct-2018
s b1 - Pending OA  11/136,182 200610216732 6802018
us o2 Pending 11/318.787 2007/0169183 : 08-0ct-2018
us D3 Pending 11/318,788 2006/0107038 08-0ct:2019
P-040 : NDS Limited

SYSTEM FOR BITSTREAM GENERATION

A bitstream generator Including a pluraiity of linear feed shift registers (LFSRs) operative to generate a bit stream and
Including: at least a first LFSR operative, when assigned as a generator during a first time period including at leastone
_ clock cycle, fo provide an output bit in each clock cycle within the first time period, and at least a second LFSR

operative, when assigned as an assignor during the first time period, to provide in each clock cycle an output bit for
determining assignments of at least some of the plurality of LFSRs for a second tims period following the first time
period, the assignments including assignment as a generator, and assignment as an assignor, and a first combiner
operative to combins output bits from all of the at least a first LFSR being assigned as generators thereby to produce
during each clock cycle a singie oulput bit which s provided to the bit stream.Related apparatus and methods are also

Application Number Publication Number  Patent Number Expiration Dats

us Granted 09/691,777 : 8,785,389 18-O¢t-2020
.. P04t : NDS Limited
AUTHENTICATION TECHNIQUE

In a method for verifying, by a verifier, that a prover has access to a private key associated with a public key Kp, In
which the method comprises the prover generating a random number R and communicating a disguised form of the
random number R to the verifier, an Improvement including the prover generating the random number R based on an
tnput received from the verifier.

Application Number Publication Number  Patent Number Expiration Date
us Granted 09/480,231 8,889,322 10-Jan-2020
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P-043 " NDSLimited
WATERMARK SYSTEM .

A method for examining an eiectronic representation of an item for a watermark, the method including examining at
least a first electronic representation of an item for a watermark in accordance with a first watermark definition,
receiving a signal indicating that a second watermark definition is to be used for examining electronic representations,
and examining at least a second electronic representation of an item for a watermark in accordance with the second
watermark definition. Related apparatus and methods are also provided.

Application Number Publication Number  Patent Number Expiration Date

us - Granted 00/544,704 - 7,007,185 07-Apr-2020
us c Granted 1/053,407 A 7,200,751 07-Apr-2020
us c2 Pending 11/586,157 2007061585 07-Apr-2020
P-048 | ' NDS Limited

KEY MANAGEMENT FOR CONTENT PROTECTION

A method for content access control operative to enable authorized devices to access protected content and to prevent
unauthorized devices from accessing protected content, the method comprising: providing & plurality of authorized
devices; dividing fhe piuraiity of authorized devices into a plurality of groups, each of the piuraiity of authorized
davicas being comprised In &t least one of the plurality of groups, no two devices of the plurality of authorized devices
being comprised in exactly the same groups; determining whether at least one device of the pluraiity of authorized
devices is to be prevented from having access o the profected content and, if at least one devics Is to be prevented,
removing all groups comprising the at ieast one device from the plurality of groups, thus producing a set of remaining
groups; and determining an authorized set comprising groups from the set of remaining groups, such that each device
of the plurality of authorized devices which was not determined, in the detsnmining whether step, to be prevented from
having access is comprised in at lzast one group of the authorized set.

Application Number Publication Number  Patent Number  Expiration Date

us Granted 09/502,867 6,880,081 11-Feb-2020
us 1 Granted 11/050,103 7,188,242 18~Jun-2020
Us D1 ‘Granted 11/060,110 7,263,611 11-Feb-2020
us D2 Granted 11/879,703 2008026617 7,382,884 11-Feb-2020
us  D2ct Pending 121072884 2008/0222695 11-Feb-2020
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P-049 - NDS Limited
COMMUNICATION MANAGEMENT SYSTEM

A communication session management method for providing a transmission service having a pluraiity of service
levels, each service level being associated with a separate quality-of-servica (QOS), the method including preparing
data for transmission at one of a pluralify of service lavels by uniquely associating a service-level encryption key to
form encrypted data uniquely associated with the one of the plurality of service-levels, and transmitting the encrypted
data uniquely associated with the one of the plurality of service-levels to users entified to the one of the plurality of
setvice-levals. The data may include audio, video, mullimedia or 'On-demand’ data.

Application Number Publication Number  Patent Number Expiration Date

us Granted 09/721,053 7,068,802 16-May-2023
P-050 . ' . NDS Limited
PORTABLE TRANSACTION DEVICE

A portable transaction device including transaction apparatus operative to pariicipate in a monetary transaction,

authorization apparatus dperative to authorize the fransaction apparatus to operate based on stored authorization

parameters, and control apparatus operative to store the stored authorization parameters based on user input. The

stored authorization parameters inciude at least one of the following: an ilentity of a user, a time period, and a distance,
Related apparatus and methods are also provided. :

Application Number Publication Number  Patsnt Number Expiration Date
us Granted 08/490,540 7,013,203 25-Jan-2020

P-051 : : NDS Limited
CONFIGURABLE HARDWARE SYSTEM :

A methed for reconfiguring a circult configuration of a configurable hardware device via a communication network. The
method includes transmitting via the communication network from a hardware configuration provider unitto the
configurable hardware device a clrcuit reconfiguration of the configurable hardware device n response to 8 request from
_a user of the configurable hardware device to reconfigure the configurable hardware device, Implementing the circult

- teconfiguration of the configurable hardware device thereby meconfiguring the configurable hardware device and
providing a reconfigured hardware device and billing the user in response to a determination of comrect operation of the
recenfigured hardware device. A user unit in @ communication network Is also disclosed.

Application Number Publication Number  Patent Number Expiration Dats
us Pending OA $0/332,868 2004/0016002 03-Jun-2021

P52 NDS Limited
SYSTEM FOR DATA STREAM PROCESSING

A method for processing a data stream including recelving a transport stream (TS), storing at least & portion of the TS,
the at least a portion of the TS having a beginning and including a plurality of TS packets, determining, from among the
pluraiity of TS packets, &t least one TS packet inciuding a candidate access point, storing In an index stors a byte
offset of the candidate access polnt; and storing in the index store a phurality of indications of byte offset, each byte
offset being associated with an arrival ime of a recsived TS packet.

Application Number Pubiication Number  Patent Number  Expiration Date

Us Grarmted 09/574 006 7,106,749 18-May-2020
Us (o4 ] Allowed 11/484 153 . 18-May-2020
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P-056 NDS Limited
TRANSFERRING ELECTRONIC CONTENT -
A method and apparatus for transferring electronic content. The method and apparatus include providing electronic
content to a first user, providing the first user with a key packet, the key packet including a decryption key and content
rights information, transferring the elecironic content and the key packet from the first user to a second user and
rendering rights of tha first user to the elsctronic content unusable upon transfer of the elecironic content and the key
packet from the first user to the second user.

Application Number Publication Number  Patent Number Expiration Date

us Granted 10/399,747 2004030898 7,337,332 24-0¢ct-2020
us c1 Pending 12!005,59d 2008/0148089 - 16-Dec-2022
P-058 - NDS Limited

DIGITAL CONTENT DELIVERY SYSTEM AND METHOD

A system and a method for flexible, yet sscure distifbution of digital content items, optionally with an automatic
payment mechanism for purchasing such content. The present invention supports the distributlon of content to end user
devices from a central distribution point (320), as In client-server models and variations thereof, and/or peer-to-peer
distribution, for example between end user devices (310). In addition, the present invention also supports distribution
models within either of these mechanisms for unitary distribution, to a specified end user devics, or broadcast/multicast
distribution, to a plurality of end user devices. In any cass, in order for the distributed content to be operative, for
exampls to be "played back” or otherwise displayed, the reciplent end user device (310) must be in communication with
a network control center (240). The network control center then énables the reciplent end user device to play back or
otherwise display the received content, for example by sending a code {o the recipient end user device. Optionally, the
. network control center may require payment fo be recsived before enabling the content for the recipient end user
device. Thus, the present invention supports flaxible distribution of content according to a number of different
distribution models, while still preventing unauthorized play back or cther display throughout the lifecycle of the digital
content Rem and optionally enabllng assured payments

Application Number Publication Number  Patent Number Expiration Date
‘us D1 Pending 12/150,746 200870205640 04-Jan-2021

P0G - NDS Limited
ADVERTISEMENTS IN AN END-USER CONTROLLED PLAYEACK ENVIRONMENT

This invention discloses a method for displaying advertisements transmitied to a user unif, the method includes
receiving, at the user unit, at least one advertisement tagged with a delay fag indicating whether display of the at least
one advertisernent can be delayed and only if the delay tag allows delaying display of the at least one adverlisement,
storing the at least one advertisement at the user unit, retrieving the at lsast one advertisement and displaying the at
ieast one advertisement. A billing system for reporting 8 commercial broadcast to a multiplicty of users is also

Application Number Publicatlon Number  Patent Number  Expiration Date

us Granled 09/914,747 7,340,760 14-~Jan-2021
us D1 Pending OA  12/006,402 2008/0109642 14-Jan-2021
us b2 Pending OA  12/006,382 2008/0127251 14-Jan-2021
Page 10 of 36
PATENT

REEL: 025940 FRAME: 0732



P-069 : NDS$ Limited
DYNAMICALLY SHIFTING CONTROL WORD :

A method for generaling a plurality of control words, each control word controlling access to an object The method

includes providing 8 control word packet (CWP), generating a first control word (CW) from the CWP, providing a second

' CW generation Input and producing a second CW based, at least In part, on both of the following the first CW and the
second CW generation Input. Control word generating apparatus for generating a plurality of control words Is aiso

Application Number Publication Number  Patent Number Explration Dats

us Granted 10/181,902 . 2003091188 7,397,918 16-May-2021
us D1 Pemding 12/156,491 2008/0240431 16-May-2021
P-OTY NDS Limited

SECURE DIGITAL CONTENT DELIVERY SYSTEM AND METHOD QVER A BROADCAST NETWORK

A system and a method for secure distribution of digital media.content through a packst-based network such as the

- Intemet. The security of the present invention does not requirs one-to-one key exchange, but rather enables keys,
and/or information required In order to build the key, to be broadcast through the packet-based network. The digitai
media content is then also preferably broadcast, but cannot be accessed without the proper key. Howsver, preferably
only authorized end-user devices are able to access the digital media content, by receiving and/or being able to access
the proper key. Thus, the present invention is useful for other types of networks in which digital media content is more
easlly broadcast rather than unicast, In addition to packet-based networks.

Application Number Publication Numbey  Patont Number Expiration Date
us Pending OA 10/258,497 2004/101138 22-May-2021

P75 . NDS Limited
UNICASTAMULTICAST ARCHITECTURE

A system and method for providing content to users including a mullicast sub-system providing content to muitiple
users and a unicast sub-system providing content to individual users. The multicast sub-system being operative to
push to sach of a plurality of user communities, content relating to the community and the unicast sub-system balng
operative to provide on demand to a user, content which has not been previously pushed to the user.

Application Number Publication Number  Patent Number  Explration Date
us Pending 10/297,806 200410042479 19-Jun-2021

P-OT7. NDS Limited
TIME SHIFTED INTERACTIVE TELEVISION

| Application Number  Publication Number  PatentNumber  Expiration Date
us Pending OA  10/207,453 03/0163832 21-Jun-2021
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P-080 : : NDS Limited
SYSTEM AND METHOD FOR PRE- ENCRYPTION OF TRANSMITTED CONTENT

A system and a method for the creation and transmission of "pre-encrypted” digital content, which is encrypted before
being placed on a distrbuted media transmission server. Preferably a plurality of such servers are used, for example In
order to be able to place such a media transmission server in physical proximity to the end user client, whether in
terms of geographical proximity or proximity through the network. Use of a plurality of transmission seivers also
optionally enables the media content to be transmitted flexibly, according to the request of the end user through the end

Application Number Publication Number Patent Number Expiration Date
Us Granted 10/344,139 2003188154 7,333,810 10-Aug-2021

P-094 NDS Limited
METHOD AND SYSTEM FOR CONTROL OF BROADCAST CONTENT ACCESS

A method for controlling access to content, including preventing access to content that corresponds to a blacked out
event, unth at least one of a time criterion and payment criterion Is met. Related methods and apparatus are also

Application Number Pubfication Number  Patent Number  Explration Date

us Allowed 10/182,638 2003/0128594 . 24-Dec-2021
P-086 N ‘ NDS Limited
HACKING PREVENTION SYSTEM

A set-top box (STB} In a subscriber unit of a combined digital telsvision and communication system is described. The
STB Includes a controlier and a quadrature amplitude modutation (QAM) based tuner operatively controlled by the
controlier to salectively enable shared use of the QAM based tner between the following two functions: tuning to a
digital talevision frequency; and providing a downstream cable-modem link. Related apparatus and methods ars also

Application Number Publication Number  Patent Number Expiration Date

us Granted 10/480,413 2004213406 7.436,953 21-Aug-2022
P-088 “ - NDS Limited
ANONYMOUS ORDERING SYSTEM

In & pay-per-item system, a method and apparatus of anonymously ordering an Hem, including ordering the flem
through an anonymizing intetmadiary.

Application Number Publication Numbsr  Patent Number Expiration Date
us Pending OA 10/471,380 2004/0111751 12-Nov-2021
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P-102 NOS Limited
DIGITAL RIGHTS MANAGEMENT SYSTEM AND METHOD

A system and & method for providing variable security mechanisms for securing dightal content, in which a single

security mechanlem Js not used for all content. Instead, at least one characteristic or faature of the security

mechanism is varied between units, instances or categoriss of content Therefore, even if unauthorized access is galned
to a single unit of content, the overall integrity and security of the system for content distribution is not compromised.

Preferably, security is provided through a general mechanism, which is then varied In order to provide variable,

dissimilar security schames for different types of content. By "type of content”, it is meant any of a single unit of

content, a single instance of content of a single category of content. For example, for a category of content, the

content may bs characterized acconding to the identity of the content Kself, such as the title of a movie for example,

and/or acconding to the owner of & particular copy of the content. Thus, different security schemes may optionally and

preferably be generated from a particular root structure. Related apparatus and methods are also provided.

Application Number Publication Number  Patent Number Expiration Date

us Allowed 10/472,286 2004/0111813 21-Feb-2022
us D1 Pending 12/388,747 21-Feb-2022
P-104 ‘ NDS Limited

SYSTEM FOR RANDOM ACCESS TO CONTENT

A method for accessing a desired point in time-synchronized data within a stream, the stream belng associated with -
time information, the methed including providing a desired presentation time associated with a desired point within 8
time-synchronized data stream, determining a stream access point, decoding the stream beginning at the stream
access point, and assigning a time associated with the stream access point as a utilization time. Related apparatus and
methods are also disclosed.

Appiication Number Publication Number  Patent Number Expiration Date

us Pending OA 10/479,373 2004/189658 o 30-Jun-2022
P12 . NDS Limited
SET-TOP BOX REFORMATTER . .

A broadcasting system Including a transmitier operative to transmit a signal In a first transmission format, a recelver
operative 1o receive the signal, 2 reformatter operative to reformat the recelved signal Inte a second transmission
format, and a set-top box (ST8) operative fo decods the second-transmission-formatted signal.

Appiication Number Publication Number  Patent Number  Expiration Date -
uUs ] Granted 10/158,967 7,337,484 31-May-2022
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P-113 _ NDS Limited
SECURE OFFLINE INTERACTIVE GAMBLING

A secure offline interactive gambiing system includes & subscriber unit operative, through Interaction with a user, to
executs an offline interactive gambling application, a secure processor operatively associated with the subscriber unit
and a central gambling facility. The secure processor includes a random gambling input generator operative to randomly
or pssudo-randomly generate gambling Input to the offline interactive gambling application during execution of the
offline interactive gambling application, and a secure memory operatively assoclated with the random gambling input
generator and operative to securely store information related to the execution of the offline Interactive gambling
application. The information, that is securely stored and the user cannot modify, typically Includes the gambiing input
and user selections made In response to the gambling Input and can be used to derive at Jeast one result of the offine
interactive gambiing application. The information s transmitted to the cantral gambling facility that re-executes the
offline interactive gambiing applicalion with the information replacing the gambling input actually generated and the user
selactions actually entered. By re-executing the offiine interactive gambling application at the central gambling facility
the at least one result is derived and valldated and the user may be credited or debited based on the at least one result.
Relatad apparatus and method are also decenbed

Application Number  Publication Number  Patont Number  Expiration Date
us Pending 100495,724 2005107157 - 27-Dec-2022

P416 NDS Limited
PROCESSING OF SCRAMBLED STREAMS

A method for processing a packet-based scrambled stream, the method Including recelving a plurality of serambled
packets in a packet stream, descrambiing any of the sc:ambied packets, and transmitting a modified packet stream
Including at least one of ths descrambled packets and at least one of the scrambled packets. Reiatad apparatus and
methods are also described.

Application Number Publication Number  Patent Number Expiration Date
us Pending 10/498,888 2005157714 17-Feb-2023

P-121 NDS Limited
PREVENTION OF TAMPERING iN ELECTRONIC DEVICES

Clrcultry for protection of an integrated circult (20) which includes operationakcircults (24) formed on a chip {21). The
circuitry Includes a plurality of detectors (28), Integrally formed on the chip as part of the integrated dircult and

dispersed among the operational-circuits on the chip. The detectors are adapted, In response to radiation Incident on the
chip, to trigger a security measure 30 as to prevent tampering with the Integrated circuit

Application Number Publication Number  Paterit Number  Expiration Date
us  Allowed 10/516,487 2005236683 . 01-Jun-2023

P-128 : NDS Limited
INTERACTIVE INTER-CHANNEL GAME

An interactive multi-channel game method is desceribed. The method Includes providing a first representation of a game
element associated with a first charmel of a mulli-channel system, replacing the first representation with a second
repressentation of the game element associated with a second channel of the multi-channel system, providing a clue
associated with the second channel, and recelving s user input representing a user's rasponse to the clue. Relatad
epparatus and methods are also described.

Application Number Publication Number  Patent Number  Expiration Date

us Granted 10/489,794 2005/0026690 7,308,522 29-Jun-2023
us ¢t Pending - 11077821 2008/0076655 29-Jun-2023
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P-129 NDS Limited
WMETHOD AND APPARATUS FOR PREVENTING CLONING OF SECURITY ELEMENTS

A method for preventing cloning of a genulne securily element is described. The method includes associating a random

number generator (RNG) in the security element with a portion of a non-volatile memory (NVM) in the security sloment,

and aclivating the RNG to automatically writs, during & nommal operation mode of the security element, a new random

number into the portion of the NVM whenever an attempt is made to write Info the portion of the NVIM. Any unit other

than the RNG is preferably prevented from writing data into the portion of the NVM during the nommal operation mode of
the security element. Related apparatus and method are also described.

Application Number Publication Number  Patent Number Expiration Date
us Granted 10/496,444 -« 2008123132 7370192 | 31-Mar-2023

P-131 K : NDS Limited
SYSTEM FOR SECURING-ACCESS TO DATA STREAMS

A method for protecting digital content Is described. The method inchudes receiving compressed encryptad digital
content (810}, determining an output format based, at least in part, on ali of the following: a user-requested output
format; recelved contro! Information; and a rule determining whether a clear compressed output format is allowed (820);
and producing output from the compressed digital content (830) based on a result of the determining (820), whereln, if
the rule does not aliow clear compressed output format, the compressed encrypted digital content is provided in a form
which prevents production of clear compressed output in the producing step. Related apparatus and methods are alsc

Application Number Publication Number  Patent Number Expiration Date
Us- Pending OA 10/547,911 2007/297603 16-Nov-2023

P-132 . NDS Limited
SYSTEM FOR MULTIMEDIA VIEWING BASED ON ENTITLEMENTS

An advestising control method is described. The method Includes recelving an advertisement [dentification message
(AIM) at a first mobile device, sending the AIM from the first mobile device to a content display unit {CDU) and storing
the AIM in the CDU, selecting at least one content item from among 8 plurality of content items based, at least In part, .
on at least one stored AIM, the stored AIM being stored in the CDU, and displaying the selected content tem on the
CDU. Related apparatus and methods are also described.

Application Number - Publication Number  Patent Number  Explration Date

us Pending 10/522,069 2005/0234768 07-Sep-2023
P934 NDS timited
SECURE CLOCK

Apparatus comprising a secure time element comprising a timing device that outputs to a plurality of delay devices,
wherein the delay devices have characieristic delay times which are alterable as a result of a lampering attempt to
tamper therewith, and wherein a characteristic delay time of ohe of the delay devices changes differently from another
one of the delay devices as a result of the tampering atiempt.

Apptication Number Publication Number  Patent Number Expivation Date
us Pending OA 10/505,825 2006/132399 15-Apr-2023
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P-136 ‘ NDS Limited
VIRTUAL SMART CARD DEVICE, METHOD AND SYSTEM

A system (300) and a method for secure transmission of protected content to a subscriber, without requiring a smart
card or other renewable security element (304) to be in physioal proximity of the reciplent module (302) of the
subscriber, such as a settop box for example. Thersfore, the renewable security element (304) may optionally be
protected and controlled by the transmitter of the protected content, such as by the broadcasler for example.

Application Number Publication Number  Patent Number  Expliration Date

Us Granted 10/713,886 _ 20044168063 7,378,548 31.Jan-2023
P-139 ) NDS$ Limited
DIGITAL CERTIFICATES :

. A method for producing a certificate, the certificate including data, the method Including choosing a seed s, the seed s
Including a result of applying a function H to the data, generating a key pair (E,D}, such that E=F{s.t), F being a
pubiicty known function, and including s and t in the certificate. Related methods, and certificates produced by the
various methods, are also described. )

Application Number " Publication Number  Patent Number Expiration Date

us Granted 10/545,737 2008/0107053 7,340,606 29-Dec-2023
Us c1- Pending 12/006,623 2000/0037738 28-Dec-2023
P-140 NDS Limited
GAMECAST ARCADE

An Interactive method Includes receiving, at a display device, background video Including a multiplicity of video

frames, at least one of the mullipiicity of video frames including a plurality of sub-pictures, each of the plurality of

sub-picturas representing an altermative background, and swilching, at the display device, between a first sub-picturs of
the plurality of sub-piciures and a second sub-picture of the plurality of sub-pictures. Related apparatus and methods

- Application Number Publication Number  Patent Number Expiration Date

us Pending OA 10/543,765 2006/0425962 04-Feb-2024
P-144 NDS Umiled
CFM MODE

A method for producing at least one ciphertext block from at least one plaintext block using a block cipher E and a key
K, the method including receiving n plaintext blocks, wherein n is an integer greater than 8, seliing QU equal to an initial
value, and for each plaintext block of the n plaintext blocks: computing Qf = EK{QI-1) XOR Pi; and computing Ci = M(PI,
Qb, thersby producing n ciphertext blocks, wherein € < § <= N, ANDPI denctes an 1th plaintext block of the n plaintext
blocks, and Ci denotes an i-th ciphertext biock of the n ciphertext blocks, and M Is a selector function which, for each
bit Ci of block CY, selects a first argument of M ¥ bit Pij is not to be énciypted, and selects a second argument of M If
bit Pij is to be encrypted. Related apparatus and methods are also provided.

Application Number Publication Number  Patent Number Explration Date
us Pending 10/541,002 2008/0088156 16-Feb-2024
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P-145 ) NDS Limited
SECURITY SYSTEM FOR REMOVABLE MASS STORAGE .

A method for protecting content Including providing a host (106), a player (104), a communications link between host

and player for communicating content therebetween, a recordable medium adapted to be piayed by and recorded to by

the player, and an encrypted item of content, and producing a secure contsnt license comesponding to the content, the

ficense including a key for accessing the content, a permission list for detemnining whether the host or the player is

allowed to acoess the content under pre-defined circumstances, the circumstances including a type of use of the

encrypted content, an kientification of the recordable medlum, the recordable medium identification generated in
“accordance with a predefined recordable medium ideniification generation aigorithm, and describing at least one physical

characteristic of the recordable medium, and an identification of the content, the itern identification

Application Number Publication Number  PatentNumber  Expiration Date
Us Pending 10/568,527 2007/124602 18-Apr-2024

P-148 . NDS Limited
PERSONALIZED MULTIMEDIA MESSAGING SYSTEM

A method for providing a personalized multimedia messaging sefvice, wherein the method includes obtalning an MMS
message (800). Recipient according to preferences of the at least one targeted recipient (300), thereby producing a
personalized MMS message (810), and transmilting the personalized MMS message to the at least one targeted recipient
Indicate {1000) that the at least one largeted recipient is not interested In recelving the personalized MMS message.

Application Number Publication Number  Patent Number Expiration Date
us Penqing 10/590,002 20071275740 23-Mar-2024

P-150 NDS Limited
SYSTEM FOR TRANSMITTING INFORMATION FROM A STREAMED PROGRAM TQ EXTERNAL DEVICES AND MEDIA

A method for selecting a section from a streamed broadcast progrem Is disclosed, The method Includes recelving 8
streamed broadcast program, rendering the recelved streamed broadeast program on a display, selecting a section from
the recelved streamed broadcast program substantially when the section is rendered on the display, and producing an
indication signal which enables Identification of the sectlon based on a time at which selection of the section was carried

out with respect to rendering progress of the streamed broadcast program on the display. Related apparatus and

Application Number Publication Number  Patent Number Expiration Date

us Pending OA 10/656,936 2007/0094703 01-Jun-2024
P-162 NDS Limited
SYSTEM FOR PROVIDING KEYS

A method for providing keys for descrambling scrambled content, the scrambled content being divided into frames, the
mathod including: identifying a plurality of frames to be descrambled; for each frame of the plurality of frames,
identifying a key period associated with a key for descrambling the frame; and for at ieast one frame f of the plurallty
of frames, substituting a substitute frame g for the frame f, the substitute frame g being chosen in order fo reduce &
total number of key periods associated with keys for descrambling all of the plurality of frames. Related apparatus and

Application Bumber Publication Number  Patent Number Expiration Dale

us Granted 10/760,962 2005/0089170 6,580,650 20-Jan-2024
us o Pending 11/272,344 2006/0062385 20-Jan-2024
Page 17 of 36
<‘Q§
PATENT

REEL: 025940 FRAME: 0739



P-166 ’ NDS Limited
SYSTEM FOR PROVIDING VISIBLE MESSAGES DURING PVR TRICK MODE PLAYBACK :

A method and system for embedding a message in compressed content comprising at least ona key frame and at least
one non-key frame, the method comprising embedding a message In the at feast on key frame. Related methods and
apparaius are also described. .

Application Number Publication Number  Patent Number Explration Date

us Pending OA 10/5290,028 2008/168630 - - 02-Apr-2024
P-457 NDS Limited
TIMELINE PROTECTION

A method and system for timecode generation including: receiving an encryption key and an implemented encryption
method, for each one of a plurality of frames, recelving a timecode and an associated presentation ime stamp (PTS)
assoclated with the one frame, for each one of the plurafity of frames, encrypting the timecode associated with the one
frame using the encryption key and the implemented encryption method, thereby producing a plurality of encrypted
timecodes, and at a time associated with the associated PTS associated with the one frame, outpuiting a packetized
slementary stream (PES) including the plurality of encrypted timecodes. Related systems and methods are also

Application Number Publication Number  Patent Number Explration Date

us Pending OA  10/584,887 2007/0427720 21-Dec-2024
P-160 , _ NDS Limited
PROGRAM SELECTION SYSTEM

A method and system for enabling a user to select programs in a personal video recorder environment, the method
comprising enabling the user to select a program subject category, providing in response o user selection of a program
subject category, for subsequent user selection, programs within said selected program subject category, at least one
of selected and organized in accordance with past user viewing, and subsequently enabling the user to salect among
said programs. Related methods and apparatus are also described.

Application Number Publication Number  PatentNumber Explration Date
us Pending OA 111632536 2007/0240186 02-Nov-2024

P-161 ' " NDS Limited
MOBILE PERSONAL VIDEO RECORDER ]

A method of digital television recording including receiving & content item ai a first Personal Video Recorder (PVR),

determining whether to transfer the content item based. at least In part, on at least one of the following currentness of ¥

the content flem, a user preference, and a user profile, and fransferring the content item from the first PVR to a mobils
PVR only upon a positive result of the detemmining. Related methods and apparatus are also disclosed.

Application Number Publication Number  PatentNumber Expiration Date
us Pending 11/628,677 2008/0267591 . 10-Apr-2025
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P-162 NDS Limited
OPTIMALLY ADAPTING MULTIMEDIA CONTENT FOR MOBILE SUBSCRIBER DEVICE

A multimedta content distribution method Including &) storing an item of a mullimedia content, b) firstly transcoding the
content for playback on a first multimedia device, ¢) generating a content 1D of the firstly transcoded content, d)
storing the content ID of the firstly transcoded content in association with the stored content, &) accessing the stored
content using the content ID of the firstly transcoded content, and f) secondly franscoding the stored content for
playback on a second multimedia device.

Application Number Publication Number  Patent Number Expiration Date
us Pending OA 10/588,417 ' 20074204064 21-Mar-2025

P-164 : NDS Limited
SYSTEM FOR SHIELDING INTEGRATED CIRCUITS : :

A method for adding an additional layer to an integrated circuit, the method Including providing an integrated clreuit
having an interconnect layer, depositing, over substantially all of an exposed surface of the integrated clrcuit, an
additional layer of material whose conductivity can be altered, and sslectively altering the conduclivity of & first portion
of the additional fayer by selective annealing, to produce a sub-circult in the additional layer, the sub-circuit being in
operative efectrical communication with the integrated circult. Relatod apparatus and methods are also described,

Appiication Number Publication Number  Patent Number Expiration Date
us Pending 10/593,386 2008/0083742 : 04-May-2025

P-165 : NDS Limited
RESOURCE CONFLICT RESOLUTION FOR MULTIPLE TELEVISIONS

A system for managing resource-usage confilct among a plurality of viewers assoclated with a plurality of TVs,
including a plurality of resources for shared usage among the viewers, the resources Including ai least one Input device
adapled to receive a program broadcast and to transmit the program broadcast onward for display, a resolution
arrangement operationally connected to the at least one Input device, the resolution arangement being adapted to
identify & usage conflict of at laast one of the resources, and send an on-screen display having 8 resource usage
action-cholca to at least two of the TVs. Related apparatus and methods are also described.

Application Number Publication Number  Patent Number Expiration Date
Us . Pending OA 11/679,651 2008/0034381 04-May-2025
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P67 ’ NDS Limited
SYSTEM FOR PROXIMITY DETERMINATION "

A method for determining proximity between a first device and a second device, the method comprising providing a
first device storing a first device private kay, the first davice having an associated secure first device certificate
storing secured information, the secured information comprising a first device public key corresponding to the first
device private key, providing a second device storing a second device private key, the second device having an
associated secure second device certificats storing secured Information, the secured information comprising a second
device public key comesponding to the second device private key, and a second device processing delay, providing &
copy of the second device certificate to the first device, esiablishing a secure alithenticated channel between the first
device and the second device, sending a proximity challenge from the first device to the second device, the proximity
challenge including a numeric challenge value, recsiving the proximity challenge at the second device, processing the
proximity challenge at the second device to produce the response to the proximity chalienge, and sending the response
1o the proximity challenge from the second device to the first devics, receiving the response to the proximity challenge
at the first devics, and performing the following at the first device verifying, at the first device, that the response to
the proximity challenge is legitimate, detsrmining a gross time between sendlng the proximity challenge and recelving
the response to the proximity challenge, sublracting the second device procassing delay from the gross time to
produce a net response fime, and comparing the net response time to a first threshold and determining whether the first
device and the second device are In proximity based on a result of the comparing. Related methods and appnratus are
also described.

: Application Number Publication Number  Patent Number Explration Dats
us Pending 11/629,435 2007/0300070 11-May-2025

P-168 NDS Limited
SPLICING SYSTEM

A method for switching from playing a first compressed data segment to playing a second compressed recorded data
segment, the mefhod including playing an uncompressed copy of a start of the second compressed recorded data
segment upon switching from playing the first compressed data segment, decoding the second compressed recorded
data segment from 2 preceding random access point, the preceding random access point preceding, in the second
compressed recorded data segment, a point at which playing is to be switched to the second compressed recorded data
segment, stopping the decoding of the second compressed recorded data segment when reaching a point beyond
point currently baing played in the uncompressed copy, and switching to playing the second compressed recorded data
segment when playing the uncompressed copy of a start of the second compressed recorded data segment reaches
the polnt at which the decoding of the second compressed recorded data segment was stopped. Related apparatus and

Application Number Publication Number  Patent Number Expiration Date
us Panding 11/628,402 ’ 2008/0044161 08-Jun-2025

P-169 NDS Limited
DIGITAL RIGHTS MANAGEMENT SYSTEM

A digited rights management system (figure 1} for a mobile telephona (10), including a controlled content disk (16) to
store content in an encrypted format, and a mobile telephone procsssor (18) {o run a plurality of mobile telephone
applications (36, 38, 40) and a sécure device driver (22) thereon, the mobile telephone processor (18) being
operationally assoclated with the controlled content disk (16), the moblie telephone appllcatlons (36, 38, 40) being unable
fo decrypt content from the encrypted format, the secure device driver (22) having a receiving module (24) to receive
a request from one of the moblle telephone applications (38, 38, 40) to access the content, a validation module (26) to
validate the requast, and a transport module (28) to substantially directly transfer the content to the one moblls
telephone gpplication, contingent upon a posRve result of the validating of the vafidation module (26). Related apparatus

) Application Number Publication Number  Patent Numiber  Expiration Date
Us Pending . 10/692,650 2008/0052781 02-Jun-2025
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pr2 ) NDS Limited
EFFICIENT AND SECURE RENEWAL OF ENTITLEMENTS :

A method for granting 2 grace period entitiement, the method comprising receiving a grace period entitiement message,
establishing whether a grace period flag indicates that a grace period may be granted, granting a grace period fo an

expired entitlement based, at Jeast in pant, on the grace period entitlement message, only i the grace period flag is

"off', and setiing the grace period fiag to indicate that the grace period has been gramted. Related methods and

Application Number Publication Number  Patent Number Expiration Date
us Pending 11/665,781 2008/0120708 01-Nov-2024

P-173 NDS Umited
SYSTEM FOR HANDLING PROGRAM META-DATA

A method of accessing program meta-data Is disclosed. The methed Includss recelving a plurality of program meta-data
virtual containers, at least one of the virlual containers comprising normalized program meta-data of programs having

Instances in a plurality of time windows, receiving an input indicating a selected time window, the input at least one of

comprises and refers to a ime-window identifier dentifying the selected time window, and using the time-window

identifier fo filter the plurality of virtual containers, so as {o obtaln a subset of the program meta-data which

corresponds to the selected time window. Related apparatus and methods are also disclosed.

Application Number Publication Number  Patent Number Expiration Date
us Pending 11/663,930 2008/0082166 28-Jun-2025

P-178 ‘ NDS Limited

SYSTEM FOR PROVIDING. ACCESS TO OPERATION INFORMATION

A method for providing access to operation information refating to a digital signal, including providing a digital signal
encoded, In accordanca with a layered enceding scheme, in a plurality of layers, and exiracting operation information -
from a first layer of encoding within the digital signal, and placing the extracted information in a data section in a
second layer of encoding within the digial signal. Related methods and apparatus are also described.

Application Number Publication Number  Patent Number Expiration Date

us Pending 10/555,214 200700011447 28-Jun-2025
P-176 , NDS Limitsd
DISK PROTECTION SYSTEM '

A msthod for protecting content on a medium (120), the method inchuding providing a medium (120} including a token
{130), the token {130} Implementing &t least a portion of a keyad funclion, providing a plurality of token Inputs, each
token input being sultable for Input to the token {130), providing a first encryption method and a first encryption key,
for each one of the plurality of token inputs Inputiing the token input to the token and recelving a token output from the
token, and converting the token output to & function output, the function output representing a result of performing the
keyed functlon on a function Input corresponding to the token Input, and storing an ordered pair including the function
input and the function outptt, thereby producing a plurality of ordered palrs {160), encrypting the plurality of ordered
pairs {160 using the first encryption method and the first encryption key, thereby producing an encrypted plurality of
ordered pairs (170), and storing the encrypted plurality of ordered pairs (170) on the medium. Related apparatus and

. Application Number Publication Number  Patent Number Expiration Date
us Pending 12/054,852 " 08-Jun-2028
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P79 o NDS Limitsd
CERTIFICATE RENEWAL

An Intermediate certificate authority (ICA) for a hlerarchical certificate authority structure (HCAS), the HCAS having a

plurality of levels, the levels ingluding a root level, at least one intermediate level, and a leaf level, the root level

having a root certificate authority, the ICA being in the at ieast one intermediate level, the ICA Including a cerdificate

receiving module to receive a first certificate signed by a certificate authority in a level above the ievel of the ICA, the
first certificate cerifying an aspect of the ICA, the first cerlificate having an explration time, and a certificate signing

module 1o sign a second certificate for @ member of the HCAS, prior to the explration time of the first certificate, such

that the second certificate expires after the expiration time of the first certificate, the membser being in a level below the
level of the ICA, the second certificate certifying an aspect of the member. Related apparatus and methods are also

Application Number  Publication Number  Patant Number Expiration Date
Us Pending 11/587,714 2008/0091952 08-Sep-2025

p-180 . - NDS Limited
FOCUS PRIORITY IN WINDOW MANAGEMENT

A method for managing windows in a window-based display system, the method comprising providing a plurality of
windows, each window belng assoclated with en application, at least one of the plurality of windows being able to accept
focus, assigning, to each one of the plurality of windows being able to accept focus, a focus priority, assighing focus

to exactly one window at any time by choosing, from among the at least one of the plurality of windows able to accept
focus, a window having a highest focus priority of the windows able to accept focus, and deslgnating the chosen

window as an active window. Related apparatus and methods are alsd described.

Application Number Publication Number  Patent Number Exﬁlmtlmi Date
us Granted 10/551,078 2007/0214426 7,356,775 21-Nov-2025

P-185 NDS Limited
DOWNLOADABLE REMOTE CONTROL

A key production system to determine a cryptographic key for a selected cryptoperiod being iater than or equal to &
cryptoperiod-A, and earlier than or equal to a different cryptoperied-B, the system including a first recelver fo receive a
first key-component, assoclated with cryptoperiod-A, forming part of a first hash-chain progreseing via s first one-way
function, progressive key-components commesponding fo later cryploperiods, a second recelver to receive a second
key-component, associated with cryptopersiod-B, forming part of a second hash-chain progressing via a second one-way
function, progressive key-components corresponding to earlier cryptoperiods, first and second key-component
determination modules {o determine key-components in the first hash-chain and the second hash-chain, respectively,
for the selected cryptoperiod, and a key determination module to determine the cryptographic key based on the
key-components in the first and second hash chain for the selected cryptoperiod. Related methods and apparatus are

) ) Application Number Publication Number  Patent Number Explralfon Date
Us Pending 11/887,057 16-Jun-2025
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P80 - NDS Limited
NETWORK SECURITY SYSTEM

A system for restricling access to encrypted content stored In a consuming device (12) which is part of a network (10}
including other devices (14), the system including a content storage medium to store the encrypted content, a
secret-share distribution module to distribute secret-shares to the other devices (14), a secret-share receive module to
recsive the secret-shares from the other devices (14), a secret reconstruction module to form a comtent decryption
input from the secret-shares recelived by the secret-share recelve module, & content decryption moduls to receive the
encrypted content from the content storage medium and the conlent daayptlon nput from the secret reconstruction
module and decrypt the encrypted content using the content decryption input thereby rendering decrypted content, and
a content consumer to use the decrypted content, whereln the secret shares distributed to the other devices {14) are In
an encrypted format for decryption by the consuming device (12) or the other devices (14).

Application Number Publication Number  Patent Number Explration Date

us Pending 11/793,3685 01-May-2026
P-193 ' NDS Limitod
SURFERS PARADISE

A system for a viewer to navigate television programming using a control, the television programming being viewable
on a display device having a screen, the system comprising a program guide module to manage program guide
information for a plurality of program items for a plurality of channels, the program items Including 2 plurality of current
and future scheduled programs, the program guide Information lndudlng a plurality of links to a plurality of program
item representations associated with the program items, a navigation control module to receive program selection
instructions from the viewer, via the control, In order for the viewer to surf among the program jtem representations of
the cumrent and futtrs programs, and a program item dispiay module to display a cumently selected program item
representation which occuples a majority of the screen of the display device. Related apparatus and methods are also

Application Number  Publication Number  Patent Number  Expiration Date
us - Pending 14/991,819 ) 22-Sep-2025

P-196 NDS Limited
ENHANCED ELECTRONIC PROGRAM GUIDES

A method and system for rating programs, the method including, recelving a sample of vnewing logs from a plurality of
set top boxes (STBs), determining, from the sample of viewing logs, at least groups of viewers sharing similar Interests,
and groups of programs sharing similar audlence, computing time dynamics of rating distribution for the groups of
viewers and the groups of programs, and Incorporating at least one of the following into broadcast metadata the time
dynamics of rating distributions of the groups of viewers for each of the groups of programs, rating distributions of the
groups of viewers for each of the groups of programs marginatized by thme, rating distributions of the groups of viewers
for each program marginalized by time, relative sizes of each group of viswers, and a mapping of each program {o
groups of programs, thereby making the broadcast metadata available to the plurality of STBs for use in computing

: - Application Number Publication Number  Patent Number  Expliration Date
us Pending 11/989,560 29-Aug-2026
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P-198 NDS Limited
IMPROVED CIPHER SYSTEM .

A system including a pseudo-random number generator having a register to store an extended state having a reduced

state and a dynamic constant, an initialization module to initialize a part of the extended state based on a.Key and/or an
Inttlal Value, a state update module to update the reduced stats, an output word module to generats output words, the

state update module and the output word module being adapted to operate through cvelical rounds, each round including

updating the reduced state and then generating one of the output words, and an update dynamic constant module to

update the dynamic constant, wherein in a majority of the rounds, updating of the reduced state andfor generation of

the output word is based on the dynamic constant, and the dynamic constant Is only updated In a minority of the

rounds. Related apparatus and method are also described. Related systems and methods are described.

Application Number Publication Number  Patent Number Expiration Date

us Pending 11/886,753 2008/0199004 09-Mar-2026
P-197 ' NDS Limited
NOVEL TRICK MODE SYSTEM ’

A method is described for trick mode playback, the method Including selecting a key-frame In a recording substantially
in the vicinity of a trick mode playback starting position, preparing a decryption key associated with a key period
including the selected key-frame, sending the prepared decryption key o @ descrambler, thereby enabling decryption of
video beginning at the selected key-frame, sending a first number P seconds of decrypted video frames, starting at
the selected key-frame, at a predetermined speed for a predetermined humber of seconds, o a video decoder, In
paraliel 1o the sending P seconds of video frames, choosing at least a second video section to stream to the video
decoder, sending a decryption key associated with the chosen secend video section to the descrambler, and repeating
the steps of selecting, preparing, sending the prepared decryption key, and sending a first number P seconds of
decrypted video frames. Relgted apparatus and methods are also described. :

Application Number  Publication Number  Patent Number  Expiration Date

us ' Pending 11/886,989 2008/0212775 17~Jan-2026
P-109 _ NDS Limited
NATIVE SCRAMBLING SYSTEM :

A system for scrambling / descrambling packets of a stream of content, each packet having a must stay clear (MSC)
section, the system Including an input handler including & receiving module to recelve the stream, a characteristic
analyzer to analyze the stream in order to detemmine a data independent characteristic of each packet, and a scrambling
/ descrambling device operationally assoclated with the Input handler, the scrambling / descrambling device Including a
receiving module to receive the data independent characteristic for each packet from the input handler, and an Initial
Value module to determine an Initial Value for sach packet as a function of the data independent characteristic of one
of the packets being processed, wherein the scrambling / descrambling device s adapted to scramble and/or
descramble the packets based on the Initial Value and a Control Word. Related apparatus and methods are included.

Application Number Publication Number Patent Number Expiration Date
TLUS. Pending 11/918,110 2008/0137851 22-Mar-2026

P-200 . NDS Limhted
SECURE READ-WRITE STORAGE DEVICE

A method is described for securing  read write storage (RWS} devics, the method comprising, providing the RWS
device, the RWS device comprising a controller comprising a processor and a bit bucket and employing, in response to
a decision making process, a sanction in the RWS davica, Related apparatus and methods are also described,

Application Number Publication Number  Patent Number  Expiration Date
uUs Pending 12/083,023 13-Nov-2026
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p-202 - NDS Limited
DIGITAL VIDEQ RECORDER ANTI-SKIP SYSTEM

A method for producing scrambled content (Flg. 6A), the method Including providing content (600} to be scrambled,
identifying a first portion of the content (620), identifying a second portion of the content (630}, computing a disguising
function of at least part of the first portion (620) of the content and producing a result, and scrambling the second
portion {(830) of the content, the scrambling being based in part, on the result. Related spparatus and methods are also

Application Number Publication Number  Patent Number  Expiration Date

us Pending 11/992,614 17-Nov-2026
P-206 . NDS Uimited
APPLICATION BLOCKING SYSTEM '

A set-top box syster for blocking signaled applications from belng run on a set-top box, the system comprising an
audio/video service receiving module to receive at least one audio/video service, an application recelving module to
recelve an application, an application signaling modute to manage a first table including signaling information Indicating
that the application is & signaled application authorized for being run on the set-top box, and an appiication blocking
module to receive a second table including blocking Information to block running of the signaled application on the
set-top box, the second table being recelved from a broadcasting Headend, and block running of the signaled
application on the set-top box In responss to receliving the second table. Related

: Application Number Publication Number  Patent Number  Expivation Date
LUs Pending 111795,214 ) 2008/0216108 03-Now-2026

P-208 . NOS Limited

MANAGEMENT OF DYNAMIC PROGRAM CHANGES IN DVB SYSTEMS

A method for managing dynamic program changes in a digltal video broadcasting (DVB) system, the method Including
detecting a dynamic program change in a DVB transmission received at a set-top box (STB), and changing a dighal
video recorder (DVR) recording instruction associated with the program to record the program In accordance with a
parameter of the change. -

Appiication Number Publication Number  Patent Number  Expiration Date
us Pending 11/620,664 2008/0285943 16-Jan-2026

p-242 " NDS Limited
SYSTEM FOR TESTING, VERIFYING LEGITIMACY OF SMART CARD IN-SITU AND FOR STORING DATA THEREIN

A hand-held baltery-operated device for Interregating andfor programming IS07816 smart cards by means of an

1507816 comphiant card slot, In conjunction with a display, a keypad and barcods reader for data entry, a battery.

backup RAM for temporary storage of collectad data, fiash memoty for storags of propristary information provided by

a smart card issusr, a RS232 port and RF link for communication with a host computer, in-systerh programming port for
updating the flash program, all connected operatively to an intemal microprocessor which perform clock or power

glitching to access intemal Information of a smart card to determine whether the card has been tampered,

Application Number Publication Number  Patent Number  Expiration Date
Us Granted 10/414,298 2004/206815 6,880,752 16-Apr-2023
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P-221 . NDS Limited
ADVANCED DIGITAL TV SYSTEM

A system for displaying electronic program guide information about a plurality of video items on a screen; the system
including a display module to dispiay a plurailty of pages Iayering into the screen, sach of the pages Including &
pluraiity of graphical panels associated with the video items, and a user input module to recaive a user Input to tum at
least one of the pages such that the at least one page is peeled away from other ones of the pages In order to bring the

graphlcal panels of the at least one page In or out of viaw, wherein the display module is operative to show the tuming
of the at least one page bringing the at least one page in or out of view. Related apparatus and methods are also

Application Number Publication Number  Patent Number  Expiration Date

s - Pending . 11/920,605 03-Jul-2026
p.222 " : : NDS Limited
VIDEO TRICK MODE SYSTEM

A method for producing an auxiliary video-stream arranged for reverse trick mode playback from a video stream
including a plurality of unk-directionat predicted frames, the method Including producing the auxiliary video stream by
performing the following steps copying each unl-directional predicted frame included in the video stream into a memory,
thereby producing a plurality of copled frames In the memory, replacing each one of the plurality of copled frames with
one comesponding supplemental frame, thereby producing a plurality of comresponding supplemental frames, and
producing a copy of the video stream arranged In reverse processing order, the producing a copy Inciuding replacing
each frame which corresponds to one of the plurality of copled frames with the one corresponding supplemental frame
from among the piurality of comesponding supplemental fremes, Related methods and systems are also described.

Application Number  Publication Number  Patent Number  Expiration Date
us Pending 11/980,356 2008/0273858 20-Jun-2026

P-225 NDS Limfted
SYSTEM FOR ANALYSIS OF MOTION

A computer system for real-ime detemination of a motion vector comprising an image processar to apply an image
processing filter to a normalized frame element of a first image frame, yielding a fitered frams slement having
associsted filered pixel vaiues, a pixal selector to select a first reference pixel from the filtered frame element having
the highest value of the fitered pixel vaiues, an optic flow moduie to determine a first optic flow applied at a location of

the first reference pixel, a pattern matching module to parform patiern matehing between the nomalzed pixel vaives of

the nomalized frame element and normalized frame slements of a second Image frame, yielding a plurality of pattem
malching scores, and a motion vector determiner to determine a motion vector based on & lowest one of the pattem
matching scores. Related apparatus and methods are also described.

Application Number Publication Number  Patent Number  Expiration Date

us ) Pending 12/279,208 23-Mar-2026
p-236 NDS Limited
DIGITAL VIDEQ ZOOMING SYSTEM .

A system for preparing & digitel video stream for zooming by a content consumer system, including a video frame
processor to prepare a plurality of video frames of the digital video siream, a zoom location processor to prepare a
plurality of zoom lecation indicators in the digital video stream, each of the zoom location Indicators including an
elemarit incicative of a least one horizontal position and at least one vertical position in the video frames, and a stream
processor to temporally synchronize the zoom location indicators and the video frames In the digital video stream, such

ihat the video frames are avafiable to be zoomed by the content consumer system based on the zoom location
indicators during playback of the digital video stream. Related apparaius and methods are also described.

Application Number Publication Number  Patent Number  Expiration Date
us Pending 12/084,539 2008/0266458 ‘ 15-Nov-2025
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P-238 NDS Limited
SECURITY DEVICE AND BUILDING BLOCK FUNCTIONS

A method and system of securing content Is described, the method Including establishing communication between a
secure module source and a content rendering device, loading a dynamicafly generated pseudo-unique secure moduie to
the content rendering device from the secure module source, establishing communication between the secure module
source and the dynamically generated pseudo-unigue secure module, and transferring a decryption key from the secure
module source to the dynamically generated pseudo-unique secure module, thereby enabling decryption of encrypled
content, the encrypted content being encrypted according to the decryption key. Related methods and apparatus are

Application Number Publication Number  Patent Number  Expiration Date
us Pending 11/990,720 27-Sep-2026

P-240 ' NDS Limited
METHOD AND SYSTEM FOR BLOCK CIPHER ENCRYPTION

A method of encrypting a block of data, is described, the method Including providing a combining unit operative to
combine a key with a block of data, the block of data expressed as a block of bits, providing a mix and condense unt
operative to mix bits included In the block of bits among themselves, recelving an input including the block of data
expressed as the block of bits, combining, atthe combining unit, the block of bits with a key, and mixing, at the mixing
and condensing unit, the combined block of bits, wherein the mix and condense unit Includes a plurality of layers, each
layer among the plurality of layers inciuding a plurality of mini-functions. Related apperatus and methods are described.

Application Number Publication Number Pateni Number Exphation Date
Us Pending ) 11/892,983 2009/0052656 05-Oct-2026

p2sz NDS Limited
ADDITIONAL GONTENT INFORMATION

A method for reconfiguring a circuit configuration of a configurable hardwars device via a communication network. The
method Includes transmitding via the communication network from a hardware configuration provider unit to the
configurable hardware device a circult reconfiguration of the configurable hardware device in response to a request from

a user of the configurable hardware device to reconfigure the configurabls hardware device, implementing the circuif
reconfiguration of the configurable hardware device thereby reconfiguring the configurable hardware device and
providing a reconfigured hardware device and billing the user In regponse to a determination of conract operation of the
reconfigured hardware device. A user unitin a communication network s also disclosed.

Application Number Publication Number  Patent Number Explration Date

us Pending 11/992,568 _ 08-Nov-2025
P24 : NDS Limitsd
CHIP ATTACK PROTEGTION

A system for protecting a chip with an Integrated clrcuit disposed on a first surface, the system Including, disposed on
the first surface, a first antenna, signal analyzer, chip controller and a signal generator which is operative to supply an
outbound signal for transmission by the first antenna, a clrcult arrangement, disposed on a second ‘surface of the chip,
including a shielding arrangement and a second antenna {o receive the outbound signal, the circult arrangement being
operative to transmit a retum signat from the second antenna to the first antenna, .such that a breach In the shielding
arrangement results In a change in, or cessation of, the-retum signal for detection by the signal analyzer, and a chip
controller disposed on the first surface being operative to perform an action on the integrated circult in response to the
detection of the breach. Related apparatus and methods also included.

Application Number Publication Number  Patent Number  Expiration Date
us Pending 12/087,942 2008/0001821 14-Dec-2026
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P-248 NDS Limited
PASSWORD PROTECTION

An authentication system, including a pattern module to provide a pattem, a function module to provide a one-way
function having a piuraiity of input and output vaiues, a function processor to find one of the input vaiues for the
one-way function such that a corresponding one of the output vaiues has the pattern, & password moduls to provide the
one input vaiue as a password for use in password authentication against the one output vaiue, the one output value
baing a check value having a length, & compression module to determine a storage vaiue such that: the check vaive
can be reconsiructed from the storage value and the pattemn, and the storage vaite has a length which Is shorter than
the iength of the check vaiue, and a storage module to store the storage vaiue In a storage medium for iater retrievei.

Application Number Publication Number  Patent Number Expiration Date
us Pending 12/228,610 2009/019540 03-0ct-2026

P-247 NDS Limited
METHOD AND SYSTEM FOR USAGE OF BLOCK CIPHER ENCRYPTION

A block cipher system for encrypting a pluraifty of biocks from plaintext to ciphertext, each of the blocks being
associated with 2 constant root key, the system including an encryption key module to determine an input key for each
of blocks based on a function having a plurality of inputs including the root key and an Inftiaiization veclor, for a first
one of the blocks, and the plaintext of at feast one of the blocks which was previously encrypted and the root key, for

the biocks other than the first block, and an encryption module to ancrypt each of the blocks based on the Input key
determined for each of the blocks, respectively. Related apparatus and methods also inciuded.

Application Number Publication Number  Patent Number Expiration Date
us Pendi_ng 12/085,303 04-Dec-2026

P-266 NDS Umitad
REVOCATION LIST IMPROVEMENT

A method for enforcing use of certificate revocation lists in validating cestificates, the fists being associated with a
serles of fist generation indices such that each list is assigned one index which advances according to a time of
generation of the list, the lists and the indices being cryptographically signed, the method including receiving one of the
lists and an assoclated index as an identifier of the one fist, checking the certificates against the iist, associating each
of the certificates, which have been checked against the iist, with the index, receiving an enforcement generation index
(EGI) associated with a iatest fist in use, storing the EGI s a iast known EGI, and refusing performance of ah action
associated with a certificate if the one Index of the one certificate is earfier In the series than the last known EGI.

Appilcation Number Publication Number  Patent Number  Expiration Date
us Pending 121223 642 03-Oct-2026
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P-257 : NDS Limited
PERIOD KEYS :

A method for securing encryption keys is described, the method including providing a first device and a second device,
the first device including first secure handware and first insecure hardware, and the second device Including second
secure hardware and second insecure hardware, generating in the first secure hardware at least two period keys, the at
ieast two period keys stored in the first secure hardware, generating In the first secure hardware a pluralfty of session
keys, the sesslon keys being stored in either the first secure hardware or the first insecure hardware, encrypting at
ieast one of the plurality of sesslon keys generated in the first device according to a first of the two period keys
included in the first secure hardware, encrypling at least one of the plurality of session keys generated in the first
device according to a second of the two period keys included in the first secure hardware, generating in the second
secure hardware at least two period keys, the at least fwo period keys stored In the second secure hardware, generating
in the sacond secure hardware a piuraiity of session keys, the session keys being stored in either the second secure
hardware or the second insecure hardware, encrypling et least one of the plurality of sesslion keys generated In the.
second device according to a first of the two period keys included in the second secure hardware, encrypting at least
one of the plurality of session keys generated in the second device according fo a second of the two period keys .
included In the second securs hardware, at a time when & session Is established between the first device and the
sacond device, decrypting one encrypted session key in the first device and dectypting one encrypted session key in
the second device, and establishing an encrypted session between first device and the second device, the encrypled
session being encrypled according to the one decrypted session key included in the first devics and the one deciypled
gession key included in the second device, whereln the at least two period keys included in the first device and the at
least two period keys Included in the second device are periodically regenarated in order to produce new period keys,
thereby rendering usaless any session keys encrypted acsording fo an old period key.

Appilcation Number Publication Number  Patent Number Expiration Date

us ~ Pending 12/087,037 22-Jan-2027
P-261 . . NDS Limilted
VIDEOQ SUBSTITUTION SYSTEM

A video substiiution method for use with a Digital Video Recorder (DVR) which is operative to store video Is disclosed.
The method includes retrieving stored video recorded from a gingle video stream which Includes a first positive integer
nt down-sampled video saquences, the ni down-sampled video sequences being mutually synchronized and formatted In
a second positive Integer n2 video frames, each vides frami comprising ni spatially combined sub-pictures sach of
which corresponds to one frame of the ni down-sampled video sequences, up- sampling at igast part of a first one of
the ni down-sampled video sequences, thersby producing a first up-sampled video sequence, displaying the first
up-sampled video sequence on a dispiay during nonmal conlent viewing, detecting activation of a trick mode Including
one of the foliowing: a fast forward mode; and a rewind mode, and in response to the detecting: up-sampling at least
part of a second one of the ni down- sampled viden sequences, thereby preducing a second up-sampled video
sequence, and displaying the second up-sampled video ssquence instead of the first up-sampled video sequence
during at least part of an activation period of the trick mode. Related apparatus and methods are also disclosed.

Application Number Publication Number  Patent Number ~ Expiration Date

us Pending 12/087,808 15-Jan-2027
P-264 ' NDS Limfted
HEADEND MODELING OF DATA '

A data modeling method for modeling data for an electronic program guide {EPG) at a broadcast headend 13 described.
The method includes grouping receiver types acoording to a first set of characteristics assoclated with a receiver type,
thereby producing  pluraiity of groups of recelvers, assigning a bit- number to each group of receivers, providing EPG
data, the EPG data including data for display at an EPG, the EPG data being included In a data fragment, avaluating the
data fragment and the EPG data Included therein according to at least one characteristic from a second setof
characterisiics, thereby producing a resuft, adding metadata to the data fragment, the metadata including a bit field
- including the assigned bit number, the bit number being determinad in accordence with the result, the metadata being
mdicative of at least one characteristic from the first set of characteristics with which & data contalner and EPG data
included therein are associaled, and broadcasting the data fragment in the data container. Related methods and

Application Number Publicafion Number  Patent Number Expiratlon Date
us Pending 11/820,800 . 09-Jun-2026
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P-265 NDS Limited
PROGRAM GUIDE OPTIMIZATION SYSTEM

A method and system of optimizing strings comprised in program guide data for transmission is described. The method
includes sharing, In the program guide data, a plurallty of strings, each string among the plurality of strings Including a
shared sorting key, implementing an order access of a sorted sharing index, wherein the program guide data and the
shared sorting key are comprised in the same data storage structure. Relaled methods and apparatus are also

Application Number Publication Number  Patent Number  Expiration Date

us Pending 11/921,054 | 09-Jun-2026
P-268 ' NDS Limited
ROBUST CIPHER DESIGN

In an iterated block cipher, a method for round key encryption and key generation, the method including providing a
first function Fi and a second funciion Fj, providing a round key generation function, the round key generation funclion
belng operative to utilize, in any given round, exactly one of the first function Fi, and the second function Fj, providing
& round mixing function, the round mixing function being operative to utilize, In any given round, exactly one of the first
function Fi, and the second function F, utilizing the round key generation funciion in at least a first round fo generate a
second round key for use In a second round, and utilizing the round mixing function in at least the first round to mix a
first round key with a cipher stats, whareln one of the following is performed in the first round the round key generation
function utilizes the first function Fi to generate the second round key for use in the second round, substantially
simultaneously with the round key mixing function utllizing the second function F} to mix the first round key with the
cipher state, and the round key generation function utilizes the second function Fj to generate the second round key for
use In the sacond round, substantially simultaneously with the round key mixing function utilizing the first function Fito
mix the first round key with the cipher state. Related apparatus and methods are also described,

Application Number Publication Number  Patent Number Explration Date
us ¢ Pending 12/223,137 20-Mar-2027

P-269 . NDS Limited
PEER-TO-PEER SET-TOP BOX SYSTEM

A content sharing system, for implementation in a requesting peer, fo receive at least a part of a chunk from a serving
pesr, the chunk being part of a content item, the requesting peer being operationally connected to a plurality of peers
Includlng the serving peer via a communications network, the content Bem being media content originally broadcast in a
medla stream by a Headend to at least some of the peers, the system including 3 metadata module to recelve chunk
metadata identifying the location of the chunk based on an Identifier in the media stream originally broadcast by the
Headend, & content transfer module to request the at least pan of the chunk from the serving peer based on the chunk
metadata, and receive the at least part of the chuak from the serving peer. Related apparatus and methods are alse

Application Number Publication Number  Patent Number Explration Date

us Pending 12/308,431 14-Jun-2027
P-270 NDS Limited
MOVIE COPY PROTECTION

A method for frustrating plracy of a movie, the movie Including a plurality of filmed frames, each of the fimed frames
including an Image, the method Including editing the movie prior te projection such that different regions of the image of

one of the filmed frames are in diferent frames so that the different regions will be projected at different times, and
repeating the editing for other ones of the fimed frames. Related apparatus and methods are also described.

) Appilication Number Publication Number  Patent Number Euxplration Date
us Pending 41/9820,900 12-Jul-2028
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p-272 NDS Limited -
TIME INFORMATION MANAGEMENT SYSTEM

A rights validator system for controlling access to content, the system Including a query processor to recelve a rights
query and to provide a resuff to the rights query based on an estimated time, and a time-based query response module
opsrationally connected fo the query processor, the time-based guery response moduls belng opefative io delermine
the estimated time as a function of a most recently updated time, and a plurality of indications of elapsed time since
the most recently updated tims, the indications of elapsed time being from & plurality of different sources of time
indication. Related apparatus and methods are also included.

Application Number Publication Number  Patent Number -Expiration Date
us . Panding 12227193 . 09-May-2027

P-275 NDS Limited
SCRAMBLED DIGITAL DATA ITEM

A method of decrypting a scrambled digital data item at a cllent is disclosed, the method Including: receiving actual
control messages at the cilent, whereln each aciual control message includes control word generating information for
generating a control word associated with the actual control message; storing the actual control messages at the client;
receiving the scrambled digital data item at the client [ndependently of the actual control messages, wherein the
scrambled digial data ftem includes a plurality of segments of scrambled digltal data, each segment of scrambled

digital data being associated with one of the actual control messages and being scrambled with the control word
assoclated with the one of the aciual control messages, and wherein the scrambied digital data item further.includes a
plurality of reference control messages, each segment of scrambled digitat data comprising one of the reference

control messages, each of the reference control messages including a control message reference value idendifying the
actual control message assoclated with the segment of scrambled digital data; and decrypting the scrambiled dighal data

Application Number Publication Number  Patent Number Explration Date
us Pending 12/224,749 2009/0028331 03-May-2027

P-291 NDS Limited
CONTROLLED METADATA REVELATION

A method of controliing revelation of one or more mefadata iteims Is disclosed. Each of the one or more metadata ftems

is associated with one or more parts of an audio-visual data stream (101). The method comprises: for a given one or
more parts (103,105) of the audio-visual data stream (101), revealing one or more metadata ems {113,115,117)
assoclated with the given one or more paits {103;105) of the audio-visual data stream (101) only after the glven one or
more parts (103,105) of the audio-visual data stream (101) have been accessed

Application Number Publication Number  Patent Number Expiration Date

us Pending . 12/300,888 07-Aug-2027
P-283 NDS Limited
DISPLAYING VIDEQ

A method of displaying video is disclosed. The method comprises:  recelving & main video sequence receiving an
overlay video sequence, the overiay video sequence comprising first and second sections displaying the video on a
display by: rendering the maln video sequence;  rendsaring the first section of the overiay video sequence over the
main video sequence such that the video has the appearance of being rendered from a single video sequence;

swilching between the first section of the overiay video sequence and the second section of the overlay video

sequence; and - rendering the second section of the overlay video sequence over the main video sequence such that
the video has the appearance of being rendered from a single video sequence.

Application Number Publication Number  Patent Number Expliration Date
us Pending ; 30-Aug-2027
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P-296 j NDS Limited
IMPROVED KEY PRODUCTION SYSTE :

A key production system to determine a cryptographic key for a selecied oryptoperiod belng later than or equaltoa
.. cryptoperiod-A, and earller than or equal to a different cryptoperiod-B, the system including a first recelver fo recsive a
first key-component, associsted with cryptoperiod-A, forming part of a first hash-chain progressing via g first one-way
function, progressive key-components corresponding 1o later cryptoperiods, a second receiver to recelve a second
key-component, associated with cryptoperiod-B, forming part of a sacond hash-chain progressing via a second one-way
function, progressive key-components corresponding to sarlier cryptoperiods, first and second key-component
determination modules to determine key-components in the first hash-chaln and the second hash-chain, respectively,
for the selected cryptoperiod, and a key detenmination module to detenmine the cryptographic key based on the
key-components in the first and second hash chain for the selected cryptoperied. Related methods and apparatus are

Appilication Number Publication Number  Patent Number  Expiration Date

us Pending 11/810,023 2008/0085003 04-Jun-2027
P332 DS Limited
KEY DISTRIBUTION SYSTEM

~ Application Number Publication Number  Patent Number Expiration Date
us B Pending 61/068,712 ' 10-Mar-2009

P-335 NDS Limited
ANTL-ALIASING SYSTEM AND METHOD

Appiication Number Publication Number  Patent Number  Expiration Date
us ™ Pending 61/128,532 22-May-2009

P.346 ’ NDS Limited
AUTOMATIC TV CHANNEL SELECTION ACCORDING TO THE USER VIDEO EQUIPMENTS AND ACCESS RIGHTS

Application Number Publication Number  Patent Number Expiration Date

us 155} Pending 614080,278 20-Aug-2009
P-348 NDS Limited
METADATA PURGING

Application Number Publi‘catlon Number  Patent Number Expiration Date
us 1 Pending 61/204,505 07-Jan-2010
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News Datacom Limited

P-001 News Datacom Limited
SYSTEM FOR CONTROLLING ACCESS TO BROADCAST TRANSMISSION

A system for controlling access to broadcast fransmissions including a transmitter having a transmisslon encoder for
scrambling the broadcast, a multiplicity of subscriber receivers, each having an identical receiving decoder, contalning
-no secret cryptographic keys, for descrambling the broadcast and a plurality of selectable and portable executing
apparatus each being operatively assoclatable with a recelving decoder at a partially different given time and each
executing generally Identical operations to generate a seéd for use by the associated recelving decoder to enable the
receiving decoder to descramble the broadcast.

Application Number Publication Number  Patent Number Expiration Date

us . ¢l Granted 07/093,623 5,282,249 25-Jarv2011
Us c2 Granted 08119,734 5,481,609 02-Jan-2013
P-po3 ’ News Datacom Limited

NON PROGRAM APPLICATIONS FOR SUBSCRIBER TV

A pay television gaming system including a pay felevision network having a multiplicity of subscriber units each
including a television, receiving apparatus for receiving gaming Inputs from the multiplicity of subscriber units,
transmitting apparatus for transmitting to the multipliclty of subscriber units Information relating to gaming results and
accounting apparatus for setting gaming debts and winnings via the pay television network. Other services, such as

Application Number Publication Number  Patent Number Expiration Date

us Granted 08/080.344 ) 5,539,450 23-Jul-2013
us C1 Granted (08/478 054 5,592,212 07-Jan-2014
P-004 Nows Datacom Limited

SECURING COMMUNICATION SYSTEMS

A hacking pravention system and method wherein the descrambler receives a data stream Including a series of
authorization packets dnd a series of corresponding offset values. A random number s generated in the descrambler.
Using this random number, a key is calculated, which comesponds to the authorization packet comesponding fo the
generated random number. This generated key and the offset value, which corresponds to the generated random
number, are used to calculate the descrambling key.

Application Number Publication Number  Patent Number Expiration Date
us Granted 087309807 5,580,200 21-Sep-2014
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P-005 News Datacom Limited
CONDITIONAL ACCESS TV (CATV) SYSTEMS

A CATV system including a CATV network, a multiplicity of subscriber units, apparatus for transmitting over said CATV
network encrypted Infonmation individually addressed to a subscriber unit and apparatus associated with each of said
muitipllcity of subscriber uniis for decoding the encrypted Information addressed thereto.

Apphication Number Publication Number  Patent Number Expiration Date

us Granted 08r121,340 . ' | 5,414,773 15-Sep-2013
us C1 Granted 08/393,443 6,716,315 03-Feb-2015
us c2 Cranted 08/988,826 6,634,028 08-Nov-2013
P-006 Nows Datacom Limited

SYSTEMS USING TWO SMART CARDS

A CATV systam Including a CATV network and apparatus for transmitting over the CATV network infonmationto a
muttiplicity of subscriber units, each including a CATV decoder and an IC card reader and writer coupled to the CATV
dacoder, the IC cand reader and writer Includes two separate 1C card recepiacles, such that IC cards inserted Into the
two seperate IC cand receptacies are separately accessed by the IC card reader and writer.

Application Number Publication Number  Patent Number  Explration Date

us Granted 08/375065 5666412 A 20-Jan-2015. :
us C1 - © Granted 08/926,547 V 5,878,134 20-Jan-2015
us Dt Granted 08/780501 5,774,546 20-Jan-2015
P-0O7 ” News Datacom Limitad

INTEGRATED TELEPHONE AND CABLE COMMUNICATION NETWORKS

An integrated telephone and cable network comprising a telephone network including at least one directing cenfer and
first network cabling connecling a directing center to a multiplicity of subscrlbers, a cable network Including at least one
headend and second network cabling connecting a headend to the multiplicity of subscribers, a subscriber telephone
facility including first subscriber cabling and at least one telephone appilance, a subscriber cable facilily Including
second subseriver cabling and at least one cable appliance, and a subscriber interface unit interfacing between the
subscriber telephone facllity and the subscriber cable facility and the first and second network cabling whersby
communication Is enabled betwsen the first subscriber cabling and the second network cabling and between the second

Application Number Publication Number  Patent Number Explration Date
us CiPt Granted 08/302,807 5,774 527 15-8ap-2013
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P-011 : News Datacom Limited
CATV TRANSMISSION SYSTEMS

A television recelver assembly including a multi-channel television signal decoder coupled to a source of incoming
television signals, a multi-channel television display coupled to the decoder for displaying received decoded television
signals, a channel changing device operative to change the channel decoded by the decoder and displayed by the
display, the channe! changing device being Inoperative to display received decoded television signals during a channsl
changlng interval, and an interval message provider operative to display at least.one predetermined information
message during the channel changing interval.

Application Number Publication Number  Patent Number Explration Date
us Granted 08/556,024 5,785,845 13-Nov-2015

P-012 . News Datacom Limited
SMART CARD CHAINING IN PAY TELEVISION SYSTEMS

A pay television system Including a pay television network and & subscriber unit which recelves pay television
transmissions via the pay television network and displays the pay television transmissions on televisions coupled
thereto. The subscriber unit includes at least two pay television decoders, whereln a first decoder includes a first card
reader and a second decoder Includes a second card reader. The system also includes a first smart card which Is
operative, upon Insertion in a first siot In the first card reader, to activate decoding of the pay televislon transmissions
in the first decoder and a second srnart card which is operative, upon insertion Ih a second sfot in the second card
raader, to activats decoding of the pay television transmissions in the second decoder. The second smart card
deactivates in accordance with predetermined criterfa and reactivales upon Insertion In the first slot in the first card

Application Number - Publication Number  PatentNumber Expiration Date
us Granted 08/875,868 6,405,369 23-Jan-2017

P05 News Datacom Limited
VOICE ACTIVATED TELEVISION SYSTEM AND PROGRAM GUIDE

A subscriber unit for use with a program guide selection system is described. The program guide selection system
provides program guide information which is communicated over a communication network and includes operating
characteristics of a communication system and selaction codes which are associated with the opsrating characteristics
of the communication system. The subscriber unit includes: a receiver for recelving the program guide information and
the selection codes assoclated with the operating characteristics, a display for displaying the program gulde information
and the selection codes to a subscriber, a microphone which is employed by the subscriber, when the subscriber
identifies on the display a selection code which Is assoclated with a requested one of the operating characteristics, to
orally input a volce expression which includes the selection code, and a speech recognition unit which is coupled to the
microphone and Is operative to enabls selection of the requested one of the operating characleristics in response to the

Application Number Publication Number  Patent Number Expiration Date
Us, D Granted 09/933,087 ' 6,654,721 31-Dec-2016
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P-018 : News Datacom Limited
DIGITAL RECORDING PROTECTION SYSTEM

A system for producing an output scrambied dighal data stream from an input scrambled digital data stream. The input
scrembled digital data stream includes a piurality of control messages (ECMs), each ECM including coded information
for generating a control word (CW) associated with the ECM and being encoded using an ECM key. The input scrambled

digital data stream aiso includes a pluraiity of segments of scrambied digital dala, each segment of scrambled digitat
data being associated with one of the pluralily of ECMg and being scrambled using the CW associated with the ECM. A
method for producing the output scrambled digital data stream includes replacing each of the plurality of ECMs with a
comresponding transformed ECM (TECM), each corresponding TECM comprising coded information for generating the
CW associated with the corresponding ECM and being encoded using 8 TECM key, thus producing the output scrambled

digital data stream, wherein the ECM key Is replaced with a new ECM key at an ECM key change time, and the TECM
key is not replaced at the ECM key change time.

Application Number Publication Number  Patent Number = Expiration Date

us Granted 00/014,761 6,178,242 28-Jan-2018
P-020 ' News Datacom Limitad
ENTERTAINMENT SYSTEM

An entertainment system distributes entertainment to a plurality of entertainment delivery units 100 at least one which
includes personalization apparatus 130 adapted to receive a removable personalization element 140 including
personalization information to personalize the entertainment, and the personaiization information includes at least one of.
entertainment preference Information; gaming information; and teiscommunications information. Parent-chiid
supervision is possible. One unit 100 can indicate presence of a particuiar person at another. The system can receive
the entertainment from a series of satelfites In tum, using respective reception parameters, switching over according fo
position o comparison of signal qualities. Availability of a future programme may be predicted from a prediction of
future position. Programme or channel identification codes received permit appropriate billing in the case of

Application Number Publication Number  Patent Number Expiration Date

us Granted 09/445,207 7,124,428 26-Mar-2018
us ¢t Pending OA  11/519,182 2007/011705 26-Mar-2018
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