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ASSIGNMENT OF INVENTION

In consideration of the payment by ASSIGNEE to ASSIGNOR of good and valuable consideration, the
receipt and sufficiency of which is hereby acknowledged,
ASSIGNCOR:

Anupam Datta, a citizen of India having an address at
4720 Forbes Avenue

CyLab 2118 CIC

Pittsburgh, Pennsylvania, USA 15213

does hereby scll, assign and transfer to
ASSIGNEE:

Carnegie Mellon University
5000 Forbes Avenue
Pitisburgh, Pennsylvania 15213
USA

an invention known as and entitled:
Methods and Apparatuses For User-Verifiable Trusted path in the Presence of Malware

{the “Invention™) and which is described in the following U.S. and/or foreign applications naming the above
inventor for the above-entitled Invention:

U.S. Provisional Patent Application Sexdal No. 61/273,448, filed August 4, 2009

PCT Application Sexial No, PCT/US10/040334, filed June 29, 2010

11.S. Patent Applcation Serial No. 13/389,212, filed February 6, 2612

India Patent Application Serial No, 1076/CHENP/2012, filed February 2, 2012

Japan Patent Application Serial No. 1000687355, filed February 3, 2012

European Patent Office Patent Application Serial No. EP10819183.4, filed February 23, 2012

ASSIGNOR further assigns Assignor’s world-wide rights in the Tavention, the above-referenced patent
applications, and any further patent applications claiming priority to the above-referenced patent applications, or
describing the Invention, filed in any country or teiyitory defined by treaty, and any continuations,
continuations-in-part, divisionals, renewals, or substilutes thereof, and all patents which may issue therefrom,

and any reissues or re-examinations of any issued patents.

ASSIGNOR hereby covenants that no assignment, sale, agreement or encumbrance has been or will be

made or entered into which would conflict with this Assignment.
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ASSIGNOR farther covenant that ASSIGNEE will, upon ifs request, be provided promptly with all
pertinent facts and documents relating to the Invention and the above-listed patent applications and legal
equivalents as may be known and accessible to ASSIGNORS and will testify as to the same in any interference,
litigation or proceeding related thereto and will prompily execute and deliver to ASSIGNEE or its legal
representatives any and all papers, instruments or affidavits required to apply for, obtain, maintain, issue and
enforce said applications, said Invention and said patents and said equivalents thereof which may be necessary

or desirable to carry out the purposes thereof.
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Before me, a Notary Public in and for the said County and State, personally appeared the
above-signed individual, who acknowledged that he/she is the person who executed the foregoing
assignment and acknowledged it to be his/her free and voluntary act and deed.
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ASSIGNMENT OF INVENTION

n consideration of the payment by ASSIGNEE to ASSIGNOR of good and valuable consideration, the
receipt and sufficiency of which is hereby acknowledged,
ASSIGNOR:

Virgil D. Gligor, a U.8. citizen having an address at
4720 Forbes Avenue

CyLab 2123 CIC

Pittsburgh, Pennsylvania, USA 15213

does hereby sell, assign and transfer to
ASSIGNEL:

-Carnegie Mellon University
5000 Forbes Avenue
Pittsburgh, Pennsylvania 15213
usa

an invention known as and entitled:
Methods and Apparatnses For User-Verifiable Trusted path in the Presence of Malware

(the “Invention”} and which is described in the following U.S. and/or foreign applications naming the above
inventor for the above-entitied Invention:

U.8. Provisional Patent Application Serial No. 61/273,448, filed August 4, 2009

PCT Application Serial No. PCT/US16/640334, filed June 29, 2010

1.8, Patent Application Serial No. 13/389,212, filed February 6, 2612

India Patent Application Serial No. 1076/CHENP/2012, filed February 2,2012

Japan Patent Application Serial No, 100068755, filed February 3, 2012

European Patent Office Patent Application Seriat No. TP10819183.4, filed February 21, 2012

ASSIGNOR further assigns Assignor’s world-wide rights in the Invention, the above-referenced patent
applications, and any further patent applications claiming priority to the above-referenced patent applications, or
describing the Invention, filed in any country or tervitory defined by treaty, and any continuations,
continuations-in-part, divisionals, renewals, or substitutes thereof, and all patents which may issue therefrom,

and any reissues or re-examinations of any issued patents.
ASSIGNOR hereby covenants that no assignment, sale, agreemient or encumbrance has been or will be

made or entered into which would conflict with this Assignment.
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ASSIHGNOR further covenant that ASSIGNEE will, upon its request, be provided promptly with all
pertinent facts and documents relating to the Invention and the above-listed patent applications and legal
equivalents as may be known and zccessible to ASSIGNORS and will testify as to the same in any interference,
litigation or proceeding related thereto and will promptly execute and deliver to ASSIGNEE or its legal
representatives any and all papers, instruments or affidavits required to apply for, obtain, maintain, issue and
enforce said applications, said Invention and said patents and said equivalents thereof which may be necessary

or desirable to carry out the purposes thereof,
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Before me, a Notary Public in and for the said County and State, personally appeared the

above-signed individual, who acknowledged that he/she is the person who executed the foregoing
assignment and acknowledged it to be his/her free and voluntary act and deed.
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Witness my hand and notarial seal tt t‘iap) 6/ day of ;"’/ mg’%{({,«’/ﬁ/&v«; L2012
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ASSIGNMENT OF INVENTION

In consideration of the payment by ASSIGNEE to ASSIGNOR of good and valuable consideration, the
receipt and sufficiency of which is hereby acknowledged,
ASSIGNOR:
Jonathan M. McCune, a U.8, Citizen having an address at
4720 Forbes Avenue
CyLab 2126 CIC
Pittsburgh, Pennsylvania, USA 15213

does hereby sell, assign and transfer to

ASSIGNEE:
Carnegie Mellon University
5000 Forbes Avenue
Pittsburgh, Pennsylvania 15213
Uusa

an invention known as and entitled:
Methods and Apparatuses For User-Verifiable Trusted path in the Presence of Malware

(the “Invention™) and which is described in the following U.S. and/or foreign applications naming the above
inventor for the above-entitled Invention:

1.5, Provisional Patent Application Serial No. 61/273,448, filed August 4, 2009

PCT Application Serial No. PCT/US10/040334, filed June 29, 2010

11.8. Patent Application Serial No. 13/389,212, filed February 6, 2012

India Patent Application Serial No, 1076/CHENP/2012, filed February 2, 2012

Japan Patent Application Serial No. 100068755, filed ¥ebruary 3, 2012

European Patent Office Patent Application Serial No. EP10819183.4, filed February 21, 2012

ASSIGNOR further assigns Assignor’s world-wide rights in the Invention, the above-referenced patent
applications, and any further patent applications clabming priority to the above-referenced patent applications, or
describing the Invention, filed in any country or territory defined by treaty, and any continuations,
continuations-in-part, divisionals, renewals, or substitutes thereof, and all patents which may issue therefrom,

and any reissues or re-examinations of any issued patents.

ASSIGNOR hereby covenants that no assignment, sale, agreement or encummbrance has been or will be

made or entered into which would conflict with this Assignment.
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ASSIGNOR further covenant that ASSIGNEE will, upon its request, be provided promptly with all
pertinent facts and documents relating to the Invention and the above-listed patent applications and legal
equivalents as may be known and accessible to ASSIGNORS and will testify as {o the same in any inteiference,
{itigation or proceeding related thereto and will promptly execute and deliver to ASSIGNEE or its legal
representatives any and all papers, instruments or affidavits required to apply for, obtain, maintain, issne and
enforce said applications, said Tnvention and said patents and said equivalents thercof which may be necessary

or desirable to carry out the purposes thereof.

IN WITNESS WHEREQF, I have hereunto sef hand and seal this hcwa‘; of
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Before me, a Notary Public in and for the said County and State, personally appeared the
above-signed individual, who acknowledged that he/she is the person who executed the foregoing
assignment and acknowledged it to be hisfher free and voluntary act and deed.
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ASSIGNMENT OF INVENTION

In consideration of the payment by ASSIGNEE to ASSIGNOR of good and valuable consideration, the
receipt and sufficiency of which is hereby acknowledged,
ASSIGNOR:

Adrian M. Perrig, a citizen of Switzerland having an address at
4720 Forbes Avenue

CyLab 2118 CIC

Pittsburgh, Pennsylvania, USA 15213

does hereby sell, assign and transfer to
ASSIGNEE:

Carnegie Mellon University
5000 Forbes Avenue
Pittsburgh, Pennsylvania 15213
USA

an invention known as and entitled;
Methods and Apparatuses For User-Verifiable Trusted path in the Presence of Malware

{the “Invention™) and which is described in the following U.S. and/or foreign applications naming the above
inventor for the above-entitled Invention:

U5, Provisiona! Patent Application Serial No. 61/273,448, filed August 4, 2009

PCT Application Serial No. PCT/US1H/640334, filed June 29, 2010

1.5, Paient Application Serial No. 13/389,212, filed February 6, 2012

India Patent Application Serial No. 1076/ CHENP/2012, filed February 2, 2012

Japan Patent Application Serial No. 160068755, filed February 3, 2012

European Patent Office Patent Application Serial No, EP10819183.4, filed February 21, 2012

ASSIGNOR further assigns Assignot’s world-wide rights in the Invention, the above-referenced patent
applications, and any further patent applications claiming priosity to the above-referenced patent applications, or
describing the Invention, filed in any country or territory defined by treaty, and any continuations,
continuations-in-part, divisionals, renewals, or substitutes thereof, and all patents which may issue therefrom,

and any reissucs or re-examinations of any issued patents.
ASSIGNOR hercby covenants that no assignment, sale, agreement or encumbrance has been or will be

made or entered into which would conflict with this Assignment,
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ASSIGNOR further covenant that ASSIGNEE will, upon its request, be provided promptly with all
periinent facts and documents relating to the Invention and the above-listed patent applications and legal
equivalents as may be known and accessible to ASSIGNORS and will testify as to the same in any interference,
fitigation or proceeding related thereto and will promptly execute and deliver to ASSIGNEE or its legal
representatives any and all papers, instruments or affidavits required to apply for, obtain, maintain, issue and
enforce said applications, said Invention and said patents and said equivalents thereof which may be necessary

or desirable to carry out the purposes thereof,
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N WITNESS WHEREOF, I have hereunto set hand and seal this ;‘}\/5 day of
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Before me, a Notary Public in and for the said County and State, personally appeared the
above-signed individual, who acknowledged that he/she is the person who executed the foregoing
assignment and acknowledged it to be his/her free and voluntary act and deed.
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ASSIGNMENT OF INVENTION

In consideration of the payment by ASSIGNEE to ASSIGNOR of good and valuable consideration, the
receipt and sufficiency of which is hereby acknowledged,
ASSIGNOR:

Ning Qu, a citizen of China having an address at
5474 Midday Cmn,
Fremont, California, USA 94555

does hereby sell, assign and transfer to
ASSIGNEE:

Carnegie Mellon University
5000 Forbes Avenue
Pittsburgh, Pennsylvania 15213
USA ‘

an invention known as and entitled:
Methods and Apparatuses For User-Verifiable Trusted path in the Presence of Malware

(the “Invention”) and which is described in the following U1.S. and/or foreign applications naming the above
inventor for the above-entitled Invention:

US. Provisional Patent Application Serial No, 61/273,448, filed August 4, 2009

PCT Application Serial No. PCT/US10/040334, filed June 29, 2010

U.S. Patent Application Serial No. 13/389,212, filed February 6, 2012

India Patent Application Serial No, 1076/CHENP/2012, filed February 2, 2012

Japan Patent Application Serial No. 100068755, filed February 3, 2012

European Patent Office Patent Application Serial No. EP10819183.4, filed February 21, 2012

ASSIGNOR further assigns Assignor’s world-wide rights in the Invention, the above-referenced patent
applications, and any further patent applications claiming priority to the above-referenced patent applications, or
describing the Invention, filed in any country or territory defined by treaty, and any continuations,
continuations-in-part, divisionals, renewals, or substitutes thereof, and all patents which may issue therefrom,

and any reissues or re-examinations of any issued patents.

ASSIGNOR hereby covenants that no assignment, sale, agreement or encumbrance has been or will be

made or entered into which would conflict with this Assignment.
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ASSIGNOR further covenant that ASSIGNEE will, upon its request, be provided prosptly with all

pertinent facts and documents refating to the Invention and the above-listed patent applications and legal

cquivalents as nay be known sod accessibie to ASSIGMNORS and will testify as to the same in any interference,

litigation or proceeding related therato and will promptly execute and deliver to ASSIGNEE o iis legal

representatives any and all papers, Instriments or

affidavits required to apply for, obtain, maintain, issue and

enforce said applications, said Invention and swid patents sud said equivalents thereof which may be necessary

or desirable to carry out the purposes thereof,

IN WITNESS WHEREBQOF, Lbave hereinto set hand and seal tig .--:..\‘ Sl

L 2012

Countyof ¥

s s,

Before me, a Notary Pablic in and for the said County and State, personally appeared the
above-signed individual, who acknowledged that hefshe is the person who executed the faregoing

assignment and acknowledged it to be hisfher free and voluntarvy act and deed.

Witness my hand and notavial seal this

Akaowledument Notey Certificate
State of California,
County of Santa Clas
Un X

before mig,; Laliawen Jemtzsch, Motary Publis,
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Wi proved (o me on the basis of satisfactary evidence 1o be the

person(s) whise namels) JWare sabscribed 10 the within insteoment snd

acknowledged v me that be/shafttiey executed the same jn hisfher/ihetr

avthorized eapreity{ies), and tatby histhes/their signature(s) on the
instrument the person(s), or the entity vpon behalf of whick the
perzap{s).actad‘ exeouted the instrunent,

1 eastify under PENALTY OF PERTURY under the laws of the State of
Califmia that the Foregoing paragraph is frive and coerect. v

WITNESS my handand official seal. ¢
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