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1BM DOCKET NUMBER: ENID920130616US1

DECLARATION (37 C.F.R. 1.63) FOR UTILITY PATENT APPLICATION USING AN
APPLICATION DATA SHEET (37 C.F.R. 1.76) AND ASSIGNMENT

Tide of Invention: FIREWALL BASED BOTNEY DETECTION

As a below named and undersigned inventor, 1 hereby declare that;
This declaration is directed to the attached application, or (if following box is checked):

[ ] United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

1 believe that I am the original inventor or an original joint inventor of a claimed invention in the
application.

I have reviewed and understand the contents of the application, including the claims.

P am aware of the duty to disclose to the United States Patent and Trademark Office all information
known to me to be material to patentability as defined in 37 CFR Section 1.56.

Whereas, 1 (“ASSIGNOR”) have made certain inventions, improvements, and discoveries (herein referred
to as the “Invention”) disclosed in the above-identified patent application and further identified by the
IBM Docket Number provided above in the header of this document;

Whereas, International Business Machines Corporation (herein referred o as the “ASSIGNEE”), a
corporation of New York having a place of business at Armonk, New York, desires to acquire, and |
desire to grant to the ASSIGNEE, my entire worldwide right, title, and interest in and to the Invention and
in and to any and all patent applications and patents directed thereto;

Now, therefore, for good and valuable consideration, the receipt and sufficiency thereof being hereby
acknowledged, I hereby sell or have sold, assign or have assigned, and otherwise transfer or have
transferred to the ASSIGNEE, its successors, legal representatives, and assigns, my entire worldwide
right, title, and interest in and to the Invention, the above-identified United States patent application, and
any and all other patent applications and patents for the Invention which may be applied for or granted
therefor in the United States and in all foreign countries and jurisdictions, including all divisions,
continuations, reissues, reexaminations, renewals, extensions, counterparts, substitutes, and extensions
thereof, and all rights of priority resulting from the filing of such applications and granting of such
patents. In addition, I hereby authorize and request the Director of the United States Patent and
Trademark Office to issue any United States Patent, and foreign patent authorities to issue any foreign
patent, granted for the Invention, to the ASSIGNEE, its successors, legal representatives, and assigns, my
entire worldwide right, title, and interest in and to the same to be held and enjoyed by the ASSIGNEE, its
successors, legal representatives, and assigns to the full end of the terms for which any and all such
patents may be granted, as fully and entirely as would have been held and enjoyed by me had this
Assignment not been made; and I agree to execute any and all documents and instruments and perform all
lawful acts reasonably related to recording this Assignment or perfecting title to the Invention and all
related patents and applications, in the ASSIGNEE, its successors, legal representatives, and assigns,
whenever requested by the ASSIGNEE, its successors, legal representatives, or assigns.
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M DOCKET NUMBER: END920130016USE

PECLARATION (37 CER. L6 FOR UTILITY PATENT App1 ICATION USING
FION (37 C.FR. 163) FOR UTILITY PATE? . IN USING AN
APPLICATION DATA SHEET (37 C.FR. 1.76) AND ASSIGNMeng 0

Title of lnvennon FIREWALL BASED BUOTNET DETECTION

As @ bedow pavwd and windersigned inventor, | hereby deoclare that:

Fhas doclavation is duevted 10 the attached application, of f following box is checked):
£ 1 Vuied States application or 1T internutionsl

! application number
fbeson

I T

The stoveekbeaufied #pphvation was made or suthorized to e made by me,

P heheve that Lam the veginal smventor of an oniginal joint inventor of & claimed invention in the
apphaton

Phave reviewad and sndenstand the contents of the application, including the claima.

by sware of the duty o disclose W the United States Patent and Trademark Office all information
Loown w0 me o be matenial 1o patentability as defined in 37 CFR Section 1,56,

Whereas, 1 ASSIGNOR™) have made centain inventions, improvements, and discoveries (herein referred
W s the “Invention”™) dischosed in the shove-identified patent application and further identified by the
1B Dovket Numbets provided above in the header of this document;

Whereas, lotermstions! Business Machines Corporation (herein referred to a5 the “ASSIGNEE™), a
eorporation of New York having & place of business at Armonk, New York, desires to acquire, and |
desare 1o grant 1 the ASSIGNEE, my eatire worldwide right, title, and interest in and to the Invention and
1 and o any and 3l pateat applications and patents directed thereto;

Now, thenefore, for good and valuasble consideration. the receipt and sufficiency thereof being hereby
ackeowindged. 1 horeby sell or have sold, assign or have assigned, and otherwise transfer or have
transtereed 1o the ASSIGNEE, it successors, legal representatives, and assigns, my entire wcfﬁé%viée
right, tithe, amd interest in arcd o the Invention, the above-identified t{ai@eﬁ States patf:m application, and
sy andd all oty patest applications and patents for the Enven&im twh'ach may be éeapgimd fa? o granted
therefor in the United Ststes and in all foreign countries and jurisdictions, aﬂciadzfag alf divisions, _
Loninualgs, roiksues, reoxaminations, renewals, extensions, cﬂuniez:p&z’{s. substitutes, _ané extensions
thereof, and all nights of priority resulting from the filing t:&f such esppheau?ns and granting of such
patonts, bn addition, 1 hereby authorize and request the Dxmc‘aer of the i)mtﬁd‘ S;&aﬁes ?aﬁem and A
Trademark Office w issue any United States Patent, apd forcign patent authorities mvmme any feym@
patest, granted for the Invention. 1o the ASSIGNEE, its successors, legal mpgmnmaves‘ and assxggs, my
entire workdwide right, tile. and interest in and o the same 1o be beld and enjoyed by the ASSIGNEE, its
saoessors, fegal representatives, and assigns to the full end of the terms for which any and all such
paones may be granted, as fully and entirely as would have been held and enjoyed by me had this .
%m"s:a;m@f;g m{%@m madde; and § agree to execute any and all dacum?ms ami insiryments ‘imﬁ pesform
é&;.v;ﬁ sots reasonably refated © rweeording this Assigument or perfecting tide ﬁxswinvenmm a{nﬁ all
rekawed patents aad applications, in the ASSIGNEE, its successors, Esga{wpmsemagwas, and assigns,
wmxw requested by the ASSIGNEE, its successors, legal representatives, or assigns.
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iBM DOCKET NUMBER: El

1 acknowiedge my priow and ongoing obligations 1o sell, assign, and transfer my rights under s
Assignroent @ the ASSIGNEE and am unaware of any reason why [ may net have the full and
unencumbered right 1o sell, assign, and wansfer my rights hereby sold, assigned, and transferred, and have
ot executed, and will not execute, any document oF instrument ia conflict herewith. 1 also hereby grant
the ASSIGNEE, its vuccessors, legal representatives, and assigns, the right to insert in this Assignment
any farther identification (including, but not limited 1o, patent Application Number) which may be
mecessary of desirable for recordation of this Assignment. This Assignment is governed by the

substantive laws of g State of New York, and any disputes will be resolved in 3 New York state count o
federal court sited in New York

i hereby acknowledge that any willful false statement made 1o this declaration is pundshable under 18
LL5.C. 1061 by fine or inprisonment of not more than five (5) vears, or both.

{1y Legal Name of Invemior: D

Signatare: Bate:

{2} Legal Name of laventor: Gary L Givental

Diate: Lf/q o3

{3y Legal Name of Inventor: Johs D, Kuba

Signature: Date:
(4) Legal Name of Inventor: Michael J. Suzie
Signature: Date:
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1IBM DOCKET NUMBER: END920136016US1

DECLARATION (37 C.F.R. 1.63) FOR UTILITY PATENT APPLICATION USING AN
APPLICATION DATA SHEET (37 C.F.R. 1.76) AND ASSIGNMENT

Title of Invention: FIREWALL BASED BOTNET DETECTION

As a below named and undersigned inventor, 1 hereby declare that:
This declaration is directed to the attached application, or (if following box is checked):

{ ] United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

1 believe that | am the original inventor or an original joint inventor of a claimed invention in the
application.

I have reviewed and understand the contents of the application, including the claims.

I am aware of the duty to disclose to the United States Patent and Trademark Office all information
known to me to be material to patentability as defined in 37 CFR Section 1.56.

Whereas, | (*ASSIGNOR™) have made certain inventions, improvements, and discoveries (herein referred
to as the “Invention”} disclosed in the above-identified patent application and further identified by the
IBM Docket Number provided above in the header of this document;

Whereas, International Business Machines Corporation (herein referred to as the “ASSIGNEE”), a
corporation of New York having a place of business at Armonk, New York, desires to acquire, and 1
desire to grant to the ASSIGNEE, my entire worldwide right, title, and interest in and to the Invention and
in and to any and all patent applications and patents directed thereto;

Now, therefore, for good and valuable consideration, the receipt and sufficiency thereof being hereby
acknowledged, 1 hereby sell or have sold, assign or have assigned, and otherwise transfer or have
transferred to the ASSIGNEE, its successors, legal representatives, and assigns, my entire worldwide
right, title, and interest in and to the Invention, the above-identified United States patent application, and
any and all other patent applications and patents for the Invention which may be applied for or granted
therefor in the United States and in all foreign countries and jurisdictions, including all divisions,
continuations, reissues, reexaminations, renewals, extensions, counterparts, substitutes, and extensions
thereof, and all rights of priority resulting from the filing of such applications and granting of such
patents. In addition, I hereby authorize and request the Director of the United States Patent and
Trademark Office to issue any United States Patent, and foreign patent authorities to issue any foreign
patent, granted for the Invention, fo the ASSIGNEE, its successors, legal representatives, and assigns, my
entire worldwide right, title, and interest in and to the same {o be held and enjoyed by the ASSIGNEE, its
successors, legal representatives, and assigns to the full end of the terms for which any and all such
patents may be granted, as fully and entirely as would have been held and enjoyed by me had this
Assigniuent not been made; aund [ agree to execute any and all documents and instruments and perform all
lawful acts reasonably related to recording this Assignment or perfecting title to the Invention and all
related patents and applications, in the ASSIGNEE, its successors, legal representatives, and assigns,
whenever requested by the ASSIGNEE, its successors, legal representatives, or assigns.
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IBM DOCKET NUMBER: END920130815U51

I acknowledge my prior and ongoing obligations o sell, assign, and transfer my rights under this
Assignment to the ASSIGNEE and am unaware of any reason why [ may not have the full and
snescumbered right w sell, assign, and transfer my rights hercby sold, assigned, and transferred, and have
not executed, and will not execute, any document or instrument in conflict herewith. [ also hereby grant
the ASSIGNEE, its successors, legal representatives, and assigns. the right to insert in this Assignment
any further identification {including, but not limited 10, patent Application Number) which may be
necessary or desirable for recordation of this Assignment. This Assignment is governed by the
substantive laws of the State of New York, and any disputes will be resolved in a New York state court or
federal court gited in New York.

Thereby acknowledge that any willful false statement made in this declaration is punishable under 18
U.8.C. 1001 by fine or imprisonment of not more than five {5} vears, or both.

(1) Legal Name of Inventor: Daniel E. Chapman, i1

Signature: Drate:

(2} Legal Name of Inventorr Gary L Givental

Signature: Date:

(3} Legal Name of biventor: John B. Kuhn

&
P,

S |

e T— o

Signature: /;/5@[ {{;ff/:// %-/&M?? Date: S-fefePas
: T /f

:“f

{4) Legal Name of Inventor: Michael J. Suzio

Signature: Date:
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IBM DOCKET NUMBER: END920136016US1

DECLARATION (37 C.F.R. 1.63) FOR UTILITY PATENT APPLICATION USING AN
APPLICATION DATA SHEEY (37 C.F.R. 1.76) AND ASSIGNMENT

Title of Invention: FIREWALL BASED BOTNET DETECTION

As a below named and undersigned inventor, | hereby declare that:
This declaration is directed to the attached application, or (if following box is checked):

[ ] United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

I believe that I am the original inventor or an original joint inventor of a claimed invention in the
application,

I'have reviewed and understand the contents of the application, including the claims.

T am aware of the duty to disclose to the United States Patent and Trademark Office all information
known to me to be material to patentability as defined in 37 CFR Section 1.56.

Whereas, I (*“ASSIGNOR”) have made certain inventions, improvements, and discoveries (herein referred
to as the “lnvention”™) disclosed in the above-identified patent application and further identified by the
IBM Docket Number provided above in the header of this document;

Whereas, International Business Machines Corporation (herein referred to as the “ASSIGNEE”), a
corporation of New York having a place of business at Armonk, New York, desires to acquire, and I
desire to grant to the ASSIGNEE, my entire worldwide right, title, and interest in and to the Invention and
in and to any and all patent applications and patents directed thereto;

Now, therefore, for good and valuable consideration, the receipt and sufficiency thereof being hereby
acknowledged, 1 hereby sell or have sold, assign or have assigned, and otherwise transfer or have
transferred to the ASSIGNEE, its successors, legal representatives, and assigns, my entire worldwide
right, title, and interest in and to the Invention, the above-identified United States patent application, and
any and all other patent applications and patents for the Invention which may be applied for or granted
therefor in the United States and in all foreign couniries and jurisdictions, including all divisions,
continuations, reissues, reexaminations, renewals, extensions, counterparts, substitutes, and extensions
thereof, and all rights of priority resulting from the filing of such applications and granting of such
patents. In addition, I hereby authorize and request the Director of the United States Patent and
Trademark Office to issue any United States Patent, and foreign patent authorities to issue any foreign
patent, granted for the Invention, to the ASSIGNEE, its successors, legal representatives, and assigns, my
entire worldwide right, title, and interest in and to the same to be held and enjoyed by the ASSIGNEE, its
successors, legal representatives, and assigns to the full end of the terms for which any and all such
patents may be granted, as fully and entirely as would have been held and enjoyed by me had this
Assignment not been made; and | agree to execute any and all documenis and instruments and perform all
lawful acts reasonably related to recording this Assignment or perfecting title to the Invention and all
related patents and applications, in the ASSIGNEE, its successors, legal representatives, and assigns,
whenever requested by the ASSIGNEE, its successors, legal representatives, or assigns.
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IBM DOCKET NUMBER: ENDSZ(130016US1

i acknowledge my prior and ongoing obligations to sell, assign, and transfer my rights under this
Assignment to the ASSIGNEE and am unaware of any reason why I may not have the full and
unencumbered right to sell, assign, and transfer my rights hereby sold, assigned, and transferred, and have
not executed, and will not execute, any document or instrument in conflict herewith. I also hereby grant
the ASSIGNEE, its successors, legal representatives, and assigns, the right to insert in this Assignment
any further identification (including, but not limited to, patent Application Number) which may be
necessary or desirable for recordation of this Assignment. This Assignment is governed by the
substantive laws of the State of New York, and any disputes will be resolved in a New York state court or
federal court sited in New York,

1 hereby acknowledge that any willful false statement made in this declaration is punishable under 18
U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.

(1) Legal Name of Inventor: Daniel E. Chapman, [T

Signature: Date:

(2) Legal Name of Inventor: Gary 1. Givental

Signature: Date:

(3) Legal Name of Inventor: john 1. Kohn

o

signature: Date:

|2
6]

(4) Legal Name of Inventor: Michael J. Suzio

o A / : // ’ ‘ /’/ ] ¢
Signature: _{V\f‘h}ﬁvﬁﬁ/{% (&’ ,/ﬁﬁ ijj% Date:_J 5 (% f /}3/
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