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FPTOSAIAGE {812}
Approwed for ase wough 01312013, OME 0651-00631
1.8, Patens and Trademany Office; U5, DEPARTMENT OF SOKMMERCE
Linder the Fapereork Bedumion Act of 1885, no persons are retudntd i respond 1o 3 coftertion of information ueless i fisniays 3 vald OMB cooted number,

TATEMENT UNDER 37 CFR 3,79

ApplicanyPatent Owner, ¥ Aoi0KOV

Application No./Patant No.; Filedissue Date: September 12, 2014

Tiled: SYSTEM AND METHOD FOR DETECTION OF TARGETED ATTACKS

Kasparsky Lab ZAD g Gorporation

{Mama of Assignest iType of Assignes, .., corpmRion, parinership, wniversity, Qovemmsn 3gency, s}

states thal, for the patent application/patant identified above, it ix {chuose phe of options 1, 2, 3 ar 4 below):
1. E] The assignee of the entire right, title, and interest.

2. T An assignes of less than the entive right, title, and interest {check applicable box}:

|| The extent {by percentage) of its ownership interest is Y. Additional Statement(s} by the ownars

Yo

holding the balance of the Interest must be sutbmitted 10 accourd for 100% of the ownership inlerest.

[} There are unspecified percentages of ownership, The other parties, including inventors, who fogsther own the entire
right, title and interast are:

Additional Statement{s) by the pwner{s) holding the balance of the interest must be submitied to acoount ior the entire
sfight, tile, and Inlerest.

3. u The assignese of an undivided interest in the antirely {a complete assignmant from one of the joint inveniors was made).
The other parties, including inventors, who together own the entirs right, title, and interest are;

right, fille, and intarest.

4. W The recipient, via a court proceeding or the like {s.g., bankrupley, probate), of an undivided interast in the entively (&
compiete fransfer of ownership interest was made}. The cedified document{s) showing the transter is attached.

The interest identified in option 1, 2 or 3 above {not option 4} is evidenced by either {choose gne of oplions A or B below):

thereof is attached.
3 E A chain of title from the Inventor(s}, of the patent application/patent identified ahove, o the current assignes as follows:

1. Front To:

The document was recordad in the United Biates Patent and Trademark Gffice at
Resl . Frams . Of for which a copy thereo! is atiached.

2. From: To:

[Page 1 of 2}
Thiz codection of information i3 reguirad by 37 OFR 3730 The information s reguived 1 obiain or relain 3 benalit by the public which is o file jand by the USFTO o
process) an spplication. Confidentiality is governad by 25 US.0. 122 and 37 CFR 111 gnd 1.14. This collection is setimeted 1o take 12 mintes (0 cmaplate, including
gatherng, preparing, and submitting the compiaiad application form i the UBPTO. Thme wilt vary deganding upae the individus! oass, Any osmmanis an the smount
of e you recgive to complets this o andfor suggestons for secining s burdes, stould be send to the CRiel information Giticsr, ULS. Patant and Trademak
Offica. 1.8, Department of Commerce, F.O. Box 1430, Alexandia, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
To: Commissioner for Palents, P.O. Box 1450, Alexandria, YA 223131450

¥ vou need wxsistance in comydering the form, eadl 1-800-PTQ-8199 and select option 2.
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FTORAIAGE 08-18)
Appresad for sy heough DIBTE0TE. OMB 06510031
L8, Peient and Trademmk Qiffiee; LS. DEPARTMENT OF CIOWMMERCE

Ungar the Papanyork Heduotinn Act-of 1995, no persone ane mguired 1o respond lo a coliaction of foarating unisss ¥ displays a waly OB cantrol rumber,

3. From:

STATEMENT UNDER 37 CFR 3.73(¢

4, From:

5, Fronn

&. From:

To
The document was recorded in the United States Patent and Trademark Offics at
Reel . Frame . of for which a copy thereol is atiached.
Ton
The documnent was recorded in the United States Patent and Trademark Office at
Resl . Frame , o for which & copy thereof is attached.
Tor
The document was recorded in the United States Patent and Trademark Office at
Resl . Frame , o for which & copy thereof is attached.
To:

L]

The document was recorded in the Uniled Slates Patent and Trademark Olfics at

Addlitionad docurments in the chadn of title are listed on & supplemental shest{s).

[vl  Asrequired by 37 CFR 3.73(c}{ 1}{1), the documentary evidence of the chain of title from the original owner to the
assighee was, or concurently is being, submitted for recordation pursuant to 37 CFR 311,

INOTE: A separate copy {i.e.. 8 true copy of the original assignmant document{s)} must be submitted to Assignment
Oivision in ancordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized 1o aot on behalf of the assignee.

/Michael Fainberg/ September 12, 2014
Signature Date
Michael Fainberg 50,441
Printed or Typed Name Title or Registration Number
fPage 2 of 2]
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Privacy Act Siatement

The Privacy Act of 1974 {P.L. 93-579) requires that you b given certain information In conpection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
raquiraments of the Acl, please be advised that: {1} the general authorily for the collection of this information is 35
1.8.C. 2{bH2) (2} furnishing of the Information solicited is voluntary; and (3} the principal purpose for which the
information is used by the UG, Patent and Trademark Office is 1o process andior examine your submission related
to a patent application or patent. i you do not furnish the reguested information, the U8, Patent and Trademark
Office may not be able to procass and/or examine your submission, which may result in termination of procesdings
or ahandonment of the application or expiration of the patent,

The informaltion provided by you in this form will be subject o the following routine uses:

1.

The information on this form will be treated confidentially 1o the extent aliowed under the Freedom of
information Act (5 UL.8.C. 552} and the Privacy Act {5 UL.8.C 552a). Records from this system of records
may be disclused 1o the Department of Justice to determing whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routing use, in the cowrse of presenting
evidence o & court, magisirate, or administrative tribunal, including disclosuras to opposing counsel in the
course of seftlernent negotiations.

A record in this sysiem of records may be disclosed, as a rouling use, 1o a Member of Congress
submitiing a request involving an individual, 1o whom the record pertaing, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record In this sysiem of records may be disclosed, as a routine use, (o a contractor of the Agency
having need for the information In order to perform a contract. Recipients of information shall be required
to comply with the requiraments of the Privacy Act of 1874, as amended, pursuant to 5 U.5.C. 582alm).

A record related to an international Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routing use, 1o the International Bursau of the Warld Intellectual Property
Organization, pursuant 1o the Palent Cooperation Trealy.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Securily revisw (35 U.5.C. 181) and for raview pursuant to the Alomic Energy Act
{42 LL.8.C. 218{c}).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designes, during an inspection of records conductad by GSA as pan of that agenoy’s
rasponsibiiity to recommand mprovements in records management practices and programs, under
authority of 44 U.5.C. 2804 and 2806, Such disclosure shall be made in accordance with the GSA
reguilations governing inspeaction of records for this purpose, and any other refevant (le., GSA or
Commerce) directive. Such disclosure shall not be used o make determinations about individuals.

A racard from this system of records niay be disclosed, as a routine use, to the public after sither
pubiication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant fo 35 U.S.C.
151, Further, a record may be disclosed, subjsct to the limilations of 37 CFR 1.14, as a routine use, o the
public if the record was filed in an application which became abandoned or in which the procesdings were
ferminated and which application is referenced by sither a published application, an application open o
public inspection or an issued patent.

A racord from this system of records may be disclosed, as a routine use, to a Federal, Stale, or local law
enforcement agergy, i the USPTO becomes aware of a violation or potential violation of law or regulation.
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SLE8H-I0SER

WORLDWIDE ASSIGNMENY

N CONSIDERATION of the sum of One Dollar ($1.0D 31 andoof other gond snd valushis
corsideration paid tr the undersigned Inventors) Hihersinafier ASSISROR by

gs adskoe Shosse

Maosoow 125313 Russia
{hereinafter ASSIGNERL the receipt of which s heraby geknowledged, the undersigned SSMGROR
agraas o el ﬁwszby seile; assigne, and transfers 1o ASSIGNES the sntire ard exciosive right, title,

and intereat, inchaiing the right to sus for past infringerent, i By ang Wl rights pursuant to 35
WiSG§ 154 to the fovention titled

SYSTERM AND METHOD SOR DETECTION OF TARGETED ATTACKS

for which application for Latters Patent of the United States was exacuted oo aven date herswith
urdess atherwise indivatad below:

Skt Now Filed on:
{Rrent Fox WP is bereby suthorized to insartserial namber, antfor f:img date, whearcknown}

and st Lettars Patent of the United States and its tervitorial possessions and @& sy ang all foredgn
countrisg ty e obtalned theegfor on sald spplication or anv continuation, division, contiruation-in-
part renswsd, cabstitute, relssue, or resxamivation therest, and ahy other soplication oat ving
priority thersto, noluding future invantions or iniproversents, far the full term o terms $or which
the same rosy hegranted,

The ASSIGNOR agrees 0 exeoite ol Dapers DESssany I conmection with apolication and any
continuing, divisional, congt \zzazzmvinq;mrt! reissus, of resxamination applicetions thereod, aielanw
other apphcations climing priovity thereto, ncluding future nventions or bnprovements, wnd also
G Bxente selirate assignments by connection with such spplications as the ASSIGRES may deem
recessary or expediont

The ASSIGNOR sgroes M exacuts afl PAKRES SEUeREny b sotnsciin with ank interference, litiastion,
or other legal provesding whish way be declseest concerning this spplication or aniy continuation,
division, continuation-in-par, relssus, or resxamingtion thereof or Letters Patert ar rafusie patent
waied tharenn, and any sther applications daiming priceity theretn, fncludmg futurs inventions or
mprovaments, and (0 fooperaty with the ASSIGNEE in every way possible in alebaiving . and
producing suidance and provesding with such interferancs, itigatian, or othar fegal proveeding,

B WITNESS WHEREDE, the uoddersigned inventar has affived histharfthelr signature,

Victar V. Yablokoy : _ g &3
{TYPE Nanme] {SIGNATURE} {GATEY

AFDOOR FIZTERARA
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