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IBM DOCKET NUMBER: YORS2H$17230U81

DECLARATION (37 C.F.R. 1.63) FOR UTILITY PATENT APPLICATION USING AN
APPLICATION DATA SHEET (37 C.F.R. 1.76) AND ASSIGNMENT

Title of Invention: DETECTING MALICIOUS BEACONING COMMUNITIES USING
LOCKSTEP DETECTION AND CO-OCCURRENCE GRAPH

As a below named fnventor, | hereby declars than

This declaration is directed to the attached application, or (if foliowing box is checked):
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The above-identified application was made or avthorized to be made by me.

Ebelieve that | am the original inventor or an original joint inventor of a claimed invention in the
application,

1 have reviewed and understand the contents of the application, ncluding the claims.

EFam aware of the duty to disclose to the United States Patent and Trademark Office all information
known to me o be material 10 patentability as defined in 37 CFR Section 1.56.

Whereas, the undersigned inventor(s) has/have made certain inventions, improvements, and discoveries
{herein referred to as the “Invention™) disclosed in the above-identified patent application and further
identified by the IBM Docket Number provided above in the header of this docoment;

Whereas, International Business Machines Corporation, a corporation of Mew York having a place of
business at Armonk, New York (herein reforred to as “IBM7Y, desives to acquire, and sach undersigned
mventor desives fo grant to 1IBM, the entire worldwide right, title, sud intercst in and to the Invention and
i and fo any and ali patent applications and patents direvted thereto;

MNow, therefore, for good and valuable consideration, the receipt and sufficiency thereof being herehy
acknowledged, each undersigned inventor (*ASSIGNOR™) hereby sells or has sold, assigns or has
assigned, and otherwise transfers or has transferred o [RM {the “ASBIGNEE"), s successors, legal
representatives, and assigns, the entive worldwide right, title, and interest in and to the Invention, the
above-identified United States patent application, and any and all other patent applications and patents for
the Invention which may be applied for or granted therefor in the United States and in all forei 0
countries and jurisdictions, including all divisions, coutinuations, reissues, recxaminations, renewals,
axtensions, counterparts, substitutes, and extensions thereof, and all rights of priority resulting from the
filing of such applivations and granting of such patents. In addition, each undersigned inventor hereby
authorizes and requesis the Director of the United States Patent and Trademark Office to issug any United
States Putent, and foreign patent authorities to issue any forel gi patent, granted for the fnvention, to IBM,
its suecvssors, legal representatives, and assigns, the entire worldwide right, ttle, and interest in and i the
same to be held and enjoyed by IBM, its successors, legal reproseniatives, and aasigns 10 the full end of
the terms for which any and all such patents may be granted, as fully and entively as would have been
held and enjoved by the undersigned had this Assignment not been made; and each undersigned inventor
agrees o executy any and all documents and instruments and perform all lawfil acts reasonably related 1o
recording this Assignment or perfecting title to the Invention and all related patents and applications, in
1BM, its successors, legal representatives, and assigns, whenever requested by IBM, its successors, legal
representatives, or assigns.
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Each undersigned inventor acknowledges their prior and ongeing obligations o sell, assign, and transfer
the rights under this Assignment to 1BM and is unaware of any reason why they may not have the full and
unencumbered right 1o sell, assign, and transfer the rights hereby sold, assigned, and transforved, and has
ot executed, and will not execute, any document or instrument in conflict herewith, Each undersigned
fnventor also hereby grants 1BM, its successars, legal representatives, and assigns, the right to insert in
this Assignment any further identification (including, but not limited 1o, patent Application Number)
which may be necessary or desirable for recordation of this Assignment. This Assignment is governed by
the substantive faws of the State of New York, and any disputes will be resolved in a New York state
court or federal count sited in New Yook,

! hereby acknowledge that any willful false statement made in this declaration is punishable under I3
US.C. 1001 by fine o imprisonment of aot more than five {3} years, or botk.

{1} Legal Name of Inventor: Fiyong JANG
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{3} Legal Name of Inventor:  Bum Jun KWON

Signature: . - y Dhate:

{4} Legal Name of Inventor: Douglas Lee SCHALES
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Fach undersigned inventor scknowledges their prior and ongolng obligations to se assign, and transfer
the rights under this Assignment to IBM and Is unaware of &m reason why they may not have the full and
unencambered right to sell, assign, and transfor the vights hereby sold, assigned, and tr\»«.ns,erred, and has
not exeputed, and will not execute, any document or instrument in confliet herewith, Bach u*adsrsigne(i
inventor also hereby gr ants 1BM, its successors, fogal representatives, and assigns, the right i {nsert in
this Assignment any further Wenification §§ nciuiL ag, but not i -m:—:d 1& patmi Apph( ition Number)
or

{ i
which may be necessary or desirable for recordation of this Ass f‘-m( . This Assignmment is governed by
the substandive laws of the Btate of New York, and any dmpu& ‘m resolvad in a New York state
court or fedeval court sited in New York,

{ heveby acknowle do ¢ that any wiliful falee statement made in this declaration is punishable under 18
ULE.CL 1081 by fine or imprisonment of not more than five {§) vears, or both,
(1} Legal Name of hiventor: Fiyong JANG
B I . ——— Date:
{2} Dihilung Hang KIRAT
Sigpatwee: Daie:

{33 Legal Mame of Inventor:  Bum hun KWON
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Signature: vl S Date: 16 June 2017

{4} Legal Name of Inventor:  Douglas Lee SCHALES
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