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IBM DOCKET NUMBER: YOR920150856US1

DECLARATION (37 C.ER. 1.63) FOR UTILITY PATENT APPLICATION USING AN
APPLICATION DATA SHEET (37 C.F.R. 1.76) AND ASSIGNMENT

Title of Tnvention: ¥dentifying command and coentrol endpoint used by domain generation
algorithm (DG A) malware

As abelow named venter, I hereby declave that:
This declaration is directed to the attached application, or {if following box is checked):

{ | United States application or PCT international application number
filed on

The above-identified application was made ormithorized to be made by me,
! 3

1 believe that [ am the original tnventor oy an original joint inventor of a claimed inveuntion in the
application. :

I have reviewed and understand the contents of the application, including the claims,

I am aware of the duty to.disclose to the Uinited Siates Patent and Trademark Office all information
knewi to me to bg material t patentability as defined in 37 CFR Section 1.56.

Whereas, the undersigned inventor(s) Hasthave made certain inventions, improvements, and discoveries
{herein referred to as the “Invention™) disclosed in the above-identified patent application and further
identified by the IBM Docket Number provided above in the header of this docunent;

Whereas, International Business Machines Corporation, & corporation of New York baving a place of
business at Armonk, New York (herein referred to as “IBM™), desires to acquire, and each undersigned
inventor desires to grant to IBM, the entire worldwide right, title, and interest in and to the Invention and

in and to any and all patent applications and patents directed thereto;

Now, therefore, Tor good and valuable consideration, the receipt and sufficiency thereof being herehy
acknowladged, each undersigned inventor (“ASBIGNOR™) hereby sells or has sold, assigns or has
assigned, and otherwise transfers or has transferred to IBM (the "ASSIGNERE”), ifs successors, logal
representatives, and assigns, the entire worldwide right, title, and inierest in and 1o the [nvention, the
above-identified United States patent application, and any and all other patent applications and patents for
the Invention which may be applied for or granted therefor in the United States and in all foreign
countries and jurisdicticns, including all divisions, cotitinuations, reissues, reexaminations, renewals,
extensions, counterparts, substitutes, and extensions thereof, and all rights of priority resulting from the
filing of such applications and granting of such patents, In addition, each undersigned inventor hereby
authorizes and requests the Director of the United States Patent and Trademark Office {o issue any United
States Patent, and foreign patent authorities {o issue any forgign patent, granted for the Invention, to IBM,
its successors, legal represantatives, and assigns, the entire worldwide right, title, and interest in and to the
same to be beld and enjoyed by IBM, its successors, legal representatives, and assigns to the fll end of
the tetms for which any and all such patents roay be granied, as folly and entirely as would have been
held and enjoyed by the undersighed had this Assignment not been made; and each undersigned inventor
agrees to execute any and all documents and instruments and perfonm all lawful acts reasonably related to
recording this Assignment or perfecting title to the Invention and all related patents and applications, in
IBM, its successors, legal representatives, and assigns, whenever requested by TBM, ite successors, legal
representatives; or assigns.
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IBM DOCKET RUMBER: YORY20160856 U1

FEach undersigned inventor acknowledges their prior and ongoing obligations to sell, assign, and ransfer
the rights under this Assignment to IBM and is unawate of any reason why they may not have the full and
unencumbered right to sell, assign, and transfer the rights hereby sold, assigned, and transferred, and has
nat exesuted, and witl not execute, any document or instrament in conflict herewith. Fachundersigned
inventor-alse hereby prants IBM, ifs successors, lepgal representatives, and assigns, the right to insert in
this Assigronient sny further identifivation (inclisding; but not Hmited o, patert Application Mumiber)
which may be necessary ot desirable for recordation of this Assignment. This Assignment is governed by
the substantive laws-of the State of New York, and any disputes will be resolved ina Mew York state
cotet or federal court sited in New York.

T hereby acknowledge that any wiliful false statement made in this declaration is punishable under 18
U.5.C. 1001 by fine ur imprisonnient of not more than five (§) years, or both.

{13 Legal Name of Toventor: Xin Ha

Stgnature, Date:
{2) Legal Name of Inventor: Jivong Jang

Signature: Date:
{3) Legal ¥ame of Trventor: Douglas Lee Schales

Signature: e Date:
(4} Legal Name of Inventorr Mare Philippe Steecklin

Stgnature; Date:
{5) Legal Mame of Inventor: Ting Wang

Signature: Date:

Page2 of 2
PATENT

REEL: 043226 FRAME: 0723



IBM DOCKET NUIMBER: YORS20166856U81

Each undersigned inventor acknowledges their prior and ongoing obligativns to sell, assign, and transfer
the rights under this Assignment to IBM and is unaware of any reasan why they mayv not have the full and
unencumbered right to sell, assign, and transfer the rights heiem sold,.assigned, and wransferred, and has
not exscuted, and will notexecute, any documant or instnanent in conflict herewith. Each undersigned
invenitor also hereby grants IBM, 1ts sucvessors, legal representatives, and assigns, the right to insert in
this Assignment any further identification (including, but not limited to, patent Application Number)
which may be necessary or desirable for recordation of this Assignment. This Assignment is govemed by
the substantive laws of the State of New York, and any disputes will be resglved in a New York state

cotit or Tederal court sited in New York

1 bereby acknowledge thatany willfidl false statement made in this declaration is punishable under 18
C 1001 by fine or imprisonment of not more than five (5) years, or both.

LS.
{1} Legal Name of lnventor: Xin Hu

Signature:

(2) Legal Name of Inventor: Jivong Jang

mm—— T ewy

- e W RO

Signature: Date; M7 S0 ™
{3) LegslName of Inventor: E)ouoi
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Signature? Date: 4§
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(4) Legal Name ofH five }to*"\;‘ Warc Philippe Steeckiin
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Signature:__ i \“ -  bate Q¥ s
x’
(%) 'La;ga},l\m ie of lnventor: Ting Wang
‘é SnEture: Date:
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IBM DOCKET NUMBER: YOR920160856US1

Each undersigned inventor acknowledges their prior and ongoing obligations to sell, assign, and transfer
the rights under this Assignment to IBM and is unaware of any reason why they may not have the full and
unencumbered right to sell, assign, and transfer the rights hereby sold, assigned, and transferred, and has
not executed, and will not execute, any document or instrument in conflict herewith. Each undersigned
inventor also hereby grants IBM, its successors, legal representatives, and assigns, the right to insert in
this Assignment any further identification (including, but not limited to, patent Application Number)
which may be necessary or desirable for recordation of this Assignment. This Assignment is governed by
the substantive laws of the State of New York, and any disputes will be resolved in a New York state
court or federal court sited in New York.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18
U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.

(1) Legal Name of Inventor: Xin Hu

Signature: Date:

(2) Legal Name of Inventor: Jiyong Jang

Signature: Date:

(3) Legal Name of Inventor: Douglas Lee Schales

Signature: Date:

(4) Legal Name of Inventor: Marc Philippe Stoecklin

Signature: Date:

(5) Legal Name of Inventor: Ting Wang

Signature: 7-6 7 Date: 08/07/2017
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