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DocusSign Envelope ID: 0F912C73-18D5-4059-A0FE-DBFO4E27FD07
Attorney Docket No. 60470-0012
ASSIGNMENT OF APPLICATION FOR PATENT
WHEREAS:
Christopher James Hazard, of Durham, North Carolina, United States, (hereinafter

referred to as ASSIGNOR(S)), has made a discovery and/or invention entitled:

DETECTING AND CORRECTING ANOMALIES IN COMPUTER-BASED REASONING
SYSTEMS
X for which application for Letters Patent of the United States has been executed on even
date herewith,

] for which application for Letters Patent of the United States has been filed on
, under Application No. and

2

WHEREAS:

Hazardous Software Inc., having a business address of 10616 Silverwood Creek Dr.,
Raleigh, NC 27614

and which, together with its successors, assigns, and legal representatives, is hereinafter referred
to as ASSIGNEE, is desirous of acquiring the entire right, title and interest in, to and under said
invention and in, to and under Letters Patent or similar legal protection to be obtained therefor in
the United States and in any and all foreign countries.

NOW, THEREFORE, TO ALL WHOM IT MAY CONCERN:

Be it known that for good and valuable consideration, the receipt of which is hereby
acknowledged, ASSIGNOR(S) hereby sells, assigns and transfers to ASSIGNEE, the full and
exclusive right, title and interest to said discovery or invention in the United States and its
territorial possessions and in all foreign countries and to all Letters Patent or similar legal
protection in the United States and its territorial possessions and in any and all foreign countries
to be obtained for said invention by said application or any continuation, continuation-in-part,
divisional, reexamination, renewal, substitute, reissue and/or any application claiming priority
thereof, including any legal equivalent thereof, in a foreign country for the full term or terms for
which the same may be granted.

I, SAID ASSIGNORC(S), hereby authorize and request the Commissioner of Patents and
Trademarks of the United States of America and any Official of any country or countries foreign
to the United States of America whose duty it is to issue Letters Patent on applications as
aforesaid, to issue all such Letters Patent for said discovery or invention to the ASSIGNEE, as
assignee of the entire right, title and interest in, to and under the same, for the sole use and
benefit of the ASSIGNEE in accordance with the terms of this instrument.

I, SAID, ASSIGNORC(S), hereby covenant with ASSIGNEE that no assignment, grant, mortgage,
license, or other agreement affecting the rights and property herein conveyed has been made to
others by the undersigned and that I have full right to convey the entire right, title and interest
herein sold, assigned, transferred and set over;
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Attorney Docket No. 60470-0012

AND I, SAID ASSIGNOR(S) hereby further covenant and agree that the ASSIGNEE may apply
for foreign Letters Patent on said discovery or invention and claim the benefits of the
International Convention, and that I will, at any time, when called upon to do so by the
ASSIGNEE communicate to the ASSIGNEE as the case may be, any facts known to me
respecting said discovery or invention, and execute and deliver any and all lawful papers that
may be necessary or desirable to perfect the title to the said discovery or invention, the said
applications and the said Letters Patent in the ASSIGNEE and that if reissues or reexaminations
of the said Letters Patent or disclaimers relating thereto, or divisionals, continuations,
continuation-in-parts of the said applications shall hereafter be desired by the ASSIGNEE, I will,
at any time, when called upon to do so by the ASSIGNEE sign all lawful papers, make all
rightful oaths, execute and deliver all such disclaimers and all divisional, continuation,
continuation-in-part, reexamination, and reissue applications so desired, and do all lawful acts
requisite for the application for such continuations, continuation-in-parts, divisionals,
reexaminations, or reissues and the procuring thereof and for the filing of such disclaimers and
such applications, and generally do everything possible to aid the ASSIGNEE to obtain and
enforce proper patent protection for said invention or discovery in all countries, all without
further compensation but at the expense of the ASSIGNEE.

ASSIGNOR hereby authorizes and requests the prosecuting law firm to insert herein above the
application number and filing date of said application when known.

Inventor(s): Please Sign and Date Below:

+==~-DocuSigned by:

1) A /  Date
Christopher James Hazard

August 18, 2017
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UNITED STATES PATENT APPLICATION
FOR

DETECTING AND CORRECTING ANOMALIES IN COMPUTER-BASED REASONING SYSTEMS

INVENTORS:

CHRISTOPHER JAMES HAZARD

PREPARED BY:

HICKMAN PALERMO BECKER BINGHAM, LLP
1 ALMADEN BOULEVARD, FLOOR 12
SAN JOSE, CALIFORNIA 95113
(408) 414-1080

FIELD OF THE INVENTION
[0001] The techniques described herein relate to computer-based reasoning systems, and in

particular to correcting anomalies in such systems.

BACKGROUND

[0002] Many systems are controlled by machine learning systems. A common issue with such
systems, however, is that when there is an anomalous outcome, such as a system failure,
unexpected action, etc., there is no way to know why the system acted in the manner in which it
did. For example, in a machine learning system to detect letters or numbers in images, tens or
hundreds of thousands of training data (e.g., pictures along with coded letters or numbers) might

be used to train the system. The system can then be used to act on incoming images to find
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letters and numbers in those images. At times, those outcomes might be anomalous. For
example, the system may “find” letters or numbers that are not actually in the images, find
incorrect letters or numbers, or fail to find letters or numbers in the images.

[0003] An issue with such systems, especially in the face of such anomalous results, is that it is
difficult, if not impossible, to determine what training data caused the system to act anomalously.
Therefore, it might not be possible to remove training data that caused the anomalous result from
the machine learning model.

[0004] Techniques herein address these issues.

[0005] The approaches described in this section are approaches that could be pursued, but not
necessarily approaches that have been previously conceived or pursued. Therefore, unless
otherwise indicated, it should not be assumed that any of the approaches described in this section

qualify as prior art merely by virtue of their inclusion in this section.

SUMMARY

[0006] Techniques are provided for obtaining context data for detecting and correcting
anomalies in computer-based reasoning systems. Various of the techniques described herein,
which may be systems, methods, or non-transient computer-readable media, include obtaining
current context data and determining a contextually-determined action based on the obtained
context data and a reasoning model. The reasoning model may have been determined based on
multiple sets of training data, which include multiple context data and action data pairings. The
techniques may proceed by causing performance of the contextually-determined action and,
potentially, receiving an indication that performing the contextually-determined action in the
current context resulted in an anomaly. The techniques include determining a portion of the
reasoning model that caused the determination of the contextually-determined action based on
the obtained context data and causing removal of the portion of the model that caused the
determination of the contextually-determined action, in order to produce a corrected reasoning
model. Subsequently, data for a second context is obtained and a second action is determined
based on the obtained subsequent contextual data and the corrected reasoning model, and the
second contextually-determined action can be performed.

[0007] The reasoning model may be a case-based reasoning model.

HZRDS-0001-US
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[0008] In some embodiments, determining the contextually-determined action includes
determining closest context data in training data that is closest to the current context, determining
the contextually-determined action includes determining an action paired with the closest context
data, and / or determining the previously-identified closest context data in the training data.
Some embodiments include determining the closest context data using a Minkowski distance
measure, potentially of order zero.

[0009] In some embodiments, the removal of the portion of the model that caused the
determining of the contextually-determined action to produce the corrected reasoning model
includes removing an association between the previously-identified closest context data and the
action paired with the closest context data, removing the closest contextual data and the paired
action, and / or determining additional portions of the reasoning model that would cause the
performance of the contextually-determined action in the current context and removing the
additional other portions of the reasoning model.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] In the drawings:

[0011] Figure 1 depicts example processes for detecting and correcting anomalies in computer-
based reasoning systems.

[0012] Figure 2 depicts example processes for creating and updating reasoning systems.

[0013] Figure 3 depicts example systems for detecting and correcting anomalies in computer-
based reasoning systems.

[0014] Figure 4 depicts additional example systems and hardware for detecting and correcting

anomalies in computer-based reasoning systems.

DETAILED DESCRIPTION

[0015] In the following description, for the purposes of explanation, numerous specific details
are set forth in order to provide a thorough understanding of the present invention. It will be
apparent, however, that the present invention may be practiced without these specific details. In
other instances, well-known structures and devices are shown in block diagram form in order to

avoid unnecessarily obscuring the present invention.

HZRDS-0001-US
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GENERAL OVERVIEW

[0016] Consider, for example, an embodiment of the techniques described herein that uses a
reasoning engine to controlling a self-driving car. The system may be trained using a set of
training data (a set of input or system contexts paired with actions taken) to generate the
reasoning model used in the reasoning system. An example of such a context-action pairing
could be: when the next navigation action will be a left turn and the vehicle is not in the left lane
(the context), the vehicle will slow down and move a lane to the left (the action). To keep the
example simple, the discussion will be limited to this context, but the context is likely to include
many other factors, such as distance to the turn, current speed, the weight of the vehicle,
placement of other vehicles, placement of items to be avoided, obstacles around the vehicle,
weather conditions, visibility ranges of the sensors, etc. Returning to the example, after the
reasoning model is built on many such context/action pairs, and the reasoning model is available
for use, a current context may be received and the reasoning model may be used to determine an
action to take. The current context (e.g., a subsequent turning left, and not being in the leftmost
lane) can be matched with previous training contexts to determine a most appropriate decision
based on the context (e.g., slow down and move one lane to the left).

[0017] Continuing with the same example embodiment, when an anomalous result occurs, for
example, the self-driving car moves a lane to the right when the next navigation event is a left
turn, the system can pinpoint the training context-action pair that caused the action. The
pinpointed training pair would likely be training data where someone trained the system to move
a lane to the right before turning left. In some embodiments, that training context-action pair,
and possibly other identical or similar training context-action pairs, may be removed from the
reasoning model. With these context-action pair(s) removed and any necessary processing is
done, the reasoning model will be updated to ensure it does not make that decision again in that
context, baring other reasons to make that same decision in that same context. That is, the
system will no longer move a lane to the right before making a left turn.

[0018] The self-driving car example is discussed throughout herein, and it can encompass
numerous potential embodiments. For example, the training data may be collected on a
simulator, in a real car, in multiple types of cars, in multiple types of vehicles, by observation,
and / or in any other appropriate manner. Causing performance of later-identified actions can

include sending a signal to a real car, to a simulator of a car, to a system or device in
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communication with either, etc. Further, the action to be caused can be simulated / predicted
without showing graphics, etc. For example, the techniques might cause performance of actions
in the manner that includes, determining what action would be take, and determining whether
that result would be anomalous, and performing the techniques herein based on the determination
that such state would be anomalous based on that determination, all without actually generating
the graphics and other characteristics needed for displaying the results needed in a graphical

simulator (e.g., a graphical simulator might be similar to a computer game).

EXAMPLE PROCESSES FOR DETECTING AND CORRECTING ANOMALIES IN
REASONING SYSTEMS

[0019] Process 100 of Figure 1 shows example embodiments of detecting and correcting
anomalies in computer-based reasoning systems. In various embodiments, process 100 will take
place after the reasoning model is built (example of which are discussed with respect to process
200, Figure 2, and elsewhere herein). More details, and additional alternatives are described
below, but as a simple example, in block 110 context data related to the current location and
status of a self-driving car, are received. Once context data is received, then in block 120, a
reasoning model is used to determine an action to take based on the received context data. In the
self-driving car example, this might be directing the self-driving car to get into the left lane based
on the context that the next navigation action is turning left. In block 130, the performance of
the selected action takes place, which, in the example would be moving a lane to the left. If an
anomaly is not detected in block 140, then the process returns to block 110 to receive the next
context information. An anomaly might be, for example, detection that even though there is an
upcoming left turn, the action taken was to move a lane to the right instead of moving a lane to
the left.

[0020] If an anomaly is detected in block 140, then the system will determine the training data
that caused the anomaly. Further, in block 150, the training data that caused the anomalous
event is removed. Some embodiments will also look for similar context-action pairs that would
cause the reasoning system to select the same anomalous action, and remove those in block 170.
[0021] Returning again to process 100 for more a detailed description of various embodiments,
in block 110, current context data is obtained. The current context data can include any data that

is pertinent to the decisions being made in the system. The context data being collected will
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typically be consistent across all of the training data being collected, although that does not
necessarily need to be the case in every instance, set of training data, or embodiment.

[0022] If, for example, the reasoning system is being used for self-driving car control, the
current context data may include, speed of vehicle, location, position (lane) on the road, whether
there are objects detected in front, on the sides, or behind the car (and the velocities,
accelerations, and estimated identities of those objects, such as person, car, plastic bag, etc.);
current speed; speed limit; direction of travel; next navigation instruction, whether the vehicle
has a person inside; current acceleration; possible acceleration; distance the vehicle’s sensors can
detect; whether there are any obstructions to the sensors; as well as many others.

[0023] The current context data can be obtained in any appropriate manner. For example, the
data may be collected automatically from sensors on the vehicle, from operations systems within
the vehicle; from databases or other storage structures or devices; etc. Some or all of the training
data may also be input or modified manually by a human operator. For example, in the self-
driving car control context, the current speed may be obtained from a sensor; range of sensors
may be obtained from a configuration file or calibration database describing the sensors; next
navigation instruction may be obtained from an integrated or separate navigation system, the
weight of the car may be obtained from a database; etc.

[0024] The current context data might be obtained in response to an event and / or obtained at
regular intervals. For example, in the self-driving car example, the event triggering the
obtainment of context data could be receiving an indication that a new object is detected by the
sensors, or that an object is no longer being detected by the sensors. For example, if a new
object (e.g., car, human, animal, or plastic bag) is detected by the sensors of a self-driving car,
then current context data may be obtained. Further, in some embodiments, context data is stored
for previous time periods or intervals, and, upon detection of an event (such as detecting a new
object in the self-driving car context), context data from one or more previous time periods is
also obtained in block 110. In some embodiments, current context data is obtained at regular
intervals, such as every 0.03, 1, 2, 10, 37, 100, or 1000+ milliseconds. In yet other
embodiments, context data may be obtained at regular intervals and in response to particular
events, as described above.

[0025] In block 120, an action to take in the system may be determined based on the current

context data. Determining the action might include using current context data as an input to the
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reasoning system in order to determine what action to take. Various embodiments of training of
a reasoning system are described with respect to process 200 and additionally elsewhere herein.
[0026] In some embodiments, the reasoning system is a case-based reasoning system. In such
embodiments, determining an action based on a current context may include using the case-based
reasoning system to find closest training contexts to the current context to determine the action
associated with that closest action.

[0027] Determining the closest context-action pair in a case-based reasoning system may include
using a “distance” measure to compare training contexts to find a training context with the
closest or most similar training context to the current context. The distance measure can be any
appropriate calculation. Distance measures used in various embodiments include Jaccard index,
Tanimoto similarity, Damerau—Levenshtein distance, and Minkowski distance. For example, in
embodiments where a Jaccard index is used to determine similarity of the current context and the
training contexts, a Jaccard index or Tanimoto similarity score could be determined for one or
more (or all) of the training contexts with respect to the current context, and the training context
with the minimum Jaccard index or Tanimoto similarity could then be selected as the closest
training context. In the embodiments where Damerau—Levenshtein distance, which may be a
measure of the number of operations that would be needed to transform one set of context data
into another, is used, then block 120 may include determining the Damerau—Levenshtein
distance for one or more (or all) of the training contexts with respect to the current context, and
the training context with the minimal Damerau—Levenshtein distance may be selected. In
embodiments where a Minkowski distance is used to determine similarity scored, the Minkowski
distance between two or more of the training contexts may be determined, and the training
context with the lowest Minkowski score may be selected. In various embodiments, the order of
the Minkowski distance may be high (such as order 3 or above), may be in the middle range
(order 1-3), or may be low, below 1, or even approach or be at order O (zero). The choice or
order of the Minkowski distance may be based on the type of context data, the size of the context
data space, the computational cost of computing the distance, or other factors. The distance
measure may also be calculated based on a cosine similarity measure, such as the Ochiai
coefficient or the Soft cosine measure.

[0028] The choice of which (and how many) training contexts to compare to the current context

can be made based on determining whether a training context may be close enough to be
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considered a candidate, thereby possibly saving computation cycles, or all training contexts may
be compared to the current context in order to ensure that the training context with the minimal
distance to the current context is selected. If two or more training contexts have the same
distance measure, the system may choose the first identified training context as the selected
training context, or may use any other measure or technique to choose among the identically-
scored contexts.

[0029] Regardless of the similarity metric used, once a training context is selected in a case-
based reasoning system, the action associated with the selected training data may be selected in
block 120.

[0030] After determining which action to take in block 120, the selected or determined action
can be performed or caused to be performed in block 130. Referring to Figure 3, causing the
action to be performed might include, sending a signal with an indication of an action to be
performed to one or more control systems 330. If the control system 330 is integrated with the
reasoning system 320, then it might be more actuate to describe block 130 as the combined
reasoning system 320 and control system 330 performing (vs. causing to be performed) the
action. In which case, the portion of the integrated system depicted as the reasoning system 320
could cause the portion of the integrated system depicted as the control system 330 to cause
performance of the action.

[0031] Turning back to the example of a self-driving car, if the selected training context (in
block 120) is associated with an action to move into a lane to the right, then, in block 130, the
action to move into a lane to the right can be sent to a control system 330 within the self-driving
car in order to cause it to switch lanes into the lane to the right.

[0032] In block 140, after the selected action has been performed, or has been caused to be
performed, as part of block 130, a determination is made whether an anomaly has occurred based
on that action. Detecting an anomaly may include receiving a signal from part of the system or
from another system that indicates an anomaly has occurred. In some embodiments, detecting an
anomaly in block 140 may include receiving an indication from a user or operator of the system.
For example, turning to Figure 3, and the self-driving car example, if an action is sent to control
system 330 to cause a vehicle to switch one lane to the right in a context where the next
navigation instruction is a left turn, then an anomaly may be detected and / or flagged to the

reasoning system 320 as part of block 140. This anomaly may be flagged by, for example,
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reasoning system 320, control system 330, a system or component not pictured in Figure 3 such
as an anomaly detection system, and / or by a human user or operator (not pictured in Figure 3).
In some embodiments, anomalies may be detected in real time and / or after occurrence. For
example, some anomalies may be detected by systems as described above, in real time or nearly
real time. The same or other anomalies may be detected after the fact by review of logs,
responding to user comments or complaints, etc.

[0033] Returning to the self-driving car example, an anomaly of switching a lane to the right
may be detected automatically by a system within the car, detected later by automated review of
the self-driving trip, and / or flagged based on passenger or other human input.

[0034] In some embodiments, a determination is made (block 140) whether a contextually-
determined action would cause an anomaly (block 130) by simulating the action to be performed.
For example, a simulator may be used to perform the action (such as a driving simulator in the
self-driving car example), and an anomaly may be detected based on the actions taken in the self-
driving car simulator. As another example, a simulator can determine the results of actions, and
this can happen even if not with graphics, but purely by determining the actions to be taken and
looking for anomalies in those actions.

[0035] If no anomaly is detected in block 140, then the system can proceed to block 110 without
modifying the reasoning model. If an anomaly is detected in block 140, then in block 150 the
system can determine which portion of the reasoning model caused the selected action. For
example, if the reasoning system is a case-based reasoning system, a particular training context
will have been selected in block 120 and that particular training context may be determined in
block 150. Determining which context data caused the selection of the anomalous action may
include determining what training context was selected in block 120. In other embodiments, the
training context causing the anomalous action might be determined in other ways, such as
searching the training contexts for the nearest context to the current context (similar to what is
described above with respect to block 120). Such embodiments may search for all context-action
pairs that would have caused selection of the anomalous action. As described below, in some
embodiments, all such context-action pairs might then be removed in block 170.

[0036] Once the training data that caused the anomalous action to be taken is determined in
block 150, then in block 160, the system can cause the removal of the portion of the reasoning

model that caused the selection of the action to be taken. For example, if the reasoning model is
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a case-based reasoning model, the particular training context may be determined in block 150
can be removed from the training context-action pair data in block 160. Further, in some
embodiments, additional context-action pairs are removed in block 170. The additional context-
action pairs to remove might be selected based on identifying those that would cause the same
action to be taken in the same context. Various embodiments of removing training data from a
reasoning model are described with respect to process 200 in Figure 2 and elsewhere herein.
[0037] Whether or not additional portions of the reasoning model are removed or updated in
block 170, the process 100 may recommence in block 110, receiving input contexts, determining
actions to take based on the context (block 120), causing the action to be taken (block 130),
detecting any anomalies (block 140), and, if anomalies are detected, removing the portions of the
reasoning model that caused the detection of those anomalies (blocks 150-170).

EXAMPLE PROCESSES FOR CREATING AND UPDATING REASONING SYSTEMS
[0038] Figure 2 depicts second example processes 200 creating and updating reasoning systems.
[0039] To summarize some embodiments of process 200, in block 210, a training context-action
pair is received (block 210), optionally processed (block 220), and added to the reasoning model
(block 230). In block 240, a determination is made whether more training data is going to be
added to a model, and, if so, returns to block 210. If not more training data will be added to the
reasoning model, then the reasoning model is made available for use (block 250).

[0040] When anomalies are detected (see, e.g., process 100) or should otherwise be removed
from the reasoning model, process 200 includes receiving a request to remove a context-action
pair from the reasoning model (block 260) and removing the requested context-action pair from
the model in block 270. After the context-action pair is removed in block 270, any necessary
processing is performed in block 230 (not pictured), and the reasoning model is finalized and
made available in block 250.

[0041] Turning to the example of a self-driving car, blocks 210-250 may be used to build a
reasoning model based on training data, and when an anomaly is detected, such as switching a
lane to the right before making a left turn, blocks 260-270 may be used to remove training data
to ensure that anomaly is no longer performed when such a related context appears.

[0042] Returning again to process 200 for more detailed description, in block 210, current
context data — action pairings are obtained. The current context data can include any data that is

pertinent to the decisions being made (e.g., the reasoning) in the system. The context data and
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action paring being collected will typically be consistent across all of the training data being
collected, although that does not necessarily need to be the case in every instance, set of training
context data, or in every system.

[0043] If, for example, the reasoning system is being used for self-driving car control, the
context data may include, speed of vehicle, location, position (lane) on the road, whether there
are objects detected in front, on the sides, or behind the car (and the velocities, accelerations, and
estimated identities of those objects, such as person, car, plastic bag, etc.); current speed; speed
limit; direction of travel; next navigation instruction; whether the vehicle has a person inside;
desired driving style of passenger; current acceleration; possible acceleration; distance the
vehicle’s sensors can detect; whether any obstructions to the sensors; as well as many others. As
discussed elsewhere herein, the current context data can be obtained in any appropriate manner
and may be obtained in response to an event and / or obtained at regular intervals. For example,
in some embodiments, the context data may be obtained based on detection of an object in the
road.

[0044] In some embodiments, more than one action is associated with a given context. For
example, in the self-driving car example, when the next navigation instruction is to turn left, the
actions to be taken may include switching a lane to the left (action 1) as well as slowing down
the vehicle (action 2). Each of these actions may be associated with a similar or identical context
and received as part of block 210.

[0045] In some embodiments, the action to be taken is also part of the context for the current
action, or is part of context-action pairs for subsequent actions. For example, the context of a left
turn in a self-driving car may include that a previous context-action training data pair included
slowing down, and the current context may include switching to the left lane after the slowing of
the car has already occurred.

[0046] Adding the received context-action pair to the reasoning model may include or be
proceeded by, as depicted by optional block 220, processing all or some of the data related to the
received context (and / or all or some of the received action(s)). As an example of processing all
or some of the data, would be reducing the data stored. The received context may include
thousands of data fields, and storing the context in association with the action may include
storing all of those data items. In some embodiments, the received context data is pared down

before it is added to the reasoning model with its action pairing as part of block 220. Certain
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embodiments include reducing the amount of data associated with an action added to the
reasoning model, which may also occur as part of block 220. Other examples, from various
embodiments, of processing data that may be included as part of block 220 include normalizing
data, combining or splitting up context or action data, and the like. Not depicted in Figure 2,
processing of context-action pairs may, instead of or in addition, occur after no more context-
action pairs are received and before the model is made available in block 250.

[0047] In block 230, the context-action pair received in block 210, and optionally processed in
block 220, is added to the reasoning model. Adding a context-action pair to the reasoning model
may include storing the data in one or more databases or other structures, creating key or hash
tables related to the data, and the like. In some embodiments, context-action pairs are stored
based on criteria, such as similarity to other context-action pairs. Such storage may be in tree or
other structures, which may be chosen for various computational and searching efficiency
reasons.

[0048] In block 240, if there is more training data to include in the reasoning model, the process
may return to block 210. If there is no more training data to include in the reasoning model, then
the process may make the reasoning model available in block 250.

[0049] Making the reasoning model available in block 250 may include any appropriate actions
for making the model available for use, including making the reasoning model available as part
of a reasoning system, such as reasoning system 320 of Figure 3. For example, in some
embodiments and in the context of Figure 3, making the model available for use may include
moving or copying the model to other storage 350-352. In some embodiments, more processing
may be needed in order to make the reasoning model available for use. For example, the
reasoning model may be processed in a way to make searching or calculating distances (see, e.g.,
block 120) more efficient. In yet other embodiments, making the reasoning model available may
include indicating to systems and or users that the reasoning model is available.

[0050] Returning to block 260, a request to remove training context-action pairs is received.
Numerous example embodiments of receiving such a request are discussed throughout herein.
After the request to remove the training context-action pair is received in block 260, that training
data is removed from the reasoning model in block 270. Removing the context-action pair from
the reasoning model may include updating the entire reasoning model, a portion of the reasoning

model, or removing just the context-action pair from the reasoning model. For example, in a
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case-based reasoning system, the requested context-action pair may be deleted from a case-based
reasoning model in the case based reasoning system.

[0051] Variously, only the requested context-action pair may be removed from reasoning system
and its underlying model. In some embodiments, additional context-action pairs may also be
removed in addition to the context-action pair for which removal was requested. The selection
of additional context-action pairs may be based on the similarity of the additional context-action
pairs to the context-action pair indicated for removal. For example, if an identical or
substantially-similar context-action pair exists as part of the reasoning model, it may be removed
in addition to the requested pair. The determination of identity and substantial similarity may be
based on any measure, including those techniques described with respect to block 120, such as
the Jaccard index, Tanimoto similarity, Damerau—Levenshtein distance, and Minkowski
distance.

[0052] In some embodiments, finding additional context-action pairs includes matching only a
relevant portion of the context and / or only a relevant portion of the action with the context-
action pair requested for removal. For example, using the left turn self-driving car example, the
system may look only to whether additional context-action pairs have the next navigation
instruction as a left turn and an indicated action as moving right one lane. Much additional
context may be associated with context-action pair. For example speed, weight of car, etc. Even
if the speed, weight of car, etc. in the additional context-action pairs do not match those of the
context-action pair requested for removal, those partially-matching additional context-action
pairs might still be selected in block 260 for removal in block 270.

[0053] In some embodiments, one or more context-action pairs may be updated instead of
removed in block 270 (not depicted in Figure 2). For example, the context-action pair for which
removal was requested might be modified cause performance of an action other than the
anomalous action, and the reasoning system can then be updated based on the updated context-
action pair. In the context of the self-driving car example, if appropriate, the context-action pair
that caused the car to move a lane to the right before turning left might be updated to slow down
and move a lane to the left before turning left, and the reasoning system could be updated to

include this updated context-action pair.
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[0054] After the requested context-action pair, and any similar pairs as applicable, are removed
in block 270, the reasoning model will be made available in block 250, which is described
elsewhere herein.

[0055] Referring back to Figure 3 and the self-driving car example, if an anomaly is detected
(block 140), such as moving a lane to the right before turning left, then a request to remove the
training data associated with that movement may be received in block 260, and that data may be
removed in block 270. Further, other pairs that would cause the car to move a lane to the right
before turning left (e.g., as determined by the similarity to the context-action pair requested for
removal) may also be removed. Once the context-action pair that caused the anomalous action,
and, optionally, similar context-action pairs, are removed, the reasoning model may again be
made available in block 250, for example as part of a reasoning system such as reasoning system
320 of Figure 3.

EXAMPLE SYSTEMS FOR DETECTING AND CORRECTING ANOMALIES

[0056] System 300 in Figure 3 shows example systems for detecting and correcting anomalies
in computer-based reasoning systems. System 300 includes a training system 310 that may be
used to collect training data for building the reasoning model. In some embodiments, the
training system 310 constructs a reasoning model for use by the reasoning system 320. In some
embodiments, the reasoning model may be constructed by one or more processors 340 and / or
341, the reasoning system 320, a combination of systems and / or processors, and /or any other
appropriate system, even if not pictured in Figure 1. The collection of training data and creation
of reasoning models is discussed additionally elsewhere herein.

[0057] The system 300 also includes a reasoning system 320 which can be used to determine
what action to take in a given context. Determining the action to take based on a particular
context is described additionally elsewhere herein. The system 300 also includes a control
system 330, which may be used to perform the actions selected by the reasoning system 320.
The system 300 also includes one or more sets of processors 340-341, which may be used for
processing of data, contexts, and the like. The various components of system 300 may be
communicatively coupled and / or connected by one or more networks, such as that depicted by
network 390. They may also be connected via a communication bus, dedicated hardware, or any
other appropriate mechanism, such as those described elsewhere herein. Each component of

system 300 may also have access to one or more storage system or devices 350-352. Although
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storage 350-352 are depicted as connected to only the networks and processors 340-341, storage
350-352 may be local, cloud-based, or virtual and may be directly or virtually connected to or
embedded in any component in system 300. Further, the system may have two or more of any
subsystem, such as the reasoning system 320 and the control system 330.

[0058] In the context of an example system 300 for self-driving cars, there may be a single
control system 330, or multiple control systems 330 for various parts of the car. The training
system 310 may be used to train the reasoning system 320 on how to control the self-driving car
using the control system(s) 330.

[0059] Throughout herein, an example of self-driving cars tuning left was used. The description
has been simplified to highlight the advantages of the techniques described herein. The actual
context of such a decision might be significantly more complex than described. Further, the
techniques herein are useful in other contexts besides self-driving cars. Any system that has a

tractable context space could be a candidate for using the techniques described herein.

HARDWARE OVERVIEW

[0060] According to one embodiment, the techniques described herein are implemented by one
or more special-purpose computing devices. The special-purpose computing devices may be
hard-wired to perform the techniques, or may include digital electronic devices such as one or
more application-specific integrated circuits (ASICs) or field programmable gate arrays (FPGAs)
that are persistently programmed to perform the techniques, or may include one or more general
purpose hardware processors programmed to perform the techniques pursuant to program
instructions in firmware, memory, other storage, or a combination. Such special-purpose
computing devices may also combine custom hard-wired logic, ASICs, or FPGAs with custom
programming to accomplish the techniques. The special-purpose computing devices may be
desktop computer systems, portable computer systems, handheld devices, networking devices or
any other device that incorporates hard-wired and/or program logic to implement the techniques.
[0061] For example, FIG. 4 is a block diagram that illustrates a computer system 400 upon
which an embodiment of the invention may be implemented. Computer system 400 includes a
bus 402 or other communication mechanism for communicating information, and a hardware
processor 404 coupled with bus 402 for processing information. Hardware processor 404 may

be, for example, a general purpose microprocessor.
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[0062] Computer system 400 also includes a main memory 406, such as a random access
memory (RAM) or other dynamic storage device, coupled to bus 402 for storing information and
instructions to be executed by processor 404. Main memory 406 also may be used for storing
temporary variables or other intermediate information during execution of instructions to be
executed by processor 404. Such instructions, when stored in non-transitory storage media
accessible to processor 404, render computer system 400 into a special-purpose machine that is
customized to perform the operations specified in the instructions.

[0063] Computer system 400 further includes a read only memory (ROM) 408 or other static
storage device coupled to bus 402 for storing static information and instructions for processor
404. A storage device 410, such as a magnetic disk, optical disk, or solid-state drive is provided
and coupled to bus 402 for storing information and instructions.

[0064] Computer system 400 may be coupled via bus 402 to a display 412, such as an OLED,
LED or cathode ray tube (CRT), for displaying information to a computer user. An input device
414, including alphanumeric and other keys, is coupled to bus 402 for communicating
information and command selections to processor 404. Another type of user input device is
cursor control 416, such as a mouse, a trackball, or cursor direction keys for communicating
direction information and command selections to processor 404 and for controlling cursor
movement on display 412. This input device typically has two degrees of freedom in two axes, a
first axis (e.g., x) and a second axis (e.g., y), that allows the device to specify positions in a
plane. The input device 414 may also have multiple input modalities, such as multiple 2-axes
controllers, and / or input buttons or keyboard. This allows a user to input along more than two
dimensions simultaneously and / or control the input of more than one type of action.

[0065] Computer system 400 may implement the techniques described herein using customized
hard-wired logic, one or more ASICs or FPGAs, firmware and/or program logic which in
combination with the computer system causes or programs computer system 400 to be a special-
purpose machine. According to one embodiment, the techniques herein are performed by
computer system 400 in response to processor 404 executing one or more sequences of one or
more instructions contained in main memory 406. Such instructions may be read into main
memory 406 from another storage medium, such as storage device 410. Execution of the

sequences of instructions contained in main memory 406 causes processor 404 to perform the
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process steps described herein. In alternative embodiments, hard-wired circuitry may be used in
place of or in combination with software instructions.

[0066] The term “storage media” as used herein refers to any non-transitory media that store data
and/or instructions that cause a machine to operate in a specific fashion. Such storage media
may comprise non-volatile media and/or volatile media. Non-volatile media includes, for
example, optical disks, magnetic disks, or solid-state drives, such as storage device 410. Volatile
media includes dynamic memory, such as main memory 406. Common forms of storage media
include, for example, a floppy disk, a flexible disk, hard disk, solid-state drive, magnetic tape, or
any other magnetic data storage medium, a CD-ROM, any other optical data storage medium,
any physical medium with patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM,
NVRAM, any other memory chip or cartridge.

[0067] Storage media is distinct from but may be used in conjunction with transmission media.
Transmission media participates in transferring information between storage media. For
example, transmission media includes coaxial cables, copper wire and fiber optics, including the
wires that comprise bus 402. Transmission media can also take the form of acoustic or light
waves, such as those generated during radio-wave and infra-red data communications.

[0068] Various forms of media may be involved in carrying one or more sequences of one or
more instructions to processor 404 for execution. For example, the instructions may initially be
carried on a magnetic disk or solid-state drive of a remote computer. The remote computer can
load the instructions into its dynamic memory and send the instructions over a telephone line
using a modem. A modem local to computer system 400 can receive the data on the telephone
line and use an infra-red transmitter to convert the data to an infra-red signal. An infra-red
detector can receive the data carried in the infra-red signal and appropriate circuitry can place the
data on bus 402. Bus 402 carries the data to main memory 406, from which processor 404
retrieves and executes the instructions. The instructions received by main memory 406 may
optionally be stored on storage device 410 either before or after execution by processor 404.
[0069] Computer system 400 also includes a communication interface 418 coupled to bus 402.
Communication interface 418 provides a two-way data communication coupling to a network
link 420 that is connected to a local network 422. For example, communication interface 418
may be an integrated services digital network (ISDN) card, cable modem, satellite modem, or a

modem to provide a data communication connection to a corresponding type of telephone line.
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As another example, communication interface 418 may be a local area network (LAN) card to
provide a data communication connection to a compatible LAN. Wireless links may also be
implemented. In any such implementation, communication interface 418 sends and receives
electrical, electromagnetic or optical signals that carry digital data streams representing various
types of information. Such a wireless link could be a Bluetooth, Bluetooth Low Energy (BLE),
802.11 WiFi connection, or the like.

[0070] Network link 420 typically provides data communication through one or more networks
to other data devices. For example, network link 420 may provide a connection through local
network 422 to a host computer 424 or to data equipment operated by an Internet Service
Provider (ISP) 426. ISP 426 in turn provides data communication services through the world
wide packet data communication network now commonly referred to as the “Internet” 428.
Local network 422 and Internet 428 both use electrical, electromagnetic or optical signals that
carry digital data streams. The signals through the various networks and the signals on network
link 420 and through communication interface 418, which carry the digital data to and from
computer system 400, are example forms of transmission media.

[0071] Computer system 400 can send messages and receive data, including program code,
through the network(s), network link 420 and communication interface 418. In the Internet
example, a server 430 might transmit a requested code for an application program through
Internet 428, ISP 426, local network 422 and communication interface 418.

[0072] The received code may be executed by processor 404 as it is received, and/or stored in
storage device 410, or other non-volatile storage for later execution.

[0073] In the foregoing specification, embodiments of the invention have been described with
reference to numerous specific details that may vary from implementation to implementation.
The specification and drawings are, accordingly, to be regarded in an illustrative rather than a
restrictive sense. The sole and exclusive indicator of the scope of the invention, and what is
intended by the applicants to be the scope of the invention, is the literal and equivalent scope of
the set of claims that issue from this application, in the specific form in which such claims issue,

including any subsequent correction.
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CLAIMS

What is claimed is:

A method comprising:

obtaining, using one or more computing devices, context data for a current context;

determining, using the one or more computing devices, a contextually-determined action
based on the obtained context data and a reasoning model, wherein the reasoning
model was determined based on multiple sets of training data, wherein the
multiple sets of training data include multiple context data and action data
pairings;

determine, using the one or more computing devices, whether performance of the
contextually-determined action results in an indication of an anomaly;

determining, using the one or more computing devices, a portion of the reasoning model
that caused the determination of the contextually-determined action based on the
obtained context data;

causing, using the one or more computing devices, removal of the portion of the model
that caused the determination of the contextually-determined action, in order to
produce a corrected reasoning model;

obtaining, using the one or more computing devices, subsequent contextual data for a
second context;

determining, using the one or more computing devices, a second contextually-determined
action based on the obtained subsequent contextual data and the corrected

reasoning model; and
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causing performance, using the one or more computing devices, of the second

contextually-determined action.

2. The method of claim 1, wherein the reasoning model is a case-based reasoning model.

3. The method of claim 1, wherein determining the contextually-determined action
comprises determining closest context data in training data that is closest to the current

context.

4. The method of claim 3, wherein determining the contextually-determined action

comprises determining an action paired with the closest context data.

5. The method of claim 3, wherein determining the closest context data comprises

performing a Minkowski distance measure.

6. The method of claim 5, wherein determining the closest context data comprises

performing the Minkowski distance measure of order zero.

7. The method of claim 4, wherein determining the portion of the reasoning model that
caused the determining of the contextually-determined action comprises determining the

previously-identified closest context data in the training data.
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8. The method of claim 7, wherein causing the removal of the portion of the model that
caused the determining of the contextually-determined action to produce the corrected
reasoning model comprises removing an association between the previously-identified

closest context data and the action paired with the closest context data.

9. The method of claim 4, wherein causing the removal of the portion of the model that
caused the determining of the contextually-determined action to produce the corrected
reasoning model comprises removing the closest contextual data and the paired action.

10. The method of claim 1, wherein the method additionally comprises determining
additional portions of the reasoning model that would cause the performance of the
contextually-determined action in the current context and removing the additional other

portions of the reasoning model.

11. A system for performing a machine-executed operation involving instructions, wherein
said instructions are instructions which, when executed by one or more computing
devices, cause performance of certain steps including:
obtaining context data for a current context;
determining a contextually-determined action based on the obtained context data and a
reasoning model, wherein the reasoning model was determined based on multiple
sets of training data, wherein the multiple sets of training data include multiple
context data and action data pairings;

determine whether performance of the contextually-determined action results in an

indication of an anomaly;
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determining the portion of the reasoning model that caused the determining of the
contextually-determined action based on the obtained context data;

updating the portion of the model that cause the determining of the contextually-
determined action based on the obtained context data in order to produce a
corrected reasoning model;

obtaining subsequent contextual data for a second context;

determining a second contextually-determined action based on the obtained subsequent
contextual data and the corrected reasoning model; and

causing performance of the second contextually-determined action.

12. The system of claim 11, wherein determining the contextually-determined action
comprises determining closest context data in training data that is closest to the current
context and determining the contextually-determined action comprises determining an

action paired with the closest context data.

13. The system of claim 12, wherein determining the closest context data comprises

performing a Minkowski distance measure.

14. The system of claim 13, wherein determining the closest context data comprises

performing the Minkowski distance measure of order zero.
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15. The system of claim 12, wherein determining the portion of the reasoning model that
caused the determining of the contextually-determined action comprises determining the

previously-identified closest context data in the training data.

16. The system of claim 11, wherein updating the portion of the model that cause the
determining of the contextually-determined action to produce the corrected reasoning
model comprises removing the portion of the reasoning model associated the closest

context data.

17. The system of claim 12, wherein updating the portion of the model that cause the
determining of the contextually-determined action to produce the corrected reasoning

model comprises changing the action pair with the closest context data.

18. The system of claim 11, wherein the performed steps additionally comprises determining
additional portions of the reasoning model that would cause the performance of the
contextually-determined action and removing the additional other portions of the

reasoning model.

19. The system of claim 11, wherein the reasoning model is a case-based reasoning model.

20. One or more non-transitory storage media storing instructions which, when executed by

one or more computing devices, cause performance of the method recited in Claim 1.
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ABSTRACT OF THE DISCLOSURE

Techniques for detecting and correcting anomalies in computer-based reasoning systems are
provided herein. The techniques can include obtaining current context data and determining a
contextually-determined action based on the obtained context data and a reasoning model. The
reasoning model may have been determined based on multiple sets of training data. The
techniques may cause performance of the contextually-determined action and, potentially,
receiving an indication that performing the contextually-determined action in the current context
resulted in an anomaly. The techniques include determining a portion of the reasoning model
that caused the determination of the contextually-determined action based on the obtained
context data and causing removal of the portion of the model that caused the determination of the
contextually-determined action, to produce a corrected reasoning model. Subsequently, second
context data is obtained, a second action is determined based on that data and the corrected

reasoning model, and the second contextually-determined action can be performed.
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