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Attorney Docket No.: SPHS0109-P0] ‘ Page 1 ofd
Senial No» 15479476 Combimned Declarstion and Assignment
Filing Date: Apnl 5, 2017

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT

Title of Invention:
DETECTING TRIGGERING EVENTS FOR DISTRIBUTED BENIAL OF SERVICE
ATTACKS

BECLARATION
As 8 below named and undersigned inventor, | hersby declare that

{3} This decloration is direcied to United States application or PCT international
application number 15479 476 filed on April 5, 2017,

{b} The sbove-identified application was made or suthorized to be made by me,

{c} [ believe that I am the oniginal inventor or an original joint inventer of a claimed
invention in the apphication.

I have reviewed and undersiand the contents of the spplication, including the claims, and
I acknowledge the duty to disclose all information which is matenal 1o the patentability of this
application a5 defined in 37 C.F.R § 1.56 {(attached heretol.
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Attomey Docket No.: SPHS-D109-PGH Pape 2 of 4
Sertal No: 158479476 Combined Doclaration and Assignment
Filing Date: April 52017

ASSIGHNMERT

WHEREAS, the undersigned inventor (“Inventor”) has developed certain inventions
{"Inventions”) described in the above U.S. patent application, and has full right to convey his or
her entire interest, both legal and squitable, in and to said Inventions free from all prior
assignments, sgreaments, licenses, morigages, security intsrests, or other encumbrances
whatsnever; and

WHEREAS, Sophos Limited (" ASSIGNEE"}, an entity organized snd existing under the
laws of the United Kingdom, and having a place of business at The Pentagon, Abingdon Science
Park, Abingdon, OX 14 3YP, United Kingdom, is desirous of acquiring the entire right, title, and
interest in and to the Inventions and any and all patents 10 be obtained therefore;

NOW, THEREFORE, for pood and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged by the Inventor, the Inventor hereby sells, assigns and transfers
unto the ASSIGNEE, vis successors and sssigns, his or her eative night, title and interest in and o
the Inventions as described in the above applicaton and all applications resulting therefrom,
including any and all conversions, divisions, continuations, continuations-in-part, substitute
applications, and reissues or extensions thereof: and all resulting patents in any jurisdiction
worldwide, along with all rights of priority and rights to sue for past iInfringement;

AND the Inventor hereby authonizes and requests the 1ssuing authonty to issue any and
all patents issuing from any of the forgoing to the ASSIGNEE or its successors and assigns;

AND the Inventor agress that ASSIGNEE's counsel, Strategic Patents, P.C. having
Patent Office Customer Number 138064, shall hereinafier act on behalf of the ASSIGNEE with
respect o the Inventions;

ANIS the Inventor further agress, without any further payment or compensation by the
ASSIGNEE or its successors and assigns, o communicate to the ASSIGNEE, its representatives
of agenis or iis succassnes and assigns, any facts relating to the Inventions including evidence for
mterference purposes or for other legal proceedings whenever requested; to testify in any
miterference or other legal procesdings, whenever requested; to execute and deliver, on request,
all lawful papers required to make any of the foregoing provisions effective; and to penerally do
gverything possible to aid the ASKIGNEE, its successors or assigns and nominess (o securs,
obiain and enfbrce proper patent protection for the Inventions in this or any foreign country,

The Inventor hersby authorizes the atiorneys and agents sssociated with Patent Office
Customer Number 138064 to insert hereon any further information necessary or desirable for
recordation of this document.
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Astorney Dncket Mo SPHAEOIOR-POL Page 3 of' 4
Serwd Moo 153479478 Combined Declaation and Assignment
Piling Dates Apnl 5, 2017

1 hereby acknowledge that any wallful false sistement made in the DECLARATION shove is
E punishable under 18 US.C. 1001 by fine or imprisonment of not more than five () vears, or
both.

Full Legal MName of invenior, Karl Ackerman
Residence: Topsfisld, MA

: Bignature: Febgew o
5 Karl Ackerman
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Attomneoy Dockel Plo. SPHS-0IG9-PO] Page d oi 4
Sertal Mo, 15870476 Combdned Declarstion ond Aosgnment
Filing Dot Apedl 3, 2617

£ 156 Dniy to disclose information motenal o paientahility.

{a A patent by i3 very nature s sfincted with s publie mivrest. The public intorest is best sorvad, and the
mest effeetive patent exemination occirs when, ot the bime an apphcation s being examined, the Office 18 sware of
arid evalunies the teachings of all information material to patentability. Each smdividusl associsted with the Bhing and
praseoption of & patent spphicaticn hes # duty of cendor snd good fuith in deslimg with the Office, which includes a
duty to diselose 1o the Office sl information known to thet mdividus! o be material 1o putentebility as defined n
this seotion. The duty 1o disclose informetion oxiss wit respedt 1o soch pending olain until the olairm ie onneelisd
o withdrown from consideration, o the appheation bescmes shendoned. Information matenial i e peiondability of
x claim that i concelled or withdrawn from consideration need wot be submitied i the inforimetion s notwatedial tn
the pateniability of any clsim remaining under sonsidermtion i the spphicstion. There 15 no duty to submmt
informution which is not material to the petentability of sny sxsting claim. The duty 1o disclose sl information
known o be matorial to patentability i deemed to be satsfisd if ol mformation known fo be malerial to
patcnighility of any eloim sved n s patent was cited by the Oifioc or subnastied o the Cifiee in the manner
preseribed by §8 1.97(b)-(d) and 1.98. However, oo paters will be granted on sn spplication in connection with
which fmud on the Uffier was prctived or sttempted or the duty of disclosure was viokuied through bad fath or
misntivoni misconduct. The Office encourages apphicants 1o cwrefolly examme:

(1) Prioean oited e search reports of o forergn patent office in & counierpart spplication, and

{4} The closest information over which idividuas assoctated with the filing o proseeution of g
puient spplivation beleve any pemding eluim patentably defines, 1o make sure thet sny materal
wormadion soniained therein is disclosed 1o the Office.

b Under this seotion, informetion is material to patontability when it s not comulative to information
ghrendy of record or betng made of resord 1 the spplication, and

(1 It esiablishes, by el o0 in combunstion with other information, & prime facie case of
unpatentability of s tlany or

£33 Horeluies, or s moonsistent with, 8 position the spplicent takes i
10 Opposing an argimend of snpatatebility rebied on by the Ofies, or
13h Asserting an srpument of palontability.

& primeg favie cuse of unpatentability 15 established when the inforvmtion sompels & conchusion that s claim s
unpaieniable under the preponderince of evidencs, burdenol-proof standerd, giving sech tonin in the claimn s
brpadest rensonable construciion sonsiziont with the specification, and before sny sonsideration 1« given o evidence
swhich may be submitied in o sitemnpt to esinblich & vontrary conelusion of patentability.

) Individunls associated with the filing or prossoution of 8 patent spplivation within the meaning of s
seoiang amy
{13 Enchinventor numed in the sppdication;
{dy Each storney of rgent wWho prepams or prosconies the sopdicetion; and
3y Bvery other person whe s substantively mvelved in the prepamtion or prosecution of the
spphication and whods associntend with the inventor, the spphicant, an susignee, or sryone te whom
there 1s.an ohligation to assign the spplication.

{dy Individuals other than the sltorney, apent or Invenivr by comply with this sechion by disclosmg
information to the stiomey, agent, or inventor,

i3 Iany conununtion-in-port spplivation, the duty under this section inchudes the duty o discloseto the
Ciifice all information known o the person o be mnterial to petentebality, o8 defined in porsgraph (b of this sestion,
which became avatlable between the filing date of the prior apphicntion and the nationsl or PCT internationad iling
date of the continustion-in-pert application,
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Attotney Docket Wo.r SPHS-G109-P01 Page 1 of 4
Serial Noo 15/479476 Combined Declargtion and Assignment
Filing Date: Aprit 3, 2017

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT

Title of Invention:
DETECTING TRIGGERING EVENTS FOR DISTRIBUTED DENIAL OF SERVICE
ATTACKS

DECLARATION
As 2 below named and andersigned inventor, I hereby declare that:

{a) This declaration is directed to United States application or PCT international
application number 15/479,476 filed on April 5, 2017.

{b) The above-identified application was made or authorized to be made by me.

(¢} 1 believe that [ am the original inventor ot an original joint inventor of a claimed
invention in the application.

[ have reviewed and understand the contents of the application, including the claims, and
I acknowledge the duty to disclose all information which is material to the patertability of this
application as defined in 37 C.F R, § 1.56 (attached hereto).
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tomey Doeket Mo SPHE-G109-P01 PageZof 4

,(
Seedal Mo 15479476 Combined Declaration and Assignment
Piling Dater Apuil §, 2017

ASSIGNMENT

WHEREAS, the undersigned inventor (“Tovantor™) has c:veiopcd cerfain inventions
{“loventions™ deseribed in the abave LS. paiant application, and has full eight to sanvey bis or
her entite loterest, both legal and squitable, inund to said Inventions free from sl prine
assignments, agreemants, licenses, mortgages, seourity interests, or pther encumbrances
whatsoover; and

WHEREAS, Sophos Limited ("ASSIGNEE™), av entity organized and existing under the
laws of the United Kingdom, and having a place of busivess at The Pentagon, Abingdon Science
Park, Abfngd'on QX4 3YP, United Kingdom, is desivous of acquiring the entive cighs, title, and
interest in and & the lnventions and any and all patents tor be obtained therefore

NOW, THEREFORE, for good and valuzble consideration, the receipt and sufficiency of
which are hereby acknowledged by the Yaventor, the Emamet herely sells, assigna and tansfers
nmo the A‘)'}iGNE i, its sucoessors and dssigns, his or her entire right, title and interest {n and 1o

e Tnventinns as deseribed § in the above application and all applications resuliing therefrom,
imiuduw any and all conversions, divisions, continuations, co:ntir»uati«’t‘1s~in~part substinute
applications, and reissues or extensions thereof; and all resulting patents in any jurisdietion
worldwide; along with alf rights of priority and rights to sue for p\i\tl ringement;

AND the Inventor hereby anthorizes and requests the lssuing authority to issus any and
all patents issuing from any of the forgoing to the ASSIGNEE ar its successors and assigos;

AND the Inventor agrees that ASSIGNERs counsel, Strategic Patents, P.C. having
Patent Office Custorer Number 138064, shall hereinafter act on bohalf of the ASSIGNEE with
respsct to the frventions;

AMD the Tnventor furthee agrees, without any farther payment or compensation by the
ASSIGNEE or its successors dod assigns, 1o conumunicate to the ASSTONEE, its re p P ents stives
or agents or is successors and assigns, any facty refating to the Inventions including evidense for
interference parposes or for other logal proceedings whenever requssted; to testify in any
interference ar other legal proceedings, whenever requested; to execute and deliver, on raquest,

all fawful papers required to make any of the foregoing provisinns sffective; and 1o generally do
syerything possi thle to aid the ASSIGINEE, its successors or sseigns snd naminees to seoure,
abtain and enforce proper patent protestion for the Tnventions in this o any foreign countsy.

The Inventor beveby authorizes the attorneys and agents associated with Patent Office
Customer Number 138064 to insert hereon any firther information necessary or desivable for
recordation of this document,
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Attomey Docket No.: SPHS-0109-Pa L Page 3of'4
Berial No.: 15/479,476 Corabined Declaration and Assignment
Filing Date: Apeil 5, 2017

{ Taccept and agree to the terms of the ASSIGNMENT above.

] hereby acknowledge that any willful false statement made in the DECLARATION above is
- purishable under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or
{ both,

| Full Legal Name of inventor; Mark David Harris
Residence: Oxon, United Kingdom

%Signature: F:'\?\?‘:’“\ : Date: Q? L Vs, 1

Mark David Harris
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Attorrey Dockel No.s SPHS-0H05-P01 Page 4 of 4
Serial Now 15473474 Combined Declaration and Assignment
Filtng Diate; Apidl 3, 2047

§ L36 Duty to disclose inforiaion matedaf to patentability,

& A ptent by its ey nature i5 affented with a public interedt. The public interest is bost served, and the
mst cffcot fve patont examiuation soeous when, atithe tine ay spplivation is belag examined, thc CHfice is aware of
and gvainates the teachingsof all information material to patentebility. Bach lndividual assosiated with the fillng and

pel h .
prosect ':t or of a patent apglication tas a duty of eandor asd good faith In dealing with {hﬂ Umce it includes a
duty to disclose to the Offiee all informativa knaw (o that lndividial o be matesal o paﬁe wtability as defined in
hi v The duty to discloge information exists with respect to each pending elabm until the olatm is cancelled
G wn‘ drawn ftow considenstion, o the application beoones abandaned. Information material to the ﬁ.ab;l ty of
=) 131'1* that is cancelled or withdvawn from consideration need not be subsdiited it the nformation & m){ :
th Hy of any claim vaaining under cotisideration in the application. There is no duty fo sabrait
i ira. The duty to-disclose all information
rmation koo s be matedal w

wormation which s sotmatedal  the prieniability of any &
Keiowiyto be material fo patontability & desmed to bose ¥
paterabtiity ofany clabx 2 dssued (o 4 patent was cifed by the Office grsubmitted to the Gfice In the manaer
oresaribed by §§ L97(h-{dy and 1.98. However, no pateni will be granted an an app‘ia:.ii'w in connection with
which fragd on the Officewas practiced orattempted or the duty of disclosure was violated through bad £
imtentional misconduct. The Office sncotrages applicants to careliilly axaming

est mtcrrnarx 0 over which individualy ag
: e Ay pwr} ng claim patent 2b iy detine
erein s disglosed to the Gifice.

(1} Prior aetcited in saarch reports of a forgipn pa,ten

24

by inder 21 o patentability when 3t i net cumulative to information
alveady of reces 'd ir ppli ation, @

g

wimrgfacie caseaf

(1) Hoestablishes, by liselfor in corabination with othe
unpataniability of g c}n" 5O

{2 Lirelutes, or 15 inconsi ‘ert\\.th apoaxmon the 4

Opposing an srgument of wapste

{11} Asgerting an srpument of patmhb.{.g .

=
”ﬁu

A g focie cuse of unpatentability is established whan the information comyg taira. iy

un'pai‘cn«xb o uttder he preponde eance. of evidenee, busdensofiproof standard, giv g sach term {0 the ot jts
braadest seasonable construction consiatent swith the spécifivaton, snd before any cousideration is ghven o evidéace
which niay % subrtiitted noan almpt Lo establish a contrary conchusion of patentability

(¢} individuals assasiated with the filing or prosceution of a patent application within themeaning of this
sectionace:

1y Baoh jnventor vamed in the application;

2} Each attormey or agent who prepares or ﬂiosecu& < theapplication: and

3y Bvewy ather peMﬂ wha s substantively involved in the preparation or prosecution of the
spplivation and whe is associated with the inventor, the apploand, an assipree, ar anyons 1o whom
there 35 an obligation o assign the application,

attorney, agent or inventor may coraply with fhis sectiva by diselosing

{ci} Tdividuals other than i
information to the attoraey, agent, or mventor,

(e) T any continvationadnepa app;xcatn),\ the duty under s sedtion includes theduty to disclose to f"%
Offies sl information knpwa to theper o be matedal fo patentability, ds delfined in paragraph () of this sectic
which became avaifable between the iim 3 date of the poior application and the natfonal or PCT Irgermationad filin g
dute of the continuation-in-part application.
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o SPHR-0109:P0 Paged ot
Serial Wa 15MI9 476 Commbosd Declastion and Azsignmer
3

Piling Date: April 5, 2017

Adtarnsy Dok

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT
Title of Invention:

DETECTING YRIGOERING EVENTS FOR DISTRIBUTED DENIAL OF SERVICE
ATTAURS

DECLARATION

As a below named and undersigned inventor, [ herehy declare thats
{#) This declaration is ditected 1o United States application ar POT lnternational
application number 15/479,476 filed on April §, 2017,

by The sbovesidentifiedapphvation wasmade or anthorized to-bemads by me

(&) 1 helieve that 1 am the oniginal foventor or s ariginal jolnt mventor of s sdatimed
imvention in the application,

T have reviewed and nnderstand the cantents of the application, including the dlaims, and
ackoowledge the daty to disclose all infounation which s matetisl to the patentahility of fhix

3

apphication as defived in 37 CHR, § 156 {attached horstn).
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Abtuney Dosket Noo SRHS-GHR-POL Pagedald
Seril Nooy 15479,476 Combined Declaration and Asgigamesi
Piling Date April 3, 2017

ASBIGNMENT

WHEREAS, the undersigned inventor (Tovenioe™) has dovelopad certaln tiventinns
{(“Inventions™) deseribed i the above ULS. patent applivation, and has full vight to sonvey his or
ey entive mtersst, both legal and equital k;- in "m'i tor said Tnventions free fromeall prior
sssignments, agreements, Hoenses, maorigages, security interests, of othey encutibranees
snever and

WHEREAS, Sophios Linsted (CASSION "\,, arveniity ovganized and existing u--&ez the
tawe oo the United Kingdony, and having a p?am of business at The Pentagen, Abingdon S
Park, Abinzdon, QX 14 3% ?, United Kingdony, tg desirous of soq mmg the eotive right, i‘i’t‘i{‘:. gnd
interest in and W the Tnventions and any and all patents 1o be ohtained therefore;

NOW, THERVFORE, for goed and valuable consideruiion; the receint and sufficieney of
winieh are B ichs,« acknowledged by the Toventor, the Diventor heveby sells; asargns and transtors
o the ARBSIGHEE, its successors and assigns, his orher entice vight, Gte and interest Tn and to
the Inventions as desoribed 1n the gbove application dud all applications resilting theteftom,
sncloding any and all conversions. ci-'ivisi@m, ca withiuations, continuations-in-pact, substinue
apphicationseand relssugs or exia H

siora thereof: and all resulting patents i sy puisdistion
worldwide; along with all rights of prionity :»md' rights fo sue for past infringement;

AN the Toventor horeby authorizes and requests the 19511*"5, authirity to {Seve any and
all patents issuing from any of the forgoing o the Abfﬁ SNEE or its successors and assum\

AMD the Inventor agrees that ASSIGNEE S counsel, AMrategic Patents, P

'}“atem Offiee Custonter Number 138084, shall heremafet act onbehall of the A8
tespect to the Toveutions;

Lo baving
SRIGNEE with

AND the Inventor further agrees, without any further payont o compensatitn by the
e 3 ives

ASSIGINEE or is suveessars and 8 388 igns, to nonununicate o the ASBIGNEE, its tepresent

OF agents or itk suzceseors and assigns, any faots velating to the nventioms including svidense for

~3rmz farenoe prrposes ot for other legal procaedings wheneves requested: to testify in any
inferforgnce or Oth ov legal proceedings, whsnever tequested; to cxecute and deliver, on request,

&

"-i baw il papers required 1o taske any of the foregoing provisions effective, und 1 generally do
w%vmwg. ss i to aid the ABSIGNEE, i sudcessors oy assignsy and nominges iy secursy
obtainand enforee proper pebunt prostection for the Tnventings du this oy any foreign coutry.

‘Th{“ Inventor heveby suthorizes the sttotneys and agauts assoviated with Pasent Office
Custoner Number 138064 to insert hereon any further information necesaary o desirable for
ferords mm of this decumens.
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Attoraey Dosket N
Seriak Now 18479476

LY

Filing Diaves Appfl 5, 2017

P BPHE 0109201

Paga 3 ofd
Combined Declavation and Assignment

i hoth.

Full Legal Name of inventor: Simon Neil Resd
Residence; Wokingham, United Kangdom

| Rignature:

1 acoept and agree 1o the terms of the ASSIGNMENT above.

1 hersby acknowlsdge that any willful false stateraent made i the DECLARATION above 1
| punishable under 18 ULSC. 1001 by fine or imprismunsat of not more than five {3} years, ¢

2 x,\__'\ - f“"* \ \ i I haee 1 A e :
59 i b \\ {{k\\&{\\\ Diate: {,«i TB“»-’\‘K“‘\&“ {}{z { g :
Simon Neil Resd
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LN

MY
Cambinad Declaration amd Assiy

i3S

Filing Jat» Apit

56 Daty to diselose informating materiad to paternability,

L

{2 A patent hy its very natue e alfected withs publi
sost affeetive pate

& at exaigination necurs when, st the time an apy Is heing examis u,d }
snd evaluates he teachings of il infoovation ruerial o patatability, Bach infividual aunviate
prosesution of @ patent application has & Suly o candov and pood Mt 6 dealing with the OF includes o

all nfvrmation kKnowe fothat individaal fo he r g vds detined i

ect i each pending claim ntil the cimm e pance iec‘
andoned. Information mateyi

'(&mt)ma ne zd aot b hxmts !

duty i diselose  the Offic
this section. ",:‘.: o fi!xtg-' e firsciof-:fi info'i'n':s:tiw-;s .\.iu w:t FRGE

@ s that is CARCE ed o3 withdeawa ﬁnw L0t g
the patentability clabva remaising under codsideration v the aoplcstion, There g no mu\f subm
infirmation which 45 s:ci material to e pateniability of aoy existiug cicmr. Tae duby o digclose all
Kuswwe 16 be material fo patentability 1s deemed to be satiafied i ol 1ing nation known to be matarial o
pateainbibty of duy clabw dssued in @ patent was cifed by the Qffice ot submiitted to the Ofice it the naanar
proseribed by §§ 1.97 rd AR Howevey, nopatent will be grantad on #n application in connection with

i fraudon the Office wag practiced or auc:n}‘.ii’vi ag theduty of disclosure was Violanad through bad fuith o
intentional oxfsconduct. The Cilics shoourages applicants to tareiy Py examing;

i} “*im‘ art

“ci i soaeh eports of & Torelgn patert offios o a countomart agy pHeanon, and

nation dver which individnals asstcinted with the fiing of mosceahon of &
Hon behevs any pending oleiny pateniably defiveg, fo1 z:..‘ko e EIAE any wiatertad
iy eontained therein is disclosed fo the Ofee.
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Attoreey Dochet Noa SPHS-0104-201 Page tof4
Seviat Nog 18479476 Combined Declaration and Assignment
Filtng Date: Aprfl 3. 2017

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT
Title of Tnvention:

DEIRCTING TRIGGERING EVERNTS FOR BISTRIBUTED DENIAL OF SERVICE
ATTAUKS

DECLARATION
As 2 below pamed and undersigned dsventor, [ hersby declare that:

{a) This declaration is divected to United States application or POT lntemational
application number 15479476 filed on April 5, 2017,

{4} The abovesidentitiod apphication was made orauthorized to be made by me:

{c) 1 believe that T am the original inventor or ai original joint inventor of 4 claimed
nvention in the applivation,

L have reviewad and vnderstand the contents of the application, including the ¢lalms, and

{acknowledgs the duty to disclose all nformation wihich fsmaterial to the patentability of this
application as defined in 37 C.F.R. § 1.36 (attached herato),
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Attoraey Docket Noyt SEHN0108-P01 B
Sevial Mow 15478476 Combined Declaration and &g
Eiling Date: Apei} 3, 2047

ag
i

ASSIGNMENT

WHEREAS, (e undersigned tiverttor Clnventor”™y has developed certain inventions
Hloveations™) deseribed fn the above US - pratent agy slication, and has foll vightto convey hisor
her entive miterest, both legal and equitable, i and to said Tnventions frse from all prior
assignivents, agteaments, licenses, mortgages, securily interests, orother enpambrances
whatsoever; and

WHEREAS, Sophos Limited (CASBIGNEERD), an entity organized and existing under the
taws of the United Kingdom, ’2‘ i baving a place of business at The Pentagon, Abingdon Scignce
Park, Abtngdon, QX 14 3YP, nited Kinpdom, is desuious of acquiring the cmi;c nghi title, and
interest in and to the n.\fentwm and any and all patenis o be obtained therefure;

NOW, THEREFORE, for good and valuable consideration, the receipt and sutficiensy of
vhich are horehy ackaowiedged by the Inventor, the Inventor hercby sells; asstgns and transfers
unte the ASS] {,;N}_;i_,, its succeseors and dssigng, his o her éntive right, titfe and interest in and to
the [nventions as desctibed 10 the above application aud gl spplications resulting therefron,
mpluding any and all conversions; divisions, cantiouations, continuatious<ig-part, substitute
apphications, and relssues orextensions thereof; snd all resulting patents in any jurisdiction

worldhwide; along with all rights of priovity and rights lo sue Tor past infringement;

ANT the Inventor herehy authorizes and requests the issuing suthority to lasae any and
all patents issuing from any of the forgoing to the ASSIGNEE or is sucesssors and assigng

AN the Inventor agrees that ASSIGNEE"s counsel, Strategic Patents, P.C. having
Patent Office Costomer Murnbsr 135064, shall horeinaiier 4ot o behalfiof the ASSIGNEE with
respeet o the Inventions;

AND the Inventor finther agrees, without any further payoent or cmr;@om‘st;m by the
ASKIGNEE or its successors and assign s o coranmicate to the ASSIGNEE, its representatives
or agen ts of its socoessors and assigns, any facls relating to the Inventions inchding evidence for

nterferency purposes or for other legal proceedingy whenever requested; to testify inany
m\,n‘cuma or other legal procesdings, whenever requested; to execute and deliver, on request
all lawlul papers reguired to mske any of the fregoing provisions effective; and to generally d
evervihing possible to aid the ASSIGNEE, Us successors or assigns and nominges 10§ f‘um.
obtaiy and enforge propgr patent protection for the Tnventions in this orany forsign country,

g
tF
i
1

The Tnventor berehy autharizes the attorneys and agents associted with Patent Office
Caustomer Number 138064 10 msert hergon any further information necessary of desivable for
recordation of this decurent.
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Attoraey Doucket Noy SPHS-0109-74 Paged of'd
Sepial Nob 15473476 Combined Declaratiorrand Assigamest
Filing Date: April 3, 2007

SIONMENT ﬁgove.

[ hereby acknowledge that any willfud false statement made in the DECLARATION above is
punishable under 18 UL8.C. 1001 by fine or imprisonment of not more than five (3) yeurs, or
both.

Fall Legal Name of oventor: Andrew 1. Thomas
Residence: Oxfordshire, United Kingdom

>

e,
7
4

ot
R
oy

| Rignature; & e
Andrew 3. Thomas
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Attorney Docket Wo SFHSMH08-PAL Paged of g
Sevtal Mo 13479476 Comubined Declaration and Assignment
Filipg Dates Apeil 8, 2017

§ 156 Duty o disclose nformation raaterial to patentability.

A patent by its very taiues 1s gffected with a public interest, The publicinterest 1s bast ser\fcd, A the
ffeotive patent sxantination ecourswhen, at the Gme an apphication 5 bemg examiaed, the Office i aware ol

wcd evluates the teachiogs of all information material fo patentability. Fach individual associated w;th the flingand
pepssention of apatent application has a duty of cander aad good fuithvin dealing with the (}ﬁ e, which acindesa
duty 1o disg }osg teethe Office all Information knoven to that Individoal to be material o patontabilily as defiued i
this section. The duty o disclose fuformation exists with respect to-each pe'\dmg olatm uniil the claim fs cancelled

orwithdewn ostconsidenstion, or theapplication beomned-abandoned. Bforaation watensl o ‘fm pateatability of
a claim that is cateeliad or withdrewn from considerstion need nnt be subaitted 16 the Infarmation is nat material to
the patentability of any claim remaining under congideration in the applcation. There is no duty i submit
iaforipation which s not ruaterial to the patentability of day sXisting ¢lain, The duty to disclose all wtormatian
krowa o he matedal to patentabiiity is desed o be 5 tsfied i all information knowe & be material to
patentability of agy-claim tesued i a patent was clied by the Office orsubaytied to the Offiee in the marney
pv'esud"ed by 8§ L9y and 1.98. Hawaver, no patentwill be g:‘an‘ed syan application o sonueetion with
which fraudon the Office was paactived ot &w’mpt‘sd ot theduty of dsclosurewas violated through bad faithoor
intenttonal miscondpet, Tha ()fim, grcoutages applicants to carelbily Sxamine

{3y Pricrart ctied nsearch reportsof a forelgn patent offfee In s oousterpart application, and

{2y The closest inforation over which individuals asscniated with the filing or prosecution of'a
patent applicafion believe any pending clatm patentably deftues, to make sure that any msterial
wfornatiog eontained thereln tedisclosed i the Offtee

s3] finder this section dntbrimation is matecial 1o patentability vwhsn & i not cumiudatbre to information
£

alveady of record op being mads of vecord n the application, and

£y testablishes, by itself arin combination with other information; 3 primefacis caseof
unpatentability of s claim; &y
{2y i relutes, oris inconsistentwith, o pnsition the spplicant takes in;

B
(FOpposing anaguent of uopatentability velied on by the Office, oy
(1) Asserting aaargument of patentability,

A prima fucie caseof xanpatf:nta‘"i}itv is established when the infonnation compets-a conclusion thata olal 38

wnpal atentable tnder the preponderance of evidence, burden-of-proot standard, giving eack ferm nthe olaim Hg
broadest eeasonabls coustniction gonsisteat with the specilication, au d befors any corsideration is givento evidence

whichmay be sobmitted tn 2n atfent to establish aconteary conclusion of patentability:

{63 Individuals associated with the filing or prosecution-ofa patent application within the meaning of this
seenenar
(1} Bachinvertor named o the applisation;

{27 Bachattorney o dgent-whe prepates o prossoutes the application; and
N sty ather peeson who {3 substantively tnyolved in the preparation of progecution of the
apphication and who BBassocinted with e ir"emer,, e applioant, an-assigoee, ofanyone tomm
there i an obligation 1o assiga the applizaiion.
() individusls other thar the attorney, dgent ar invenior may-comply with this section hy disclosing

information 1o the stiomey, sgout, ovinventorn

{e) o any contianation-epavt application, theduty anderilds seotonmclndes the duly to disclosstorthe
Crffice al] infuemation known dothe person t be matedial to pateotebility, as defined 1o paragraph (b) of this sestion,
which became avatlablebebween the filing date of the pdor eppheation and the national or POT intemnational filing
date of the continuatinn-epat appheation
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Attomey Docket No.: SPHS-0109-P01 Page [ of 4
Serial Mo.: 15479476 Combined Peclaration and Assigimert

Filing Date: April 5, 2017

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT
Title of Invention:

DETECTING TRIGGERING EVENTS FOR DISTRIBUTED DENIAL OF SERVICE
ATTACKS

DECLARATION
As a below named and undersigned invenior, I hereby declare that:

{a) This declaration is directed to United States application or PCT international
apphication mumber 15/479,476 {led on April 3, 2017,

{1} The above-identified application was made or authorized to be made by me.

{¢} 1 believe that | am the vriginal inventor or an origingl joln inventor of a claimed
invention in the application.

I have reviewed and understand the contents of the application, including the claims, and
Facknowledge the duofy to disclose all information which 18 material to the patentability of this
application as defined in 37 CF.R. § 1.56 {attached hereto).

{9995)
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Adttorney Docket No.: SPHS=0109-P01 Page 2 of 4
Serfal No.: 15/479 476 Combined Declaration and Assignment
FPiling Date: April 5, 2017

ASSIGNMENT

WHEREAS, the undersigned inventor (“Inventor”) has developed certain inventions
(“Inventions™) described in the above U.S. patent application, and has full right to convey his or
her entire interest, both legal and equitable, in and to said Inventions free from all prior
assignments, agreements, licenses, mortgages, security interests, or other encumbrances
whatsoever; and

WHEREAS, Sophos Limited (“ASSIGNEE™), an entity organized and existing under the
laws of the United Kingdom, and having a place of business at The Pentagon, Abingdon Science
Park, Abingdon, OX14 3YP, United Kingdom, is desirous of acquiring the entire right, title, and
interest in and to the Inventions and any and all patents to be obtained therefore;

NOW, THERFEFORE, for good and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged by the Inventor, the Inventor hereby sells, assigns and transfers
unto the ASSIGNEE, its successors and assigns, his or her entire right, title and interest in and to
the Tnventions as described in the above application and all applications resulting therefrom,
including any and all conversions, divisions, continuations, continuations-in-part, substitute
applications, and reissues or extensions thereof; and all resulting patents in any jurisdiction
worldwide; along with all rights of priority and rights to sue for past mfringement;

AND the Inventor hereby authorizes and requests the issuing authority to issue any and
all patents issuing from any of the forgoing to the ASSIGNEE or its successors and assigns;

AND the Inventor agrees that ASSIGNEE’s counsel, Strategic Patents, P.C. having
Patent (Mfice Customer Number 138064, shall hereinafter act on behalf of the ASSIGNEE with
respect to the Inventions;

AN the Inventor further agrees, without any further payment or compensation by the
ASSIGNEE or its successors and assigns, to communicate to the ASSIGNEE, its representatives
or agents or its successors and assigns, any facts relating to the Inventions including evidence for
interference purposes or for other legal proceedings whenever requested; to testify in any
interference or other legal proceedings, whenever requested; to execute and deliver, on request,
all tawful papers required to make any of the foregoing provisions effective; and to generally do
evervthing possible to aid the ASSIGNEE, its successors or assigns and nominees to secure,
obtain and enforce proper patent profection for the Inventions in this or any foreign country.

The Inventor hereby authorizes the attorneys and agents associated with Patent Office
Customer Number 138064 to insert hereon any further information necessary or desirable for
recordation of this document.
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Attorney Docket Noo SPHS-0108-P1
Senad Moo F5470,476

Page 3 ofd
Combined Declaration and Assignment

Viling Date: April 3, 2017

Tacceptand agree (o the terms of the ASSIGNMENT above, |

I hereby acknowledge that any willful false statement made in the DECLARATION above is

punishable under 18 UL.S.C. 1001 by fine or imprisonment of not more than five {5) vears, or

both.

Fuii Legal Narne of inventor: kﬁmﬁ‘et 3 I Ray
Rf:S}dt:me Sedtlit WA

P f"/ 7
Signaturd: S e Date:

Kenneth I. Ray T—

¥
S ot

1
™.
=
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Attorgey Docket No.: SPHS-0109-P01 Page 4 of 4
Serial No.. 15/479.476 Combined Declaration and Assignment
Filing Date: Aprit 5, 2017

§ 1.56 Duty to disclose information material to patentability.

{a) A patent by its very nature is affected with a public interest. The publie interest is best served, and the
most effective patent cxamination occurs when, at the time an application is being examined, the Office is aware of
and evaluates the teachings of all information material to patentability. Fach individual associated with the filing and
prosecution of a patent application has a duty of candor and good faith in dealing with the Office, which includes a
duty to disclose to the Office all information known to that individual to be material to patentability as defined in
this section. The duty to disclose information exists with respect to each pending claim until the claim is cancelled
or withdrawn from consideration, or the application becomes abandoned. Information material to the patentability of
a claim that is cancelied or withdrawn from consideration need not be submitted if the information is not matetial fo
the patentability of any claim remaining under consideration in the application, There is no duty to- submit
information which is not material io the patentability of any existing claim. The duty to disclose all information
known to be material to patentability is deemed to be satisfied if all information known to be material to
patentability of any claim issued in a patent was cited by the Office or submitted te the Office in the manner
prescribed by §8 1.97(b)-(d) and 1.98. However, no patent will be granted on an application in connection with
which fraud on the Office was practiced or attempted or the duty of disclosure was violated through bad faith or
intentional misconduct. The Office encourages applicants to carefully examine:

(1)  Prior art cited in search reports of a foreign patent office in a counterpari application, and

(2) The closest information over which individuals associated with the filing or prosecution of a
patent application believe any pending claim patentably defines, to make sure that any material
information contained therein is disclosed to the Office.

] Under this section, information is material to patentability when it is not cumulative to information
already of record or being made of record in the application, and

(1) It establishes, by itself or in combination with other information, a prima facle case of
unpatentability of a claim; or

(2)  H refutes, or is inconsistent with, a position the applicant takes
(i) Opposing an argument of unpatentability relied on by the Office, or
(3i} Asserting an argunieni of patentability.

A prima facie case of unpatentabifity is established when the information compels a conclusion that a claim is
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim its
broadest reasonable construction consistent with the specification, and before any consideration is given to evidence
which may be submitted in an atterapt to establish a contrary conclusion of patentability.

{c) Individuals associated with the filing or prosecution of a patent application within the meaning of this
section are:
{1} Each inventor named in the application;
(2) Each attorney or agent who prepares or prosecutes the application; and
{3) Every other person who is substantively involved in the preparation or prosecution of the
application and who is associated with the mventor, the applicant, an assignee. ot anyone fo whom
there is an obligation to assign the application.

{d) Individuals other than the attorney, agent or inventor may comply with this section by disclosing
information to the attorney, agent, or inventor.

{e) In any continuation-in-part application, the duty under this section includes the duty to disclose to the
Office all information known to the person to be material to patentability, as defined in paragraph (b) of this section,
which becanie available between the filing date of the prior application and the national or PCT international filing
date of the continuation-iri-part application.
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