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DECLARATION (37 OFR 1.63) FOR UTILITY OR DESIGN APPLICATION USHG AN
APPLICATION DATA SHEET {37 CFR 1.78) AND ASSICNMENT

Yitle of SYSTEM AND METHROD FOR IDERTIFYING VULNERABILITIES OF APPLICATIONS RY
invention INTERCEPTIMG FUNCTION CALLS

As the below tamsd inventor, | dedlare that

This dedaration
s giracted 1o

1 }The attached spplication, or

| {United States application or PCT intsrnetional application number
filedd on

Trne ahove-danvified application was mads or authorized (o be mads by rme:

1 belleve that { am the ariginel inventar ar an original joint invantor of 2 claimed invention in the eppcetion.

} have reviswes and understand the conients of the sbove-identified agplication, including the daims,

| acknowiedge the duty 1o disclose 1o the United States Patent and Trademank Office all ivormation known o wie to be
material o patartadiity as definad In 37 CFR 1.56; inchiding for continuationn-part appiications, materda! infbrmation wiich

becams available bab s thie THfing date of the prior application snd the nationalor PLT intermational fiing date ofthe
contipuation-n-pac appiication.

For guod and valuatie consideration, the recsipt and sulficiency of which i hereby acknowiedged, 1, as assignor, heraby self
sasign and sef over fo AT Kaspersky Lab, having anaddrass at 3943 Leningradskos Shinsse, Mosciw 123212, Russig, as
assignes, the entira right, e and interest for the United States and all other countdes in and (o st inventions disciosen
endior deimed in the above-idenified applivation, aif original, divisional, continuation, substitute o reissue spplivations and
patenis applisg for orgianted thevefor in the Unfed States and 2 ather cousstries, including all rights of priority fom the filing
of said appiicetion, and aff vghts for past ningement, and the Commissioner of Patents and Trademarks is hareby
athorized and requested to issue sl patants on sald inventinns or resulting theré From R said R5signes herein, 35 assignee
of the entiox interest therein; and the undersigned for mysell end my legal represenialives, helrs and assions do hersby Bgres
angd covenant withaut further remumaration. to exscide and deliver all divisional, continuation, relasus and other appiications
for Patert on aaid invenions and all sesigimants thensof {o said assignes or is sssigns, o cammipticaie o seid assignes or
ity tepresentaives all facts known i the undersigned respedting said imeentions, wharever requasied, to testify in any
interfarences o wther legsl proceadings in which any of said applicatizas or palerts may hecms valved, 10 sign i tawiut
papers, make alf rightful cathg, end to go genarally everthing necassary to sssist assignas, its suctessars, assigns and
noninees 1o obigin paterd protection for said inentions in the United States and ali other tounties, he expenses ncident fv
said applications 1o be borne and paid by said assignee.

Tha undersigned herety covenants fhal ro assignment, sals, agréemant or gneumbrance has been or wilf be made or
antsred it which would confiict with s assignment.

Al statements made harsinof myfour own knowiedge are e, ai statementis mads herein op infomation and batief are
believed t be true, and furdber thet these ststerments were mads with the knowisdee that wiliul fise statomants angd the fke
ara punishable uader 18 U2, 100 by fine ar imprisonment of not more than Bive (8) years, or both, snd may feopargize the
vailidity of the application or any patent issulng herson.

LEGAL NARME OF INVENTOR

frvanion igor Y. Rumagin Cate s <% o
~ fv"

“Signature:

* A eledironic S-signatte is parmitted. The S-signatuss rust consist only of letiers, o Arable numarals, or both, with eppropnate
specenand commas, paricds, apostiophes, or hypheris for pundiation, and the peison signing s correspungdencs mustinsent his
af Fier own S-signatere with 2 first single forward siash mark before and & second Single forward slash mark after the S-signature
{e.g. i James T. Jores, J.
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET {37 OFR 1.76) AND ASSIGNMENT

Title of SYSTEM AND METHOD FOR IDENTIFYING VULNERABILITIES OF APPLICATIONSG BY
invention INTERCEPTING FUNCTION CALLS

As the below named inventor, | declare that:

his daclaration
is i

he attached application, or

4 States appiication or PCT international application number
filed o

The above-identiled application was made or authorized 1o be made by me.

iginal inventor or an criginai joint inventor of 3 claimed invention in ihe applizaiion
{ have reviewed and understand the contents of the aboveridentified application, induding the daims,

} ackriowiedge the duty o disclose (o the Unile? Siates Patent and Trademark Office ali information krnown to me to be
material 1o patentability as defined in 37 CFR 1.56, indluding for continuation-in~-part applications, materis! information which
became svailable batween the filing date of the prior application and the national or PCT Intemationat fling date of the
continuation-in-part apptication.

For goad and valuable consideration, the receipt and sufficiency of which is hereby ackrowledged, | as assignor, hereby seli,
assign and set over (o AQ Kaspersly Lab, having an address at 33A/3 Leningradskoe Shesse, Moscow 125212, Russia, as
assignes, the entire night, Hitle and interest for the United States and ali othar countries in and o all inventions
andinr dlaimed in the shbove-identifiad application, sl originat, divisional, continuation. substitute or relssus 2
piied far or gramed therefor in the United States and all othier countries, including ait dights of pricrity Trom the filing
fringament, and the Commissionsr of Patents and Trademarks is hereby

s on said inventians or re o said assignee hereir, as assignas
red fof mysell and my 18 alives, heirg and assigns do heraby agree

, meissie and cther applications

tions and

g4 and requasied to issue sH pate
i 31 therein, and the L
ul further rermung
a1 said nventions 3nd alf 3ssig:

and cove:
for Patent
its repregentatives sl facts known o the unders

exacute and deliver a8 d
ents theresf 1o s3id assignee or iis assigns, i communicate o said assignes or
janed respecing said inventions, whenever requasted, to teslily in any
imerierences or other legal proceedings in which any of saild spolications or patents may become invoived, 1o sign all fawlut
rapers, make 3k rightful caths, and 1o do generally svernything necessary o assist assignes, its successors, ’ssigns and
nomineas 1o obtam patent pratection for said inventons in the United States and alf gther cauntries, the expenses incident to
said applications 1o be bome and paid by said assignse.

The urdersigned haraby covenants that no assignment. sale. agreersent or encumbrance has been of will be mads or
entered into which weuid conflict with this assignmant.

Al staternents made harsin of my/our own knowiedgs ars true, 2 statemenis mada hergin on information and belief are
believed i be true, and further thet these statements were made with the knawledgs that wiliful false statements and the like
are punishable under 18 U.B.C, 1001 by fine or imprisonment of not mare than five (5) years, or koth, and may jeapardize the
validily of the application or any patent issuing thereon.

LEGAL NAME OF INWENTOR

inventor: Alexander V. Kalinin Datde &

g

ignature must sonsist onfy of §
astrophes, of hyphens for puncwiation, and
st single forward stash mark before and & sec:
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DECLARATION (37 CFR 1.83) FOR UTILITY OR DESIGN APRPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.78) AND ASHIGRIMENT
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