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Anomey Docket Moo SPHS-0071-F05 Prge 1 of 4

Serial Noo 149485771 Combinsd Declaration and Assignment
Filing Date: September 14,2014

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT

Title of Invention:

SECURITY
BECLARATION
As a below named and undersigned inventor, | hereby declare that:

{8} Thiz declaration is directed to United States application or PCT international
application number 14/485,771 filed on September 14, 2014,

{b) The above-identified application was made or authorized to be made by ms,

{c) I believe that | sm the original inventor or an original joint inventor of a claimed
invention in the spplication.

I have reviewed and understand the contents of the application, including the claims, and
§ acknowiedge the duty to disclose all information which is material to the patentability of this
spplication as defined in 37 C.ER, § 1.36 (atiached hereto).
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REEL: 046839 FRAME: 0244



Attorney Docket No.: SPHE-0071-POS5 Page 2 of4
Serial Noo 148483771 Combined Declaration and Assignment
Filing Date; September 14,2014

ASBIGNMENT

WHEREAS, the undersigned inventor (“Inventor”) has developed cerlain inventions
{“Inventions™ described in the sbove ULS. patent application, and has full right to convey his or
her entire interest, both legal and equitable, in and to said Inventions free from all prier
assignments, agreemenis, licenses, mortgages, security interests, or other sncumbrances
whatsoaver; and

WHEREAS, Sophos Limited (PASSIGNEE™), an entity organized and existing under the
faws of the United Kingdom, and having a place of business at The Pentagon, Abingdon Science
Park, Abingdon, Oxfordshire, 0X 14 3YP, United Kingdom is desirous of scquiring the entire
right, tithe, and interest in and to the Inventions and any and all patents to be obtained therefore;

NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged by the Inventor, the Inventor hereby sells, assigns and transfers
unio the ASSIGNEE, its successors and assigns, his or her entire right, title and intersst in and o
the Inventions as described in the above spplication and all applications resulting therefrom,
including any and all conversions, divisions, continuations, continuations-in-part, substitute
applications, and reissues or extensions thereof; and all resulting patents in any jurisdiction
worldwide; along with all rights of priority and rights to sue for past infringement;

AND the Inventor hereby authorizes and requests the issuing authority to issue any and
all patents issuing from any of the forgoing to the ASSIGNEE or its successors and assigns;

AND the Inventor agrees that ASSIGNEE’s counsel, Strategic Patents, P.C. having
Patent Office Customer Number 43520, shall hereinafier act on behalf of the ASSIGNEE with
respeet {o the Inventions;

AND the Inventor further agrees, without any further payment or compensation by the
ASSIGNEE or its successors and assigns, to communicats to the ASSIGNEE, its representatives
or agents or iis suceessors and assigns, any facts relating to the loventions including evidence for
interference purposes or for other legal procesdings whenever requested; to testify inany
interference or other legal proceedings, whenever reguested; 1o execute and deliver, on request,
all lawful papers required to make any of the foregeing provisions effective; and o generally do
gverything possible to aid the ASSIGNEE, its successors or assigns and nominees 10 secure,
obtain and enfores proper patent protection for the Inventions in this or any foreign country.

The Inventor hereby authorizes the attorneys and agents associated with Patent Office
Customer Number 43328 to insert hereon any further information necessary or desirable for
recordation of this document.
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Antorney Dockst Moo SPHE-0671-P05 Puge3ofd
Serial Mo, 149485,771 Conthined Declurstion and Assigament
Fiiissg Date; Septomber 14, 2814

1 accepi and agres to the terms of the ASSIGNMENT above,

: | hereby acknowledge that any willful false statement made in the DECLARATION above is

- punishable under 18 U.S.C. 1001 by fine or imprisonment of not more than five {3} vears, or
both.

Full Legal Name of inventor; Kenneth D. Ray
Residence; Seattle, WA .

: Ssgmwre
. Kenneth D, Ray
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Atomey Docket Moo SPHSGRTEPOS Pape dof 4
Seripl Noo 14483,701 Combined Declaration and Assignment
Filing Date: Septomber 14, 2014

§ 1.36 Duty to disclose information material to prtentabiliog.

{8} A patent by iis very nature is affected with s public interest, The public interest is best served, and the
most effective patent cxamination ocours when, ai the time an application is being examined, the Office is aware of
and evalustes the teachings of alf information material to patentabiltity. Each individual sssociated with the filing and
prosecution of a patent application has & duty of candor and good faith in dealing with the Office, which includes 2
duty to disciose to the Office all information known to that individual © be material 1o patentability as defined in
this section. The dusy to disclose information exists with respect o sach pending chaim until the claim is cancelled
or withdrawn from considerstion, or the application becomes abandoned. Information muaterial to the patentability of
5 claim that is caneshied or withdrewn from consideration need not be submitted if the information is not material to
the pateninbility of any claim remaining under consideration in the application. There {s no duty o submit
information which {s not aaterial to the patentability of any existing claim, The duty to discloss sl information
known to be material fo patentability is deemed 10 be satiafied if all information kaown to be material 1o
patentability of any claim fssued in & patent was cited by the Office or submitied to the Office in the manner
prescribed by §8 L97{b(d) and 1 38, However, no patent will be geanted on an application in connection with
which fraud on the Office was practiced or attiempied o the duty of disciosure was violated tirough bad faith or
intentionsd misconduct. The Office encouragss applicants fo cereflly examing

{1} Prior ari cited in search reponts of a foreign patent office in s counterpan application, and

(2} Theclosest information over which individuals associated with the filing or prosecution of &
patent application believe any pending claim patentably defines, to make sure thal any material
infonmation contained therein is disclosed jo the Office,

{h Under this section, infonmation s materisl to patentability when it is not cumulative to information
ahrendy of record or being made of record in the application, and

{1} It establishes, by fiself or in combination with other information, & prima facie cuse of
unpateniability of & claim; or

{3}  itrefines, or bs inconsistent with, » position the applicant tekes
{1 Opposing an arpumentof unpstestability relied oo by the Office, or
{31} Asgerting an srpument of patentability,

& prima focle case of unpatentability Is established when the information compels 2 conclusion thataclaim is
unpatenishle under dhe preponderance of svidence, burden-oi-proof standard, giving each term in the claim i3
broadest ressonable construction consisient with the specification, and before any consideration Is given to evidence
which may be submitted in an stiempt 1 establish a conteary conclusion of patentability.

() individuals associated with the filing or prosecution of a patent application within the meaning of this
section are
{1} Each inventor named in the applicstion;
{3} Bach sitorney or sgest who preparss or prosecutes the application; and
{3} Every other person who is substantively fnvolved in the preparstion or prosecution of the
application and who Is associated with the Inventor, the spplicant, an assignes, or anyone o whom
there is an obligation to sssign the application,

& Individuats other than the attorney, agent or inventor may comply with this seetion by disclosing
information fo the sltomsy, agsnt, or Inventor,

e} In any continuation-in-part application, the duty under this section includes the duty to disclose o the
Office sil information known to the person o be material to patentability, ss defined in paragraph {b) of this section,
which became available between the filing date of the prior application and the national or POT intemations! filing
date of the continustion-in-part spplication.
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Attorney Docket Noo SPHS-0071-P0S Page 1 of 4
Serial No.o 14485771 Combined Declaration and Assignmend
Filing Dater September 14, 2014

United States Patent Application
CONMBINED DECLARATION AND ASSIGNMENT
Title of Invention:
USING INDICATIONS OF COMPROMISE FOR REPUTATION BASED NETWQORYK
SECURITY

DECLARATION
As a below named and endersigned inventor, | hereby declare that:

(&) This declaration is directed to United States apphication or PCT mterpationa
application number 14/485,771 filed on September 14, 2014,

(b} The above-identified application was made or authorized to be made by me,

(¢} | believe that Lam the original inventor or an original joint inventor of a claimed
invention in'the apphication,

Fhave reviewed and understand the contents of the application, including the claims, and
1 acknowledge the duty to disclose all information which is material to the patentability of this
application as-defined in 37 CF.R. § 1,56 (attached hereto).
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Atiomney Docket No.t SFHE-0071-P03 Page 2 of' 4
Serfal Noo 14/485,771 Combined Declaration and Assigmment
Filing Date: Septembey 14, 2014

ASSIGNMENT

WHEREAS, the undersigned inventor {“Inventor™) has developed certain inventions
{“Inventions™) described tn the ahove ULS. patent application, and has full right to convey hisor
her entire interest, both legal and equitable, in and to said Inventions free fromall prior
assignments, agreements, lleenses, mortgages, security interests, or other encumbrances
whatstever; and

WHEREAS, Sophos Limited (“ASSIGNEE™), an entity organized and existing under the
laws of the United Kingdom, and having a place of business at The Pentagon, Abingdon Science
Park, Abingdon, Oxfordshire, GX14 3YP, United Kingdom is desirous of acquiring the entire
right, title, and interest in and to the Inventions and any and ail patents (o be obtained therefore;

NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged by the Inventor, the Inventor hereby sells, assigns and transfers
unto the ASSIGNEE, its successors and assigns, his-or her entire right, title and interest in and to
the Inventions as deseribed in the above application and all applications resulting therefrom,
including any and all conversions, divisions, continuations, continuations~in-part, substitute
applications, and reissues orextensions thereof; and all resulting patents in any jurisdiction
wortdwide; along with all rights of priority and rights to sue for past infringenent;

AND the Taventor hereby authorizes and reguests the issuing authority to issae any and
all patents issuing from any of the forgoing to the ASSIGNEE or its successors and assigns,

AND the Inventor agrees that ASSIGNEE's counsel, Strategic Patents, P.C. having
Patent Office Customer Number 43526, shall hereinafier act on behalf of the ASSIGNEE with
respeet to the Inventions;

AND the Inventor further agrees, without any {urther payment or compensation by the
ASSIGNEE or its successors and assigns, to comimunicate to the ASSIGNEE, its representatives
or agents or its suceessors and assigns, any facts relating to the Inventions including evidence Tor
interference purposes or for other legal proceedings whenever reguested; to testify in any
interference or other legal proceedings, whenever requested; 1o execute and deliver, on request,
atl fawlul papersregeired to make any of the foregoing provisions effective; and fo generally do
everything possible to aid the ASSIGNEE, s successors or assigns and nominees to secure,
obtain and enfurce proper patent protection {or the Inventions inthis or any foreign country,

The Inventor hereby authorizes the attormneys and agents ssacciated with Patent OQffice
Customer Number 43320 to insert hereon any further information necessary or desirable for
recordation of this document.

PATENT
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Auorney Docket No.: SPHS-0071-P03
Serial Wo. 147485771
Tiling Dater September 14, 2014

Page 3 oi'd

Combined Drectaration and Assignment

{accept and agree o the terms of the ASSIGNMENT above,

[ hereby acknowledge that any willfa] false statement made in the DECLARATION above is
- punishable under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) vears, or

| both.

i Fult Legal Name of inventor: Simon Neil Reed
| Residence: Wokingham, United Kingdont

- ':\ B :w‘\; :& ‘) “r)\r N
: \\: ' CA . \"e 5 it - { . 7 T
- Signature: | swed DA G iiwk-ﬁ}»@’\ Date: k.{,” \\fi {‘}3‘" LAY S’“
; 1

Simon Neil Reed
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Attorney Docket No.: SPHS-0071-P0OS Page 4 of 4
Seriat Moo 14485,771 Combined Declaration and Assigrment
Filing Date; September 14, 2014

§ 1,368 Duty to disclose information material to patentabiity,

Gt Apatent by {ts very aature is affected with a public inferest. The public interest is best served, and the
most effective patent sxamination occurs when, at the time an-applcation is being examined, the Office is aware of
and evaluates the teachings of all information material to patentability. Each individual associated with the filing and
proscoution of a patent application has & duty of candor-and good faith in dealing with the Offtce, which inchudes &
duty to disclose to the Office all informatios kaowe o that individual to be material 1o patentability a4 defined is
this section. The duty to disclose information exists with respect to each pending claim untl] the claim is cancelied
or withdrawn from consideration, or the application becomes abandoned. Information material to the patentability of
2 claim that is cancelled o withdrawn from consideration need not be submitied 38 the information is not material to
the patentability of any clabn rermaming under consideration wn the applivation, There is nodaty o submit
inforrmaiion which s not material 1o the patentability of any existing ¢laim. The duty to disclose all information
knowa 1o be material to patentability is deemed to be satisfied £ all information known to be materiai o
pateriability of any claim issued in a patont was cited by the Office or submitted 1o the Office in the manner
prescribed by §§ 1.97(b(d) and 198, However, no patent will be grasted on-an application In connection with
which fraud on the Office was practiced or attempied or the duty of disclosure was viotated through bad faith or
intentional misconduct, The Office encourages applicants to carefully examine:

(1) Priorart cited in search repurts of o foreign patent office in 8 countorpast application, and

{2y Theclosest inforrmation over which individuals associated with the Sling or prosecation of a
patent application beligve any pending claim patentably defines, to make sure that any material
information contained therein is disclosed 1o the Oflice.

{ Under this section, information is material to patentability when I ts not cumulative to information
already of record or being made of record in the apphieation, and

(1) Hostablishes, by isell or in combination with other information, a prima fvcie case of
unpatentability of s claimg or

25 Wrefutes, or is inconsistent with, & position the apphicant takes in:
{i} Opposing an argument of unpatentabiity relied on by the Office, wr
(1) Asserting an argiment of patentability,

A primet facie-case of unpatentability s established when the information compels 2 conchuston that a claim is
unpatentable under the preponderance of evidence, birden-of-proof{ standard, giving each-teon inthe claim iis
heoadest reasanable construction consistent with-the specificasion, and before any consideration is giveu o evidence
which may be subrnjited it an attempt to esinblish @ contrary conclusion of patentability.

{c) Individaals associsted with the filing or prosecution of 4 pateni appdication within the meaning of this
section are:
(1) Each inventor named in the application;
(2 Bach attorpey oragent who prepares or prosecutes the application; and
{3} Every other person who is sibstantively invalved in the preparation or prosecution of the
application and who s assoctated with the inventor; the appiicant, an assignee, or anyone to whom
therg is an obligation o assign the application.

{d) fdividuals other than the atiorney, agent o inventor may comply with this section by disclosing
information fo the atfomey, ageat, or Inventor:

(e} Inany continuation-in-part- apphcation, the duty under this section includes the duty to disclose to the
Oifice all information known to the persom 10 be matedal 1o patentabifity; ss defined in paragraph (0) of this section,

which became gvailable between the filing date of the prior application and the national or BCT international Hling
date of the coptinuation-in-part application.

PATENT
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Attorney Docket No.: SPHS-0071-P0S Page Lof 4
Serial No.: 14/485,771 Combined Declaration-and Assipnment
Filing Date: Septernber 14, 2014

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT

Title of Invention:
USING INDICATIONS OF COMPROMISE FOR REPUTATION BASED NETWORK
SECURITY

DECLARATION
As abelow named and undersigned inventor, | hereby declate that:

(a) This declaration is directed to United States application or PCT international
application number 14/485,771 filed on September 14, 2014.

(b} The above-identified application was made or authorized to be made by me.

(¢) | believe that I am the original fnventor or an original joint inventor of a claimed
invention in the application.

I have reviewed and understand the contents of the application, including the claims, and
[ acknowledge the duty {o disclose all information which is material to the patentability of this
application as defined in 37 C.F.R. § 1.56 (attached hereto).

PATENT
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Attorney Docket No.: SPHS-0071-P0OS Page 2 of 4
Serial No.: 14/485,771 Combined Declaration and Assignment
Filing Date: September 14, 2014

ASSIGNMENT

WHEREAS, the undersigned inventor (“Inventor”) has developed certain inventions
(“Inventions™) described in the above U.S. patent application, and has full right to convey his or
her entire interest, both legal and equitable, in and fo said Inventions free from all prior
assignments, agreements, Noenses, nwortgages, security interests, or other encumbrances
whatsoever; and

WHEREAS, Sophos Limited (“ASSIGNEE™), an entity organized and existing under the
laws of the United Kingdom, and having a place of business at The Pentagon, Abingdon Science
Park, Abingdon, Oxfordshire, OX14 3YP, United Kingdom is desirous of acquiring the entire
right, title, and interest in and to the Inventions and any and all patents to be obtained therefore:

NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged by the Inventor, the Inventor hereby sells, assigns and transfers
unto the ASSIGNEE, its successors and assigns, his or her entire right, title and interest in and to
the Tnventions as described in the above application and all applications resulting therefrom,
including any and all conversions, divisions, continuations, continuations-in-part, substitute
applications, and reissues or extensions thereof; and all resulting patents in any jurisdiction
worldwide; along with all rights of priority and rights to sue for past infringement:

AND the Inventor hereby authorizes and requests the issuing authority to issue any and
alt patents issuing from any of the forgoing to the ASSIGNEE or its successors and assigns;

AND the Inventor agrees that ASSIGNEE’s counsel, Strategic Patents, P.C. having
Patent Office Customer Number 43520, shall hereinafter act on behalf of the ASSIGNEE with
respect to the Inventions;

AND the Inventor further agrees, without any further payment or compensation by the
ASSIGNEE or its successors and assigns, to comynunicate to the ASSIGNEE, its representatives
or agents or ils successors and assigns, any facts relating 1o the Inventions including evidence far
interference purposes or for other legal proceedings whenever requested; to testify in any
interference or other legal proceedings, whenever requested; to execute and deliver, on request,
alt lawful papers required to make any of the foregoing provisions effective; and to generally do
everything possible to aid the ASSIGNEE, its successors or assigns and nominees to secure,
obtain and enforce proper patent protection for the Inventions in this or any foreign country.

The Inventor hereby authorizes the attorneys and agents associated with Patent Office
Customer Number 43528 to ingert hereon any further information necessary or desirable for
recordation of this document.

PATENT
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Attorney Docket No.: SPHS-0071-P0S Page 3of 4
Serial No.: 14/4853,771 Combined Declaration and Assignment
Piting Date: September 14, 2014

' Taccept and agree 1o the ferms of the ASSIGNMENT above.

I hereby acknowledge that any willful false statement made in the DECLARATION above is
punishable under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or
both.

Full Legal Name of inventor: Mark 1), Harris
Residence: Oxon, United Kingdom

_ v T Uy gy
Signature: f‘“’“ﬁ} S WO 7 Date: 44 - Sefx H
Mark D, Harris

PATENT
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Atorney Docket No.: SPHE-0071-P05 Page 4 of 4
Serial Mo.: 14/485.771 Combined Declarstion and Assignment
Filing Date: September 14, 2014

§ 1.56 Duty to disclose information materiat to patentability.

(a} A patent by Hs very nature is affected with a public interest. The public interest is best served, and the
most effective patent examination ocours when. at the Gime an application is being examined, the Office is aware of
and evaluates the teachings of all information material to patentability. Bach individual associateid with the filing and
prosecution of 4 patent application has a duly of candor and good faith in dealing with the Qffice, which fnchudes a
duty to disclose 1o the Gfice allinformation known to that individual o be material to patentability as defined in
this section. The duty to disclose information exists with respect to each pending claim uruil the claim is cancelied
or withdrawn from consideration, or the applicaiion becomes abandoned. Information material to the patentability of
a cleim that is cancelled or withdrawn from consideration need not be submiited ¥ the information is not material to
the patentabifity of any claim remaining wader consideration in the application. There is rio duty 10 submit
information which is not material to the patentability of any existing claim. The duty to disclose all information
known 10 be material to patentability is deermed to be satistied if all information known 1o be material to
patentability of any claim issued is-a patent was cited by the Officeor submitted to the Office in the matiner
preseribed by §§ 1.97(b)-(d) and 1.98. However, a0 palent will be granted on an application irtconnection with
which fraud on the Office'was praciiced or atteropted of the duty of disclosure was vialated through bad faith or
intentional misconduct. The Office encourages applicants to carefully examine:

(1} Prior art cited in search reports of a foreign patent office in a counterpart application, and

(2)  The clogest information over which individuals associated with the filing or prosecution of a
paient application belisve any pending claim patentably défines, to make sure that any materiaf
information contained therem is disclosed to the Olfice.

{b} Under this section, information is material fo patentability when it is not cumulative Yo information
atready of record or being made of record in the application, and

(1t Ttestublishes, by ftself or in combination with other information, a prima focie case of
unpatenilability of u claim: or

(21 Wt refustes, or is inconsistent with, 2 position the applicant tlkes in:
(I Opposing an argument-of unpatentability refied on by the Office. or
(i1} Asserting an argument of patentability.

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is
unpatentable under the preponderance of evidence, burden~of-proof standard, giving each term in the claim its
broadest reasonable construction consistent with the specification, and hefore any considerstion is given to evidence
which may be subtnitied in an atfempt to establish a contrary conclusion of patentability.

{c) Individuals associated with the filing or prosecution of 4 patent application within the meaning of this
section are:
(1) Each inventor nauned in the application;
{2} Dachattorney or agent who prepares or prosecutes the application; and
(3) Every other persont who s substantively Involved in the preparation or prosecution of the
application and who is associated with the inventor, the applicant, an assignee, or anyone to whors
there is an obligation o assign the application.

{d) Individuals other than the attorney, agent or inventor may comply with this section by disclosing
information to the attorney, agent, or inventor,

{e} In any continuation-in-past application, the duty under this section includes the duty to disclose to the
Office all information known o the person to be material to pateatability, as defined in paragraph (b) of this section,
which becamie available between the filing date of the prior application and the national or PCT international fiting
date of the coutinuation-in-part application,
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SPHSGOTE-RO3 Pa
483,771

;e Septempey 14, 2014

Combined Declarstion and A

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT
Titde of Tovention:

USING INDICATIONS OF COMPROMISE FOR REPUTATION BASED NETWORK
SECURITY

DECLARATION

As & below named and ondersigned ventor, | herehy declare that
{a} This declaration is divected to United States application or POT international
5N

application number 147488, Hed on September 14, 2014

o
i

{I} The above-identilied application was moade or authorized to e made by me.

(¢} 1 behieve that { am the original ventor or ar original joint inventor of a claimed
bvention in the application.

[ have seviewed and onderstarsd the contents of the application, including the claims, and
Facknowledge the duty to disclose all informanion which is maderial to the patentabifity of this

apphication as defined 37 CER. § 1.36 {attached hersto).
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ASSIGNMENTY

WHERE
MlhaventionsT)
herentire byeras
AssiEnments

AS, the undersigned e .u'&_u' (lhiventur™) has developed certian ventions
cribed in the shove LS, patent application, and has foll right to convey his or

t. both legal and cqmt’ahb in and to said Inventions free froni all prior

eements, Heenses, morlgages, seourity interests, or other encumbrances

WHEREASR, Sophos Lipited {TASSIGREER), an entity organized and existing under the
laws ot the United Kingdom, and hn'ving a place of businesy at The Pentagon, Abingdon Soio
Park, Abingdon, Oxio o, OX 14 3V United Kingdorn is desirous oF aoquiring the enti

right, titte, and interest in and to the Inventions and any and alt patents to be oblainad therefore,

NOW, THEREVFORE, for good and valuable consideraton, the recoipt snd suffioiency of
which are hereby poeknowdedged by the Inventor, the Tnventor hereby seils, assigns and transfurs
unto the ASSIGNES, its successors and assigns, hisor her entire right, title and interest fn and 19
the Inventions as described in the above apphestion and all applications resulitng therefrom,
tochuwding aay and all copversions, d nfx:;':.orm continuations, continuations-in-part, substitute
applications, and reissuey of extensions thereof anid all resulting patents in aoy jurisdiction
worldwide; atong with all rights of priority and rights to sue for past infringement;

AN the Invenior hereby mpthorizes and requests the issuing au Ihuntvw issug any and
all patents isseing from aryof the forgoing to the ASSTONEE or its successors and ass

AN the Inventor agrees that ASSIGNEE s counsel, Strategic Patents, P.C. having
Paten Office Customier WNumber 43520, shall herainafior act on behalf of the ASSIGNEE with
res;pec.i torthe Inventions:

AN the Inventor further ageees, without any turther payvment or compensation by fhe
ASS] (;N} Foor its successors and assigns, (o comntunivate 1o the ASSIGNEE, its repressutative
or agerds proty sucoessnrs and assigns, any fadds refating fo the Inventions mcidm, Y idence )‘Of
interference purpases or for other legal proceedings whensver requested; o testily i any
interforence o other logal proceedings, whenever requestied; 1o execute and delivet, on request,
all taw ] papers required W male apy of the toregoing pr-'w;'s‘i{r'm effettive; and 1o gensrally do
cvm“«-“hmg possible (o ald the ASSIGNEE, #ts successors or assigns and nominess o seoure,
chiain and enfores proper patent protection for the Inventions in this or any foreizn country.

The Inventor bereby authorizes the attorneys and agents assoctdied with Patent Gffice
Cusicmer Nurber 43320 10 1asert hercon any further wformation necessary or destrable fr
recordaton of this document,
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Attortey Docket Nou SPHS-0071-PUS _ Page 1of4
Seriab No: HA4857H Combined Declarstion and Assigmment
Filing Dater September 14, 2014

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT
Title of Invention:

USING INBICATIONS OF COMPROMISE FOR REPUTATION BASEDR NETWORK
SECURITY

DECLARATION
As a below named and undersigred invedor, T hereby declare thatt

{a) This declaraton is divected to United States application or PCT international
application number F/M485 771 filed on Septermber 14, 2014,

{b) The above-identified application was made or authorized to be made by me.

(¢} 1 believe that 1 am the urigingl investor or an original joint tnventor of a claimed
invention in the application.

1 have reviewed and onderstand the contents of the applivation, including the clavns, and
1 acknowledge the duty to disclose all information which is material to the patentability of this
application as defined in 37 CF.R. § 1.56 (attached hereto).
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Attoriey Dockar Won SPHE-G0T P03 Page 2 of4
Sertal Now 14483771 Combined Declaration and Assipnment
Piling Dt September 14, 2014

ASSIGNMENT

WHEREAS, the gndessigned inventor (Flnventor™) has developed certain inventions
CInventions™) deseribed in the above ULS. patent application, and has full right to convey his or
her entire interest, both legal and equitable, in and to said foventions free from all prior
assignmends, agreements, Hicenses, mortgages, security interests, or other sncumbrances
whatsogver; and

WHEREAS, Sophos Limited (“ASSIGNEE™), an entity organized and existing under the
laws of the United Kingdom, and having a place of business at The Pentagon, Abingdon Science
Park, Abingdon, Oxfordshire, OX 14 3YP, United Kingdonyis desirous of acquiring the entire
right, title, and interest in and to the Inventions and any and all patents o be obtained therefore;

NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged by the Inventor, the Inventor hereby sells, assigns and transfers
wisto the ASSIGNEE, iis successors and assigns, his or her entire right, title and inlerest in and to
the Inventions as described inthe above application and all applications resaliing therefrom,
inchading any and all conversions, divisions, continuations, continuations-in-part, substifute
applications, and relssues or extensions thereof; and alf resulting patents in any jurisdiction
worldwide; along with all rights of priority and rights o sue for past infringement;

AN the Inventor herebly anthorizes and requests the-fssuing authority to issue any and
all patents fssuing from any of the forgoing to the ASSIGNEE or its successors and assigns;

ANDY the Inventor agrees that ASSIGNEEs counsel, Strategic Patents, P.C. having
Patent Office Customer Number 43520, shall hereinafier act on'belalf of the ASSIGNEE with
respect to the Inventions:

AN the Inventor further agrees, without any further payment or conmpensation by the
ASSIGNEE or s sugcessors and assigns, to communicate to the ASSIGNEE, its representatives
ot agents or its successors and assigns, any facts relating to the Inventions including evidence for
bterference purposes or for other legal proceedings whenever requested; to testify in any
interference or other fegal proceedings, whenever reguested: to execute and deliver, on request,
alf fawful papers required to make any of the foregoing provisions effective; and to-generally do
everything possible to aid the ASSIGNEE, #ts successors or assigns and nopynces to secure,
obtain and enforce proper patent-protection for the hwventions in this or any foreign country

The Tnvenior hereby asthorizes the attorneys and agents associated with Patent Office
Custoner Namber 43520 to mnsert heteon. any further information necessary or desirable for
recordation of this document,
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Attorney Docket Moo BPRS-G07 P03 Page ol 4
Serisl Wos 1444 Combined Declaration and Assignment

'V above.

| hereby acknowledge thal any witlful false statement made n the DECLARATION above is

. parushable under 18 LLS.C. 1001 by fine ov inprisonnent of not more than five (5) years, or
| both,

; Full Legal Mame of inventor: Andrew J. Thomas
i Residence: Onfordshive, United Kingdom

ey
Sored
Y

i
7
% =

: Sipnature; §
: Andre
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Atforney Diveket Noy SPHS-0071-P0S Paged of4
Serial Moo 14/483,771 Contbined Declaration and Assignment
Filing Date: Sepuember 14, 2014

§ 156 Dot disclose information material vy patentabilivy.

{a} Acpatent by its wery nature i affecied with a-public interest. The public interest Is'best sérved, and the
most effediive patent exairination oceurs when, at the tme an application is being examined, the Dffice is awage of
and evalpates theteachings of all information materiat o putentability. Bach individust assoctated with the filing and
prosecution of 4 patent.appheation has a duty of candor and good it in dealing with the Office, which inchudes a
duty to disclose to the Qffice all information kmown to that individual to be material o patentability as-defined in
this section. Fhe dity to disclose infonnation exists with respect 1o such pending claim uniil the clalm iscancelled
wrwithdrawn from consideration; or the application becomes shandoned. Information material to the patentability of
a labm that i vancetled orwithdrawss from considerstion nued pot-be submuiited: if ihe information & oot material o
the patentability of any clalm remaining under consideration i the spplication. There is no duly wsubmit
inforomtion wiich'is nobmaterial to the patentabiiity ol any existing claim. The duty-to discloss sl information
koows to be material to patentability s deeped fo be salisfled i ol infornsation knows 0 be materdal to
patentability-of any claim ssued Inca patent was cited by the Offtee v submitted to the Office o the manner
priseribed by §§ LO7(0 () and 1.98, However, no patent will be pranted on an application in connection with
which fraud o the Ofice was practiced or attompied or the duty of disclosure seas Golsizd thraiph had faithvor
intentional miscondact, The Uffice encourages applicants 1w carefully examine

{1} Priorart olted tn sedrch reponts of a foreign patent office in'a colmterpar appdicidion, and

{2} Theclosest information over which lndividuals sssoctated with the #iling or prosecutionofa
patent apptication beliove any pending claim patentably defines, o make sure that any material
mfarmation containgd therein is-disclosed o the Office:

{ty Uimder this section, information is material to patentability whew it s not comslative to information
siready of secord or belng made of record in the appleation, and

{1y Itestabishes, by dselforincombination wittvother information, a primu facie case of
unpatentability of a claimgor
(23 Itrefutes oris inconsistent with, @ position the applicant takes pu
(1) Opposing an atgument of shpatentabitity relied on by the Offiee, or
{1 Asserting as argument of patentabiting
A prime focke case of anpatentability i established when the indormiation compels g conclusion that a.clsiom is
unpatentable under the prepondersnee of evidence, burden-of~proof siandard, piving vach tenmin the claim its
twoadest reasonably construction conststent with the specifteation, and befiwe any consideration ts ghven toevidence
which miay be submitied foan atienpt to esiablish & contrary conclusion of prtentability.

{© Individuals associated with the fillng or prosecution of 2 patent application within the meaning of {his
section are:
(1} Fach invenior named i the application;
{2y Bach atiorsey or agent whe prepares of prosecutes the applivation; and
(3} Bvery other pesson who iy substaniively involved in the preparation or prosecution of the
' appiteation and who I3 assoclated with the inventor: the applivant, an assignee. or anyone towhom
there s an obligation to assign the application.

«h Individuals othorthan the attomey, agent ot inventor may. comply with this seotion by disclosing
information o the altorney, ageént, or inventon:

{2y b any-contisuation-in-part-application, the duty wderthis section includes the doty o disclose fo the
Office alb intommation kaowilo the person 1o be naterial to paterdability, as defined in pasdgraph €57 of this section,
which became availsble between the filing date of the prior application and the national o PCT Ingernationat filing
dawof the continuation-tn-part applivaiion:
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Attomey Docket No.: SPHS-0071-P03 Page 1 of 4
Serial No.; 14/485,771 Combined Declaration and Assignment
Filing Date: September 14, 2014

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT

Title of Invention:
USING INDICATIONS OF COMPROMISE FOR REPUTATION BASED NETWORK
SECURITY

DECLARATION
As a below named and undersigned inventor, I hereby declare that:

(a) This declaration is directed to United States application or PCT international
application number 14/485,771 filed on September 14, 2014.

(b) The above-identified application was made or authorized to be made by me.

{¢) I believe that I am the original inventor or an original joint inventor of a claimed
invention in the application.

I have reviewed and understand the contents of the application, including the claims, and
I acknowledge the duty to disclose all information which is material to the patentability of this
application as defined in 37 C.F.R. § 1.56 (attached hereto).
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Attorney Docket No.: SPHS-007}-P035 Page 2 of 4
Serial No.: 14485771 Combined Declaration and Assignment
Filing Date: September 14, 2014

ASSIGNMENT

WHEREAS, the undersigned inventor (“Inventor”) has developed certain inventions
{(“Inventions™) described in the above U.S. patent application, and has full right to convey his or
her entire interest, both legal and equitable, in and to said Inventions free from all prior
assignments, agreements, licenses, mortgages, security interests, or other encumbrances
whatsoever; and

WHEREAS, Sophos Limited (“ASSIGNEE™), an entity organized and existing under the
laws of the United Kingdom, and having a place of business at The Pentagon, Abingdon Science
Park, Abingdon, Oxfordshire, OX14 3YP, United Kingdom is desirous of acquiring the entire
right, title, and interest in and to the Inventions and any and all patents to be obtained therefore;

NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged by the Inventor, the Inventor hereby sells, assigns and transfers
unto the ASSIGNEE, its successors and assigns, his or her entire right, title and interest in and to
the Inventions as described in the above application and all applications resulting therefrom,
including any and all conversions, divisions, continuations, continuations-in-part, substitute
applications, and reissues or extensions thereof; and all resulting patents in any jurisdiction
worldwide; along with all rights of priority and rights to sue for past infringement;

AND the Inventor hereby authorizes and requests the issuing authority to issue any and
all patents issuing from any of the forgoing to the ASSIGNEE or its successors and assigns;

AND the Inventor agrees that ASSIGNEEs counsel, Strategic Patents, P.C. having
Patent Office Customer Number 43520, shall hereinafter act on behalf of the ASSIGNEE with

respect to the Inventions;

AND the Inventor further agrees, without any further payment or compensation by the
ASSIGNEE or its successors and assigns, to communicate to the ASSIGNEE, its representatives
or agents or its successors and assigns, any facts relating to the Inventions including evidence for
interference purposes or for other legal proceedings whenever requested; to testify in any
interference or other legal proceedings, whenever requested; to execute and deliver, on request,
all lawful papers required to make any of the foregoing provisions effective; and to generally do
everything possible to aid the ASSIGNEE, its successors or assigns and nominees to secure,
obtain and enforce proper patent protection for the Inventions in this or any foreign country.

The Inventor hereby authorizes the attorneys and agents associated with Patent Office
Customer Number 43520 to insert hereon any further information necessary or desirable for
recordation of this document.
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Attorney Docket No.: SPHS-0071-P03 Page 3 of 4
Serial No.: 14/485,771 Combined Declaration and Assignment
Filing Date; September 14,2014

1 accept and agree to the terms of the ASSIGNMENT above.

I hereby acknowledge that any willful false statement made in the DECLARATION above is
punishable under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or
bath.

Full Legal Name of inventor: Robert W. Cook
Residence: North Vancouver, Canada

nggnature ,&J@J ﬁjf% / ,x»/i\, Date: 2:{ Sg(’ TS Cey v 4

Robert W, Cook
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Attorney Docket No.; SPHS-0071-P03 Page 4 of 4
Serial No.: 14/485,771 Combined Declaration and Assignment

Filing Date: September 14, 2014

§ 1.56 Duty to disclose information material to patentability.

{a) A palent by its very nature is affected with a public interest. The public interest is best served, and the
most effective patent examination occurs when, at the time an application is being examined, the Office is aware of
and evaluates the teachings of all information material to patentability. Each individual associated with the filing and
prosecution of a patent application has a duty of vandor and goed faith in dealing with the Office, which includes:a
duty to disclose to the Office all information known to that individual to be material to patentability as defined in
this section. The duty fo disclose information exists with respect to-each pending claim until the claim is cancelled
or withdrawn from consideration, or the-application becomes abandoned. Information material to the patentability of
a claim that is cancelled or withdrawn from consideration need not be submiited if the infonmation is not material to
the patentability of any claim remaining under consideration in the application. There is no duty to:submit
information which is not material to the patentability of any existing claim. The duty to disclose alil information
known to be material to patentability is deemed to be satisfied if all information known to be material to
patentability of any claim issued in a patent was cited by the Office or submitted to the Office in the manner
preseribed by 8§ 1.97(b)-(d) and 1.98. However, no patent will be granted on an application in copnection with
which fraud on the Office was practiced or attemnpted or the duty of disclosure was violated through bad faith or
intentional misconduct. The Office encourages applicants to carefully examine:

{1) Prior art cited in search reports of a foreign patent office in a counterpart application, and

{2) The closest information over which individuals associated with the filing or prosecution of a
patent application believe any pending claim patentably defines, to make sure that any raaterial
information contained therein is disclosed to the Office.

{h) Under this section, information is material to patentability when it is not cumulative to information
already of record or being made of record in the application, and

(1) ftestablishes, by itseif or in combination with other information, a prima facie case-of
unpateniability of a clain; or

(2y Itrefutes, or is inconsistent with, a position the applicant takes in:
(i} Opposing an argument of unpatentability retied on by the Office, or
{il) Asserting an-argument of patentability.

A primafacie-case of unpatentability is established when the information compels & conclusion that a claim is
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim its
broadest reasonable constryction consistent with the specification, and before any consideration is given to evidence
which may be submitted in an attempt to establish a conlrary conchision of patentability.

{©) fndividuals associated with the filing or prosecution of a patent application within the meaning of this

section are!
{1} FEach inventornamed in the application;
{2) Each attorney or agent who prepares or prosecites the application; and
{3) Every other person who is substantively involved in the preparation or prosecution of the
application and who is associated with the inventor, the applicant, an assignee, or anyone to whom
there is an obligation to assign the application.

(d) Individuals other than the attorney, agent or inventor may comply with this section by disclosing
information {o the attorpey, agent, ot investor.

{e) In any continuation-in-part application, the duty under this section includes the duty to disclose to the
Office all information known to the person to be material to patentability, as defined in paragraph (b) of this section,
which became available between the filing date of the prior application and the national or PCT international filing
date of the continuation-in-part application.
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Attorney Docket No.: SPHS-0071-P05 Page 1 of 4
Serial No.: 14/485,771 Combined Declaration and Assignment
Filing Date: September 14, 2014

United States Patent Application
COMBINED DECLARATION AND ASSIGNMENT

Title of Invention:
USING INDICATIONS OF COMPROMISE FOR REPUTATION BASED NETWORK
SECURITY

DECLARATION
As a below named and undersigned inventor, I hereby declare that:

(a) This declaration is directed to United States application or PCT international
application number 14/485,771 filed on September 14, 2014.

(b) The above-identified application was made or authorized to be made by me.

(c) I believe that I am the original inventor or an original joint inventor of a claimed
invention in the application.

I have reviewed and understand the contents of the application, including the claims, and
I acknowledge the duty to disclose all information which is material to the patentability of this
application as defined in 37 C.F.R. § 1.56 (attached hereto).

PATENT
REEL: 046839 FRAME: 0268



Attorney Docket No.: SPHS-0071-P05 Page 2 of 4
Serial No.: 14/485,771 Combined Declaration and Assignment
Filing Date: September 14, 2014

ASSIGNMENT

WHEREAS, the undersigned inventor (“Inventor”) has developed certain inventions
(“Inventions™) described in the above U.S. patent application, and has full right to convey his or
her entire interest, both legal and equitable, in and to said Inventions free from all prior
assignments, agreements, licenses, mortgages, security interests, or other encumbrances
whatsoever; and

WHEREAS, Sophos Limited (“ASSIGNEE”), an entity organized and existing under the
laws of the United Kingdom, and having a place of business at The Pentagon, Abingdon Science
Park, Abingdon, Oxfordshire, 0X14 3YP, United Kingdom is desirous of acquiring the entire
right, title, and interest in and to the Inventions and any and all patents to be obtained therefore;

NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged by the Inventor, the Inventor hereby sells, assigns and transfers
unto the ASSIGNEE, its successors and assigns, his or her entire right, title and interest in and to
the Inventions as described in the above application and all applications resulting therefrom,
including any and all conversions, divisions, continuations, continuations-in-part, substitute
applications, and reissues or extensions thereof; and all resulting patents in any jurisdiction
worldwide; along with all rights of priority and rights to sue for past infringement;

AND the Inventor hereby authorizes and requests the issuing authority to issue any and
all patents issuing from any of the forgoing to the ASSIGNEE or its successors and assigns;

AND the Inventor agrees that ASSIGNEE’s counsel, Strategic Patents, P.C. having
Patent Office Customer Number 43520, shall hereinafter act on behalf of the ASSIGNEE with

respect to the Inventions;

AND the Inventor further agrees, without any further payment or compensation by the
ASSIGNEE or its successors and assigns, to communicate to the ASSIGNEE, its representatives
or agents or its successors and assigns, any facts relating to the Inventions including evidence for
interference purposes or for other legal proceedings whenever requested; to testify in any
interference or other legal proceedings, whenever requested; to execute and deliver, on request,
all lawful papers required to make any of the foregoing provisions effective; and to generally do
everything possible to aid the ASSIGNEE, its successors or assigns and nominees to secure,
obtain and enforce proper patent protection for the Inventions in this or any foreign country.

The Inventor hereby authorizes the attorneys and agents associated with Patent Office
Customer Number 43520 to insert hereon any further information necessary or desirable for
recordation of this document.
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Atterney Docket Now: SPHS-0071-P2038 Page 3of 4
Serial No.: 14485771 Combined Declarsiion and Assignment
Filing Datg! September14, 2014

f I aceept and agree to the terms of the ASSIGNMENT above.

. I hereby acknowledge that any willful false statement made in the DECLARATION above is
- punishable under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or
[ both,

| Full Legal Name of inventor: Dmitri Samosseiko
: Residence: Vancouver, Canada

' Signature: /,,4:"&2‘5‘?”:5“ o Date: Z5 ‘ij {(D/ﬂ/‘/f i /67/5;/

Dmitri Samosseiko ;

PATENT
REEL: 046839 FRAME: 0270



Attorney Docket No.: SPHS-0071-P05 Page 4 of 4
Serial No.: 14/485,771 Combined Declaration and Assignment
Filing Date: September 14, 2014

§ 1.56 Duty to disclose information material to patentability.

(@) A patent by its very nature is affected with a public interest. The public interest is best served, and the
most effective patent examination occurs when, at the time an application is being examined, the Office is aware of
and evaluates the teachings of all information material to patentability. Each individual associated with the filing and
prosecution of a patent application has a duty of candor and good faith in dealing with the Office, which includes a
duty to disclose to the Office all information known to that individual to be material to patentability as defined in
this section. The duty to disclose information exists with respect to each pending claim until the claim is cancelled
or withdrawn from consideration, or the application becomes abandoned. Information material to the patentability of
a claim that is cancelled or withdrawn from consideration need not be submitted if the information is not material to
the patentability of any claim remaining under consideration in the application. There is no duty to submit
information which is not material to the patentability of any existing claim. The duty to disclose all information
known to be material to patentability is deemed to be satisfied if all information known to be material to
patentability of any claim issued in a patent was cited by the Office or submitted to the Office in the manner
prescribed by §§ 1.97(b)-(d) and 1.98. However, no patent will be granted on an application in connection with
which fraud on the Office was practiced or attempted or the duty of disclosure was violated through bad faith or
intentional misconduct. The Office encourages applicants to carefully examine:

(1) Prior art cited in search reports of a foreign patent office in a counterpart application, and

(2) The closest information over which individuals associated with the filing or prosecution of a
patent application believe any pending claim patentably defines, to make sure that any material
information contained therein is disclosed to the Office.

(b) Under this section, information is material to patentability when it is not cumulative to information
already of record or being made of record in the application, and

(1) Tt establishes, by itself or in combination with other information, a prima facie case of
unpatentability of a claim; or

(2) Tt refutes, or is inconsistent with, a position the applicant takes in:
(1) Opposing an argument of unpatentability relied on by the Office, or
(ii) Asserting an argument of patentability.

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim its
broadest reasonable construction consistent with the specification, and before any consideration is given to evidence
which may be submitted in an attempt to establish a contrary conclusion of patentability.

©) Individuals associated with the filing or prosecution of a patent application within the meaning of this
section are:
(1) Each inventor named in the application;
(2) Each attorney or agent who prepares or prosecutes the application; and
(3) Every other person who is substantively involved in the preparation or prosecution of the
application and who is associated with the inventor, the applicant, an assignee, or anyone to whom
there is an obligation to assign the application.

(d) Individuals other than the attorney, agent or inventor may comply with this section by disclosing
information to the attorney, agent, or inventor.

©) In any continuation-in-part application, the duty under this section includes the duty to disclose to the
Office all information known to the person to be material to patentability, as defined in paragraph (b) of this section,
which became available between the filing date of the prior application and the national or PCT international filing
date of the continuation-in-part application.
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