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IBM DOCKET MUMBER: 2018093280841
DECLARATION (37 CER. 163} FOR UTILITY PATENT APPLICATION USING AN
APPLICATION DATA SHYET 37 C.ER 1.76) AND ASSIGNMENT

Tite of lnvention: IDENTIFYING CYBER ADVERSARY BEHAVIOR

As 2 below natmed and undersigned indeentor, 1 hereby declars that:
This declaration is direcied to the attached application, o (f following box is checked):

{7 United States application or PCT international applicativn nurber
fled on

The above-identified application was made or anthorized to be made by me.

{ believe that T am the original inventor or an otiginal jeint inventor of & claimed fnvention in the
application,

{ have veviewsd and vnderstand the contents of the application, Including the claims.

i

P am.aware of the duty to-disclose to the United States Patent and Trademark Gifice all informsation
knowat to me 1o be material to patentability as defined in 37 CFR Seetion 1.56.

Whereas, | (“ASSIGNCR™) bave made certain inventions, improvements, and discoveries (hereln N
referred to as the “lnvention™) disclosed in the above-identified patent application and further identified
by the IBM Docket Number provided sbove in the header of this document;

Whersas, Intematinnal Business Machiness Corpomtion {herein referrad to a5 the "ASBIGNEE™, 2
eorporaiion of New Yark Having a place of business at Amnonk, New York, desires to acquire, and 1

desive to grant to the ASSIGNEE, my entire worldwide right, title, and fnterest in and 1o the Ipvention and
in and 3o any and all patent applisations and patents divected thereto;

MNow, therefore, Tor good and vahugble consideration, the receipt and sufficiency thereof being Horeby
acknowisdged, T herehy sell o bave sold, assign of have assighed, and otherwise {ransfer ¢t have
nansterred to the ASSIOMEE, its successors, legal representatives, and assigns, my éotire worldwide
right, title, and interest In and 1o the Invention, the dbove-identifiad United States patent application, and
arry and all othey patent applications and patents for the yvention whick may be applied for or granted
thereforin the United Statesand in all forelgn countries and jurisdictions, nchuding all divisions,
continuations, refssuss, reexaminations, renewals, extensions, counterpaits, substitutes, and extensions
thereof, and all righis of pricrity resulting from the Tiling of such applications-and granting of such
patents. In addition, 1 hereby suthorize and request the Divectur of the United States Patent and
Trademark Office to issue any United States Patent, aud foreign patent suthorities to issue any forelgn
patent, granted for the Invention, to the ASSIGNEE, ity successors, logal fepresentatives, sl assigng, my
entire worldwide right, title, and interest 1y and to the same to be held and enjoyed by the ASSIGNEE, iis
successors, legal reprosentatives, and assigns to the full end-of the terms for which any and ali such
patents may be granted, as fuily and entirely as would have been held and snjoyed by me had this
Assignment not been thade; and T agres to execute any and all documents and instruments and perform ali
jawful acts reasonably related 1o recording this Assignment or perfecting title to the Invention and ali
rélated patents and applications, in the ASSIGNEE, s successors, 1zl representatives, and assigns,
whenever reguested by the ASSIGNEE, its successors, legal representatives, or assigns.
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IBM DOCKET NUMBER: P201809328US01
DECLARATION (37 C.F.R. 1.63) FOR UTILITY PATENT APPLICATION USING AN
APPLICATION DATA SHEET (37 C.F.R. 1.76) AND ASSIGNMENT

Title of Invention: IDENTIFYING CYBER ADVERSARY BEHAVIOR

As a below named and undersigned inventor, I hereby declare that:
This declaration is directed to the attached application, or (if following box is checked):

[ ] United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

I believe that I am the original inventor or an original joint inventor of a claimed invention in the
application.

I have reviewed and understand the contents of the application, including the claims.

I am aware of the duty to disclose to the United States Patent and Trademark Office all information
known to me to be material to patentability as defined in 37 CFR Section 1.56.

Whereas, I (“ASSIGNOR”) have made certain inventions, improvements, and discoveries (herein
referred to as the “Invention”™) disclosed in the above-identified patent application and further identified
by the IBM Docket Number provided above in the header of this document;

Whereas, International Business Machines Corporation (herein referred to as the “ASSIGNEE”), a
corporation of New York having a place of business at Armonk, New York, desires to acquire, and |
desire to grant to the ASSIGNEE, my entire worldwide right, title, and interest in and to the Invention and
in and to any and all patent applications and patents directed thereto;

Now, therefore, for good and valuable consideration, the receipt and sufficiency thereof being hereby
acknowledged, I hereby sell or have sold, assign or have assigned, and otherwise transfer or have
transferred to the ASSIGNEE, its successors, legal representatives, and assigns, my entire worldwide
right, title, and interest in and to the Invention, the above-identified United States patent application, and
any and all other patent applications and patents for the Invention which may be applied for or granted
therefor in the United States and in all foreign countries and jurisdictions, including all divisions,
continuations, reissues, reexaminations, renewals, extensions, counterparts, substitutes, and extensions
thereof, and all rights of priority resulting from the filing of such applications and granting of such
patents. In addition, I hereby authorize and request the Director of the United States Patent and
Trademark Office to issue any United States Patent, and foreign patent authorities to issue any foreign
patent, granted for the Invention, to the ASSIGNEE, its successors, legal representatives, and assigns, my
entire worldwide right, title, and interest in and to the same to be held and enjoyed by the ASSIGNEE, its
successors, legal representatives, and assigns to the full end of the terms for which any and all such
patents may be granted, as fully and entirely as would have been held and enjoyed by me had this
Assignment not been made; and I agree to execute any and all documents and instruments and perform all
lawful acts reasonably related to recording this Assignment or perfecting title to the Invention and all
related patents and applications, in the ASSIGNEE, its successors, legal representatives, and assigns,
whenever requested by the ASSIGNEE, its successors, legal representatives, or assigns.
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IBM DOCKET NUMBER: P201809328US01

I acknowledge my prior and ongoing obligations to sell, assign, and transfer my rights under this
Assignment to the ASSIGNEE and am unaware of any reason why I may not have the full and
unencumbered right to sell, assign, and transfer my rights hereby sold, assigned, and transferred, and have
not executed, and will not execute, any document or instrument in conflict herewith. I also hereby grant
the ASSIGNEE, its successors, legal representatives, and assigns, the right to insert in this Assignment
any further identification (including, but not limited to, patent Application Number) which may be
necessary or desirable for recordation of this Assignment. This Assignment is governed by the substantive
laws of the State of New York, and any disputes will be resolved in a New York state court or federal
court sited in New York.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18

U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.

(1) Legal Name of Inventor: Sulakshan Vajipayajula

Signature: Date:

(2) Legal Name of Inventor: Kaushal Kiran Kapadia

¢

. (03/27/2018
Signature: Date:

(3) Legal Name of Inventor: Stephen Cameron Will

Signature: Date:

(4) Legal Name of Inventor: Ilgen Banu Yuceer

Signature: Date:

(5) Legal Name of Inventor: Kevin Tabb

Signature: Date:
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IBM DOCKET NUMBER: P201809328US01
DECLARATION (37 C.F.R. 1.63) FOR UTILITY PATENT APPLICATION USING AN
APPLICATION DATA SHEET (37 C.F.R. 1.76) AND ASSIGNMENT

Title of Invention: IDENTIFYING CYBER ADVERSARY BEHAVIOR

As a below named and undersigned inventor, I hereby declare that:
This declaration is directed to the attached application, or (if following box is checked):

[ ] United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

I believe that I am the original inventor or an original joint inventor of a claimed invention in the
application.

I have reviewed and understand the contents of the application, including the claims.

I am aware of the duty to disclose to the United States Patent and Trademark Office all information
known to me to be material to patentability as defined in 37 CFR Section 1.56.

Whereas, I (“ASSIGNOR”) have made certain inventions, improvements, and discoveries (herein
referred to as the “Invention”™) disclosed in the above-identified patent application and further identified
by the IBM Docket Number provided above in the header of this document;

Whereas, International Business Machines Corporation (herein referred to as the “ASSIGNEE”), a
corporation of New York having a place of business at Armonk, New York, desires to acquire, and |
desire to grant to the ASSIGNEE, my entire worldwide right, title, and interest in and to the Invention and
in and to any and all patent applications and patents directed thereto;

Now, therefore, for good and valuable consideration, the receipt and sufficiency thereof being hereby
acknowledged, I hereby sell or have sold, assign or have assigned, and otherwise transfer or have
transferred to the ASSIGNEE, its successors, legal representatives, and assigns, my entire worldwide
right, title, and interest in and to the Invention, the above-identified United States patent application, and
any and all other patent applications and patents for the Invention which may be applied for or granted
therefor in the United States and in all foreign countries and jurisdictions, including all divisions,
continuations, reissues, reexaminations, renewals, extensions, counterparts, substitutes, and extensions
thereof, and all rights of priority resulting from the filing of such applications and granting of such
patents. In addition, I hereby authorize and request the Director of the United States Patent and
Trademark Office to issue any United States Patent, and foreign patent authorities to issue any foreign
patent, granted for the Invention, to the ASSIGNEE, its successors, legal representatives, and assigns, my
entire worldwide right, title, and interest in and to the same to be held and enjoyed by the ASSIGNEE, its
successors, legal representatives, and assigns to the full end of the terms for which any and all such
patents may be granted, as fully and entirely as would have been held and enjoyed by me had this
Assignment not been made; and I agree to execute any and all documents and instruments and perform all
lawful acts reasonably related to recording this Assignment or perfecting title to the Invention and all
related patents and applications, in the ASSIGNEE, its successors, legal representatives, and assigns,
whenever requested by the ASSIGNEE, its successors, legal representatives, or assigns.
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IBM DOCKET NUMBER: PI01800328Ui801

{ acknowledge my prior and ongoing obligations to sell, assign, and transter my rights under tus
Assignment to the ASSIGNEE and am unaware of any reason why | may not have the full and
unencumbered right to sell, assign, and tranafer my rights hereby sidld, assigned, and transferred, and have
not executed, and will not execute, any document or instroment in conflict herewith, Lalso hereby grant
the ASSIGNEE, its successors, legal representatives, and assigns, the right to insert in this Assignment
any further identification (including, but not Himited to, patent Application Number) which may be
necessary or desirable for recordation of fhis Assignment. This Assigament is governed by the substantive
faws of the State of New York, and any disputes will be resobved i a New York state court or federal
court sited in New York. '

1 hereby acknowledge that any willfol false statement made in this declaration is punishable under 18

U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.

{1} Legal Name of Inventor: Sulakshan Vajipayajula

Signature: Date:

{23 Legal Name of oventor: Kanshal Kiran Kapadia

nature; Date:

172

35

i

{3) Legal Name of Invenior: Stephen Cameron Will

L .
. , fone e.;,.,..ﬁ {: ‘ . Vi - - § e
Signature: a7 1 R A SR A Date: {2573 74§ i
§

{4} Legal Name of Inventor: Tigen Banu Yuceer

Signature: Dater
(5) Legal Name of Inventon: Kevin Tabb

Signature: Date:
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IBM DOCKET MUMBER: 2018093280841
DECLARATION (37 CER. 163} FOR UTILITY PATENT APPLICATION USING AN
APPLICATION DATA SHYET 37 C.ER 1.76) AND ASSIGNMENT

Tite of lnvention: IDENTIFYING CYBER ADVERSARY BEHAVIOR

As 2 below natmed and undersigned indeentor, 1 hereby declars that:
This declaration is direcied to the attached application, o (f following box is checked):

{7 United States application or PCT international applicativn nurber
fled on

The above-identified application was made or anthorized to be made by me.

{ believe that T am the original inventor or an otiginal jeint inventor of & claimed fnvention in the
application,

{ have veviewsd and vnderstand the contents of the application, Including the claims.

i

P am.aware of the duty to-disclose to the United States Patent and Trademark Gifice all informsation
knowat to me 1o be material to patentability as defined in 37 CFR Seetion 1.56.

Whereas, | (“ASSIGNCR™) bave made certain inventions, improvements, and discoveries (hereln N
referred to as the “lnvention™) disclosed in the above-identified patent application and further identified
by the IBM Docket Number provided sbove in the header of this document;

Whersas, Intematinnal Business Machiness Corpomtion {herein referrad to a5 the "ASBIGNEE™, 2
eorporaiion of New Yark Having a place of business at Amnonk, New York, desires to acquire, and 1

desive to grant to the ASSIGNEE, my entire worldwide right, title, and fnterest in and 1o the Ipvention and
in and 3o any and all patent applisations and patents divected thereto;

MNow, therefore, Tor good and vahugble consideration, the receipt and sufficiency thereof being Horeby
acknowisdged, T herehy sell o bave sold, assign of have assighed, and otherwise {ransfer ¢t have
nansterred to the ASSIOMEE, its successors, legal representatives, and assigns, my éotire worldwide
right, title, and interest In and 1o the Invention, the dbove-identifiad United States patent application, and
arry and all othey patent applications and patents for the yvention whick may be applied for or granted
thereforin the United Statesand in all forelgn countries and jurisdictions, nchuding all divisions,
continuations, refssuss, reexaminations, renewals, extensions, counterpaits, substitutes, and extensions
thereof, and all righis of pricrity resulting from the Tiling of such applications-and granting of such
patents. In addition, 1 hereby suthorize and request the Divectur of the United States Patent and
Trademark Office to issue any United States Patent, aud foreign patent suthorities to issue any forelgn
patent, granted for the Invention, to the ASSIGNEE, ity successors, logal fepresentatives, sl assigng, my
entire worldwide right, title, and interest 1y and to the same to be held and enjoyed by the ASSIGNEE, iis
successors, legal reprosentatives, and assigns to the full end-of the terms for which any and ali such
patents may be granted, as fuily and entirely as would have been held and snjoyed by me had this
Assignment not been thade; and T agres to execute any and all documents and instruments and perform ali
jawful acts reasonably related 1o recording this Assignment or perfecting title to the Invention and ali
rélated patents and applications, in the ASSIGNEE, s successors, 1zl representatives, and assigns,
whenever reguested by the ASSIGNEE, its successors, legal representatives, or assigns.
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IBM DOCKET NUMBER: P201809328US01

I'acknowledge my prior and ongoing obligations to sell, assign, and transfer my rights under this
Assignment to the ASSIGNEE and am unaware of any reason why [ may not have the full and
unencumbered right to sell, assign, and transfer my rights hereby sold, assigned, and transferred, and have
not executed, and will not execute, any document or instrument in conflict herewith. 1 also hereby grant
the ASSIGNEE, its successors, legal representatives, and assigns, the right to insert in this Assignment
any further identification (including, but not limited to, patent Application Number) which may be
necessary or desirable for recordation of this Assignment. This Assignment is governed by the substantive
laws of the State of New York, and any disputes will be resolved in a New York state court or federal
court sited in New York. '

I hereby acknowledge that any willful false statement made in this declaration is punishabte under 18

U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or both.

(1) Legal Name of Inventor: Sulakshan Vajipayajula

Signature: Date:

" (2) Legal Name of Inventor: Kaushal Kiran Kapadia

Signature: Date:

(3) Legal Name of Inventor: Stephen Cameron Will

Signature: Date:

(4) Legal Name of Inventor: Ilgen Banu Yuceer

5, —
2

Signature: - /W Date; 22 [(8/ o3 / 16
< C

(5) Legal Name of Inventor: Kevin Tabb

Signature: Date:
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B8 DOCKET MUMBER: PRo1spslesiiss
BECLARATION (37 CFRR L6 FOR UTHILITY PATENT APPLICATION USING AN
APPLICATION BATA SHEERY Q7 CER. L76) AND ASRIGNMENT

Taike of hvvontion: IBERTIFYING CYBER ADVERSARY BEHAVIOR

As & below named and undsesigned mvestor, 1 hereby declare thats
This decloration i divestsd to the witeched spplisation, s (8 following box is cheaked)

{ 1 United Stales applivation o POT hivternationsd appiication namber
i o

The above-identified applivation was sade or ssthorisad o be made by me.
f beltove that Tam the ordgiond loventor s s origingd jolut nventor of a slaimed nveation in the
appiiation,

{ have reviesed and understamd th contiands i the application, Inclading the olates,

{ s agvarn of the duty 1o discloss to the Lintted States P ?mi sd Tradpoack (iftoe all bfiemation
knowen to tu o by wateriad to potentability s defined 3 37 CFR Section 1.8

Whertas, HEASRIGNOR T have made cortaly ivventions, if"sz;}';‘ovﬁ*sz‘\s‘:s}t"& sl ddincoveerion thenein
sefierred {o w5 the “Invention™} isslosed fn the above-identified patent application: sud Surther hentifisd
by the IBM Dogkies Nondher provided abose i ihe beader of thix document:

Whivese, Intoraationad Business Mechines Uswpenation {hersin referved W ss the “SASIONEE™) 1
izww;'afssm of New York having 2 place of business af Armonk, New York, desines 1o auguiveg, sud

g esaz‘\‘ t goant to the ASRIGNEE, my enthe workdieide right, title, md hndovont i and 1o the bnvomtion aud
1o sty and al] patent applicationws and patents directed therety;

'N-‘aw therafiee, for good and valoadde considerstions, the rrovipt aud sufBolesey therond buing hersby
ankaowdedyed, § horely solf e have sedd, soniggr o have assigned, and other wise transter or hase
ims}aiwrmé 1o the »‘&\\i{s""éﬁiﬁ. s sunopseons, hogal roprosentatives, mnd saniges, my et workbeide

g

3

vight, ttle, and ntereat dn sad o the Inveation, thi sbove-identified United Statex patant application, sud
By sﬁ\{i H other patent spplicatines and patests for the Tvvention which may be spplied Sor or gramed

v the Lnited Btates and in a§§ forsign ouannies sd herkalictions, inslading of! divisions,
CoRtinmations, rotssies, reoxaminations, renowals, extensions, m\wmmm ah*f‘u‘ism&:x sad extsasion
thereof, snd all righty of priosity reudiing from the Bliag o such spplications and granting of such
paterds. In additim, 1 lureby waborive and request the Dhrector of the Lintred States Putent and
Trademerk Office o issue any United States Patent, and foreign patent suthenities fo ivsue any fored W
patsnt, granted for the huventiog, to the ASSIGNEE, ity surosssony, logsd reprosentatives, and msige, |
satie warldwide right title, and itersst in and to the same 0 be beld snd snfioed by the ASS 'i.
suecassors, fogal ropresentatives, aud asaigns o the fell ond of the torms for which any and alt o
pulents may b grantad, ax fally and enpisely as wounkd Save bess held and sajoved B we had siz;,:»*
Assigiment not been made: and § { agres fo execute swy and all dosumenty and sdnenents and perfonm all
Tawiil nots rensonsbly related to reconding this Assiganiens or perfroting tithe 1o the Toverthg sud all
related potents angd spplisations, in the ASSK NF E, ity susosesars, fops! reprosontativey, sud sastgne,
whanever sogocston by the ASSHINEE, its seccessors, legal meprerentativen, o suad QR

» RN X
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IBM DOUKRT RUMBER: PIoI80R3I8USST

T acknowdedge ny prior and ongoing obligations to soll, assign, sod tanafer my rights under tus
Assigraness i the ASSMGNEE sodd s uowwasre of sy meason why § ey st bave the full and
aneacumbered right @ sell, raxign, and sl my z‘m?zi*«% areby wi& assigned, s tforred, and have
not exsonted, and will not execwie, any document o lnstrume in conflict Serewith, § alke hsveby prant
the ASSHINEE, its sucressors, fogal roprosentatives, sud sssigns, the right 1o wert in this Sssipmment
any further identifiontion ;ms,imiit 1@, but wat henited to, patent Application Nambery shizh may be
neoessary or dextrably for revordativas of this Assignnsent. This Asslznment o gov sened by the substantive
faws of the State of New York, sud sny disputis will Be rosolved o 3 New York state cont or fedursd

cott sied W Mew York,

”;

{ horaby soknuawledus that any willfd false statomont made iy thix declaration is punishably nader 18
LA 1 by fine oF anprisonnrent of ol movs thee fee () vears, or both,

(1) Dogad Name of Iveandor: Salalsbhan Valipevsinka

5

Signature; D

{3} Legal Name of eveston Kaushal Kivan Kapalia

e

Sigostu Loy

{3} Logad Nawe of Inventor: Stephen Cameren Wil

Rignuture: Liaten

{43 Logad Name of lnverton Haen Bana Yoeeer

Signanrer Dates

£33 Legal Mame of hvension K

Sigmatars N
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