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PATENT ASSIGNMENT MS Docket No.:_407379-US-NP

WN Docket No.: 13768.3766

| Violet Anna Barhudarian (“ASSIGNOR”) am the original inventor or an original

joint inventor of subject matter (“INVENTION™) disclosed and/or claimed in a patent

application entitled "Using IP Heuristics to Protect Access Tokens from Theft and Replay”
(“APPLICATION"), which:

X will be filed. ASSIGNOR hereby authorizes, and requests,
ASSIGNEE'’S legal representative, Microsoft Technology Licensing,
LLC., One Microsoft Way, Redmond, Washington 98052 (ASSIGNEE’S
LEGAL REPRESENTATIVES), to insert here in parentheses (filed
on and given Application No. by
the following Office US - United States Patent and Trademark Office)
this APPLICATION's Application No., filing date, and Office, when

known;
] was filed on and was given Application
No by the following Office

Microsoft Technology Licensing, LLC, a Washington limited liability company, on
behalf of itself and its successors and assigns (“ASSIGNEE”), is entitled to, and is desirous
of acquiring, the entire and exclusive rights, title and interest, including the right of
priority, in the INVENTION and the APPLICATION (and all other applications and patents
derived therefrom, such as continuing applications, in whole or in part, in and for the
United States, its territories, and all foreign countries (“APPLICATION DERIVATIVES™));

ASSIGNOR hereby authorizes, and requests, ASSIGNEE’S LEGAL REPRESENTATIVES
to insert the Application No., filing date, and Office into the following table for any
APPLICATION DERIVATIVES after they are known;

Application No. Filing Date Office
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PATENT ASSIGNMENT MS Docket No.:_407379-US-NP

WN Docket No.: 13768.3766

For good and valuable consideration, the receipt of which is hereby acknowledged
by the ASSIGNOR, the ASSIGNOR hereby sells, assigns and transfers to the ASSIGNEE,
ASSIGNOR’s entire and exclusive rights, title and interest, including the right of priority,
in the INVENTION and the APPLICATION (and all other applications and patents derived
therefrom, such as continuing applications, in whole or in part, in and for the United
States, its territories, and all foreign countries (“APPLICATION DERIVATIVES");

ASSIGNOR agrees to execute all instruments and documents required for the
making and prosecution of the APPLICATION (and APPLICATION DERIVATIVES), for
litigation regarding letters patent derived therefrom, and for the purpose of protecting
and perfecting title to the APPLICATION (and APPLICATION DERIVATIVES).

% M 10/28/2019

Inventor’s Sighature Date

Violet Anna Barhudarian
Printed Name in English Printed Name in Native Language
(if other than English)
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PATENT ASSIGNMENT MS Docket Moo 407378-UIR- NP

W Docket Noo 13768.3768

| fiangfeng Ly (PASSIGNOR" am the original inventor or an original joint inventor

of subject matter VINVENTION") disclosed and/or claimed in a patent application entitled
ising W Heuristics to Protect Access Tokens from Thelt and Replay” CAPPLICATION™,

X will be filsd,  ASSIGHNOR hereby  authorizes, and  regusses,
ASKIGNEE'S fegal representative, Microsoft Techaology Urensing,
LLC., One Microsoft Way, Redmond, Washington S8052 (ASSIGNEE™S
LEGAL REPRESEMTATIVES), to insert here in parenthesss (filed
o and given Application Nao. by
the following Ofice US - United States Patent and Trademark Office
this APPLICATION's Application No., filing dare, and Dffive, when

knowr,
] was filed on and was glven Application
Mo by the following Office

2 o
¥

Microsoft Technolpgy Licensing, LLE, 3 Washington limired Hability company, on
behalf of self and its successors and assigns CASSIGNEEY, is entitled to, and is desirous
of acquiring, the entire and exclusive rights, title and interest, including the right of
priovity, in the INVENTION and the APPUCATION (and all other applications and patents
derived therefrom, such as continuing applicadons, in whole or in part, in and for the
United States, its territories, and all forsign countries JAPPLICATION DERIVATIVES"S:

ASSIGNOR hereby authorizes, and requests, ASMGNEE™S LEGAL REPRESENTATIVES
in insert the Application No., filing date, and Office into the following table for any
APPLICATION DERIVATIVES after they are known,

Application Na. Filing Date Office
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PATENT ASSIGNMENT MS Docket Mo 407370-U8-NP

W Docket No.: 13768.3766

For good and valuable consideration, the receipt of which is hereby acknowledged
by the ASSIGNOR, the ASSIGNOR hereby sells, assigns and transfers to the ASSIGNEE,
ASSIGNDOR's entire and sxclusive rights, title and interest, including the right of priority,
iry the INVENTION and the APPLICATION {(and all other applications and patents derived
therefrom, such as continuing applications, in whole or in part, in and for the United
States, its territories, and all foreign countries CAPPLICATION DERIVATIVES™),

ASSIGHNOR agrees to execute all instruments and documents required for the
making and prosecution of the APPUCATION (and APPLICATION DERIVATIVES) for
fitigation regarding letters patent derived therefrom, and for the purpose of protecting
and perfecting title to the APPLUICATION fand APPUICATION DERIVATIVES).
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inventor's Signature

Hangfeng Lu
Printed Name in English

MNative Language
{if other than Snglish)
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PATENT ASSIGNMENT M5 Docket No.: 407372-US-NP

W Docket No.: 13768.3766

| Caleb Geoffrey Baker ("ASSIGNOR”) am the original inventor or an original joint

inventor of subject matter (‘INVENTION") disclosed and/or claimed in a patent

application entitled "Using IP Heuristics to Protect Access Tokens from Theft and Replay”
(“APPLICATION"), which:

will be filed.  ASSIGNOR hereby authorizes, and requests,
ASSIGNEE’S legal representative, Microsoft Technology Licensing,
LLC., One Microsoft Way, Redmond, Washington 98052 (ASSIGNEE'S
LEGAL REPRESENTATIVES), to insert here in parentheses (filed
on and given Application No. by
the following Office US - United States Patent and Trademark Office)
this APPLICATION's Application No., filing date, and Office, when

known;
[ 1 was filed on and was given Application
No by the following Office

Microsoft Technology Licensing, LLC, a Washington limited liability company, on
behalf of itself and its successors and assigns ("ASSIGNEE"), is entitled to, and is desirous
of acquiring, the entire and exclusive rights, title and interest, including the right of
priority, in the INVENTION and the APPLICATION {and all other applications and patents
derived therefrom, such as continuing applications, in whole or in part, in and for the
United States, its territories, and all foreign countries ("APPLICATION DERIVATIVES);

ASSIGNOR hereby authorizes, and requests, ASSIGNEE'S LEGAL REPRESENTATIVES
to insert the Application No., filing date, and Office into the following table for any
APPLICATION DERIVATIVES after they are known:

Application No. Filing Date Office
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PATENT ASSIGNMENT MS Docket No.:_407379-US:NE

For good and valuable consideration, the receipt of which is hereby acknowledged
by the ASSIGNOR, the ASSIGNOR hereby sells, assigns and transfers to the ASSIGNEE,
ASSIGNOR’s entire and exclusive rights, title and interest, including the right of priority,
in the INVENTION and the APPLICATION (and all other applications and patents derived
therefrom, such as continuing applications, in whole or in part, in and for the United
States, its territories, and all foreign countries ("APPLICATION DERIVATIVES™);

ASSICGNOR agrees to execute all instruments and documents required for the
making and prosecution of the APPLICATION {(and APPLICATION DERIVATIVES), for
litigation regarding letters patent derived therefrom, and for the purpose of protecting
and perfecting title to the APPLICATION {and APPLICATION DERIVATIVES).

N 1029/

inventor's Signature Date

) YOAA e
Cateb Geoffrey Baker C@&‘L C:}ez:{"%fe}f ﬁ‘?i F
Printed Name in English Printed Name in Native Language

(if other than English)
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PATENT ASSIGNMENT MS Docket No.:_407379-US-NP

WHN Docket No.: 13768.1766

| Oren fordan Melzer ("ASSIGNOR"} am the original inventor or an original joint

inventor of subject matter ("INVENTION"} disclosed andjor claimed in a patent

application entitled "Using IP Heuristics to Protect Access Tokens from Theft and Replay”
{"APPLICATION"), which:

will be filed. ASSIGNOR hereby authorizes, and requests,
ASSIGNEE'S legal representative, Microsoft Technology Licensing,
LLC., One Microsoft Way, Redmond, Washington 98052 (ASSIGNEE’S
LEGAL REPRESENTATIVES), to insert here in parentheses (filed

on and given Application No. by
the following Office US ~ United States Patent and Trademark Office)
this APPLICATION's Application No., filing date, and Office, when
Known,

{1 was filed on and was given Application
No by the following Office

1 s
i}

Microsoft Technology Licensing, LLC, a Washington limited liability company, on
behalf of itself and its successors and assigns (“ASSIGNEE", is entitled to, and is desirous
of acquiring, the entire and exclusive rights, title and interest, including the right of
priority, in the INVENTION and the APPLICATION (and all other applications and patents
derived therefrom, such as continuing applications, in whole or in part, in and for the
United States, its territories, and all foreign countries (APPLICATION DERIVATIVES™):

ASSIGNOR hereby authorizes, and requests, ASSIGNEE’S LECAL REPRESENTATIVES
to insert the Application No., filing date, and Office into the following table for any

Application No. Filing Date Office

.............................................................................................................................
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PATENT ASSIGNMENT

M85 Docket No.: 407379-LIS-NP

A

For good and valuable consideration, the receipt of which is hereby acknowledged

by the ASSIGNOR, the ASSIGNOR he

reby sells, assigns and transfers to the ASSIGNEE,

ASSIGNOR’s entire and exclusive rights, title and interest, including the right of priority,
in the INVENTION and the APPLICATION (and all other applications and patents derived

therefrom, such as continuing appli
States, its territories, and all foreign

ASSIGNOR agrees o execute

cations, in whole or in part, in and for the United
countries ("APPLICATION DERIVATIVES")):

all instruments and documents reguired for the

making and prosecution of the APPLICATION (and APPLICATION DERIVATIVES), for

litigation regarding letters patent de

rived therefrom, and for the purpose of protecting

and perfecting title to the APPLICATION (and APPLICATION DERIVATIVES).

(9”"‘? A ,,,,/?“"fw

/o 19/39) /9

w . Ead
inventor's Sé‘ﬁéture

Oren jordan Melzer

Date

Printed Name in English

Printed Name in Native Language
{if other than English}
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PATENT ASSIGNMENT MS Docket No.:_407379-LIS-NP

WN Docket Mo 137683765

| Anirban Basu ("ASSIGNOR") am the original inventor or an original joint inventor

of subject matter CINVENTION") disclosed and/or claimed in a patent application entitled

*Using 1P Heuristics to Protect Access Tokens from Theft and Replay” ("APPLICATION"),
which:

will be filed.  ASSIGNOR hereby authorizes, and requests,
ASSICGNEE'S legal representative, Microsoft Technology Licensing,
LLC., One Microsoft Way, Redmond, Washington 98052 (ASSIGNEE'S
LEGAL REPRESENTATIVES), to insert here in parentheses (filed
on and given Application No. by

the following Office US - United States Patent and Trademark Office)
this APPLICATION’s Application No., filing date, and Office, when

known;
L] was filed on and was given Application
No by the following Office

Microsoft Technology Licensing, LLC, a Washington limited liability company, on
behalf of itself and its sugccessors and assigns ("ASSIGNEE"), is entitled to, and is desirous
of acquiring, the entire and exclusive rights, title and interest, including the right of
priority, in the INVENTION and the APPLICATION (and all other applications and patents
derived therefrom, such as continuing applications, in whole or in part, in and for the
United States, its territories, and all foreign countries (APPLICATION DERIVATIVES™Y);

ASSIGNOR hereby authorizes, and requests, ASSIGNEE'S LEGAL REPRESENTATIVES
to insert the Application No., filing date, and Office into the following table for any
APPLICATION DERIVATIVES after they are known;

Application No. Fiting Date Office
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PATENT ASSIGNMENT MS Docket No.:_407379.1IS-NP

WHN Docket No.: 13768.3766

AN AN ANINANANINIANANINN M st 8 AR S Sy

For good and valuable consideration, the receipt of which is hereby acknowledged
by the ASSIGNOR, the ASSIGNOR hereby sells, assigns and transfers to the ASSIGNEE,
ASSIGNOR’s entire and exclusive rights, title and interest, including the right of priority,
in the INVENTION and the APPLICATION (and all other applications and patents derived
therefrom, such as continuing applications, in whole or in part, in and for the United
States, its territories, and all foreign countries ("APPLICATION DERIVATIVES™);

ASSIGNOR agrees to execute all instruments and documents required for the
making and prosecution of the APPLICATION (and APPLICATION DERIVATIVES), for
fitigation regarding letters patent derived therefrom, and for the purpose of protecting
and perfecting title to the APPLICATION {and APPLICATION DERIVATIVES).

Hininban B s, [0.39. 2219
Inventor’s Signature Date
-
Anirban Basu %"?ﬁ‘?{‘%‘ T,
Printed Name in English Printed Name in Native Language
{if other than English)
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PATENT ASSIGNMENT _ MS Diocket Moo 40737%-US-NP

WHN Docket No.; 137683766

{ Praveen Erode Murugesan {("ASSIGNOR™) am the original inventor or an original

joint inventor of subject matter (INVENTION") disclosed andior claimed in a patent

application entitled "Using IP Heuristics to Protect Access Tokens from Theft and Replay”
{("APPLICATION"), which:

2 will be filed. ASSIGNOR hereby authorizes, and reguests,
ASSIGNEE'S legal representative, Microsoft Technology Licensing,
LLC., One Microsoft Way, Redmond, Washington 98052 {ASSIGNEE’S
LEGAL REPRESENTATIVES), to insert here in parentheses (filed
on and given Application No. by
the following Office US ~ United States Patent and Trademark Office)
this APPLICATION's Application No., filing date, and Office, when

known;
L] was filed on and was given Application
No by the foliowing Office

3

Microsoft Technology Licensing, LLC, a Washington limited liability company, on
behalf of itself and its successors and assigns ("ASSIGNEE"™, is entitled to, and is desirous
of acquiring, the entire and exclusive rights, title and interest, including the right of
priority, in the INVENTION and the APPLICATION {and all other applications and patents
derived therefrom, such as continuing applications, in whole or in part, in and for the
United States, its territories, and all foreign countries (APPLICATION DERIVATIVES™Y;

ASSIGNOR hereby authorizes, and reguests, ASSIGNEE'S LEGAL REPRESENTATIVES
to insert the Application No., filing date, and Office into the following table for any
APPLICATION DERIVATIVES after theyarekpown,
| Application No. Filing Date Office

N YA 888

Page | of 2

PATENT
REEL: 050875 FRAME: 0989



PATENT ASSIGNMENT MS Docket No.:_407379-US-NP

For good and valuable consideration, the receipt of which is hereby acknowledged
by the ASSIGNOR, the ASSIGNOR hereby seils, assigns and transfers to the ASSIGNEE,
ASSIGNOR's entire and exclusive rights, title and interest, including the right of priority,
in the INVENTION and the APPLICATION (and all other applications and patents derived
therefrom, such as continuing applications, in whole or in part, in and for the United
States, its territories, and all foreign countries ("APPLICATION DERIVATIVES™);

ASSIGNOR agrees to execute all instruments and documents required for the
making and prosecution of the APPLICATION {(and APPLICATION DERIVATIVES), for
litigation regarding letters patent derived therefrom, and for the purpose of protecting
and perfecting title to the APPLICATION (and APPLICATION DERIVATIVES).

s _— [ ol
""”“”:ﬁ““w o} 24 2019

Inventor’s Signature Date

Praveen Erode Murugesan
Printed Name in English Printed Name in Native Language
{if other than English}
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