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Patent Assignment

This Patent A ment {thig ™/ Q20 {the
“Eiffective Er‘&li’.“} b_‘_\,- f&siba—tba Qroup E’i{.»samg Lm‘;sim‘ § company s;‘:uE;» authurize i under the h o
{ Cayman Istands and baving an address at §o= zih Floor, (e {.’aft)iiai 'E’Eace PO Box 847,

(nitofge ‘T o, Orand Caymar, Cayman Islands £

WHEREAS, Assignor is the owner of cortain

patent applications set forth on &

WHEREAS, Advantageous New Technologies Co., Lidl, g company duly organized unde
and pursuant 1o the laws of Cayman Idands and baving s address gt Cayman Corporate *\..emtre,
27 §~m$§‘5;w§ Road, Gearge Town, Grand Caviman BY E-S08, Cayman Islands (hereinatter the

‘:« ssignee’ ), is desirous of acquiring Asstgnor’s entive right, title and terest in and o sald Patents
nd Applications, gnd in god to any Latters Patant or E%;:&‘fm:\; 0 be obtained therefor and thereon;

NOGW, THEREFORE, for good and valuable consideration, the receipt and adequacy of
which 15 hereby acknowledged, Asstgnor has as of the Effoctive Thie sold, assigned, transtored
and conveyed, and does heveby selll assign, transfor and convey, anto Assignee, all of Assignor’s
rights, tiiles and intgrests in and 10 the Patents and Applications, and any and alf Letlers Patent o
Patents in the United Satgs of Amorics and all Sreign countrics which may be granted thers{or
and thereon, fur Hs own wse and bebalf and thc’: use and behalf of its successors, legal
represeniatives and assigns, 1o the ull end of the erm or terms for which Lettors Patont or Patents
may be granted, as fully am_d gotrely as the same would have been held and cojoyed by the

o

Assignen, bad this safe and assignment not beens made. Assignor does hereby sell, assign, transfer,
and convey to Assigner, its successors, legal reprosentatives, and assigns all elaims for damages
and all romedics arising out of any violation ot the rights assigned hereby that may have acerned
prior to the date of gssignmuent to Assignee, or may acorue bercallor including, bt vol limited 1w,
the right 1o sue for, solfect, and retain damages for past, present and futwre infringement o the said
Fatents and Applications before or abler issuance,

N TESTIMONY WHEREGE, this Assignment i signed by the following duly anthorized
3]

atories of the Assignor and Assignee respective

L on this 26th day of Aygust | 2020,

Assignor Assignee
Alibaba Group Holding Limited Advantageons New Technologies Co., Lid,

f“,\-:“““‘\: SN
Signature: < Signature: \ “’f ) i\ ;
Name:  Min Schumann Xu Namwe T Benyj &;mn Baj e
Tide:  Chiel Patent & Technology Counsel Tifer  Dusoter
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Schedule A to Patent Assignment

\\

| A2437US

PCT2572US

A2660US

14677720

15324661

14746548

2015/4/2

2015/6/17

2015/6/22

VERIFICATION METHOD AND DEVICE USING A |

DATA STORAGE METHODS, QUERY METHODS, AND
A S O

APPARATUS AND METHOD FOR CONTROLLING
WIRELESS NETWORK ACCESS AND WIRELESS DATA |
TRAFFIC 5

A2735US

- A2769US

14812806

14729913

14817574

2015/7/29

2015/6/3

2015/8/4

SYSTEM AND METHOD FOR DETECTING AND

METHOD AND SYSTEM FOR PASSWORD SETTING
AND AUTHENTICATION

SECURITY VERIFICATION METHOD, APPARATUS,
SERVER AND TERMINAL DEVICE

. A2873US

14931575

2015/11/3

METHOD AND APPARATUS FOR INFORMATION |
RECOGNITION ‘

| A2930USC1

| A2035US

A3076US

15473304

14880637

14832672

14863109

2017/3/29

2015/10/12

2015/8/21

2015/9/23

METHOD AND DEVICE FOR OBTAINING CONTENT OF |

METHOD, DEVICE, TERMINAL, AND SERVER FOR
VERIFYING SECURITY OF SERVICE OPERATION

METHOD AND APPARATUS FOR MANAGING

BACKGROUND APPLICATION

oD YS RMINING |
RELATIONSHIP BETWEEN USERS BASED ON |
PHYSICAL ADDRESSES OF WIRELESS SIGNAL |
SOURCES

METHOD AND APPARATUS FOR ADAPTIVELY

ADJUSTING USER INTERFACE

PATENT
REEL: 054349 FRAME: 0286



| PCT3198US | US 15594489 2015/11/3 Two-Dimensional Code Scanning Interaction Methods and |
‘ Apparat ‘

{ PCT3268US 15495894 2017/4/24 METHOD AND DEVICE FOR VERIFYING A TRUSTED

{ PCT3337US 15581752 2017/4/28 METHOD AND  APPARATUS FOR  IDENTITY

PCT3414US 15625996 2017/6/16 Device Verification Method and Apparatus

i A3468US 14993862 2016/1/12 METHODS, SYSTEMS, AND APPARATUS FOR ‘!
: IDENTIFYING RISKS IN ONLINE TRANSACTIONS 5

PCT3794US 15675138 | 2017/8/11 DATA SYNCHRONIZATION METHOD, APPARATUS,
AND SYSTEM

14987206 2016/1/4 METHODS, APPARATUS, AND SYSTEMS FOR
DISPLAYING NOTIFICATIONS

i A4031US 15002120 2016/1/20 METHODS, APPARATUS, AND SYSTEMS FOR |
‘ RESOURCE ACCESS PERMISSION MANAGEMENT 5

i A4091US 15000123 2016/1/19 METHOD AND APPARATUS FOR PROCESSING |

MESSAGE

15057584 2016/3/1 METHOD AND APPARATUS FOR USER IDENTITY
AUTHENTICATION

A2930USC2 16/243,030 2019/1/8 METHOD AND DEVICE FOR OBTAINING CONTENT OF
SERVICE INFORMATION

{ A3270USC1 16/289,477 2019/2/28 METHOD AND APPARATUS FOR FACILITATING THE
: LOGIN OF AN ACCOUNT

A14545U8S 16/508.639 : 2019/7/11 IMAGE  ACQUISITION  METHOD.
' RO

A16450US 16/547,735 2019/8/22 IMAGE PROCESSING METHOD AND APPARATUS
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| A15990US

:US 16/559,060

2019/9/3

INFORMATION DETECTION METHOD, APPARATUS,
AND DEVICE ‘

L A16010US

: US 16/561,793

2019/9/5

AUTHENTICATION AND AUTHENTICATION MODE !
DETERMINATION METHOD, APPARATUS, AND |

[ A16016US

A17365US

16/552,683

16/698,118

2019/8/27

2019/11/27

METHOD, APPARATUS, AND SYSTEM FOR RESOURCE |
TRANSFER

EFFICIENT DATA UNIT REUSE METHOD AND SYSTEM

PCT12106US

16/661,457

2019/10/23

MERCHANT EVALUATION METHOD AND SYSTEM

. PCT12198US

16/592,895

2019/10/4

RISK ADDRESS IDENTIFICATION METHOD AND |
APPARATUS, AND ELECTRONIC DEVICE 5

: PCT12212U8

i US 16 /599,599

2019/10/11

METHOD AND APPARATUS FOR USER |
AUTHENTICATION BASED ON FEATURE |
INFORMATION '

{ PCT12245U8

16/749,772

2020/1/22

INDEX ANOMALY DETECTION METHOD AND ;
APPARATUS, AND ELECTRONIC DEVICE

| A6293USCI1

16/434,996

2019/6/7

METHOD AND APPARATUS TFOR DISPLAYING
DIGITAL OBJECT IDENTIFIER

: CES. SYSTEMS, C TER-
READABLE STORAGE MEDIUMS FOR LOCATION |

: PCT11839US

{ PCT11845U8S

16/438,917

16/592,853

2019/6/12

2019/10/4

DATA STORAGE AND CALLING METHODS AND .

METHOD AND APPARATUS FOR DETERMINING
INDEX GRIDS OF GEO-FENCE

¢ PCT11889US

16/552,256

2019/8/27

AUTHENTICATION METHOD AND DEVICE, AND .
BLOCKCHAIN-BASED  AUTHENTICATION  DATA |
PROCESSING METHOD AND DEVICE

: PCT12037US

16/704,358

2019/12/5

DIALOG GENERATION METHOD, APPARATUS, AND !
ELECTRONIC DEVICE ‘
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| PCTI12296US | US

16/723,362 2019/12/20

OFFLINE TRANSACTION IMPLEMENTATION METHOD
AND APPARATUS !

. PCT19181US

16/721,265

2019/12/19

METHODS AND DEVICES FOR PERFORMING OFF- |

: PCT19954US

2020/1/8

METHODS AND DEVICES FOR ACQUIRING AND
RECORDING  TRACKING  INFORMATION  ON :
BLOCKCHAIN f

. PCT19976US

16/719,548 2019/12/18

METHODS

AND DEVICES FOR PROCESSING |

i PCT19310US |

2020/1/24

16/752,356

METHODS AND DEVICES FOR ESTABLISHING :
COMMUNICATION BETWEEN BLOCKCHAIN

. PCT19311US

16/752,439 2020/1/24

METHODS AND DEVICES FOR VALIDATING
TRANSACTION IN BLOCKCHAIN SYSTEM

| A3838USCI

16/599,080 2019/10/10

METHODS, APPARATUS, AND SYSTEMS FOR SENDING
INFORMATION

. PCT22012U8S |

16/775,828 2020/1/29

METHODS AND SYSTEMS FOR AUTOMATIC
BLOCKCHAIN DEPLOYMENT BASED ON CLOUD

PCT21998US

16/775,791 2020/1/29

METHODS AND DEVICES FOR DATA TRAVERSAL

| A3166USCI

16/711,379 2019/12/11

SYSTEMS AND METHODS FOR INTERACTION AMONG

| A3595USCI

16/784,148 2020/2/6

MMETHOD AND APPARATUS FOR DISPLAYING !
INFORMATION :

 PCT3433U8
L2

16/752,563 2020/1/24

METHODS AND  APPARATUSES
OPERATION ON A MOBILE TERMINAL

FOR FORM

| A14544USCI | US

16/774,037 2020/1/28

THREE-DIMENSIONAL
DETECTION METHOD,

LIVING-BODY FACE
FACE AUTHENTICATION |

i A14545USC1

16/774,045 2020/1/28

IMAGE ACQUISITION METHOD, APPARATUS AND |

SYSTEM AND ELECTRONIC DEVICE
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| A15982USC1

| A16001USC1

16/774,076

16/775,296

2020/1/28

2020/1/29

IDENTIFICATION METHOD AND APPARATUS AND
COMPUTER-READABLE STORAGE MEDIUM

USER IDENTITY DETERMINING
APPARATUS, AND DEVICE

METHOD,

PCT11889US

a

PCT12106US
e

16/777,506

16/777,675

2020/1/30

2020/1/30

AUTHENTICATION METHOD AND DEVICE, AND
BLOCKCHAIN-BASED  AUTHENTICATION  DATA |
PROCESSING METHOD AND DEVICE 5

AUTHENTICATION BASED ON FEATURE

INFORMATION

MERCHANT EVALUATION METHOD AND SYSTEM

{ PCT11781US
Cl

 PCT11839US
i Cl

16/773,582

16/774,629

2020/1/27

2020/1/28

FOR  IDENTIFYING RISKS PERTAINING TO
O D

BUSINESS PROCESS STARTING METHOD AND
APPARATUS

DATA STORAGE AND CALLING METHODS AND :
DEVICES 5

- AI6010USCI

16/775,298

2020/1/29

AUTHENTICATION AND AUTHENTICATION MODE
DETERMINATION METHOD, APPARATUS, AND !

| A16016USCI

16/776,541

2020/1/30

METHOD, APPARATUS, AND SYSTEM FOR RESOURCE
TRANSFER '

A17365USC1

16/776,553

2020/1/30

EFFICIENT DATA UNIT REUSE METHOD AND SYSTEM
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PCT21717US8 | US 16/887,654
a |

2020/5/29

METHODS AND DEVICES FOR EXECUTING TRUSTED
APPLICATIONS ON PROCESSOR WITH SUPPORT FOR |

 A16010USC2 | US 16/943,648

2020/7/30

AUTHENTICATION AND AUTHENTICATION MODE |
DETERMINATION METHOD, APPARATUS, AND |
ELECTRONIC DEVICE f

RECORDED: 11/12/2020
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