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AKT Ne 2015-0024-SE-PD1-RU

r. Mocusa
21 pexabpn 2019 r.

Hactosuinit AKT, coctaBaed W nognucad 0Q0
«fAHaesc. TexHoAOTMi:, 2aPErucTPUPOsaHHbiM 8
COOTBETCTBUM C 3aKOHOAATeNbCTBOM Poccun no
agpecy: 119021, Pocews, r. Mockea, ya, Jleaa
Toacroroe, 4. 16, ¢ cgMOR CTOposbl, (ganee -
«Komnarus»},

degepaunu
Sivpuespdem
8 Cucreme:
(hanee -

o rpaxmganuHonm  Pocouitckon
bysaeBtim Bopnsikom
{upentndurarop Waocbperarens
bbhuvaev), C ABPYrol  CTOPORDY,
«HMzobperarens»),

umeryemsimu N0 oTaensHocT  «Croponay W
COBMECLTHO - «CTOROHLI),

NOATBEPWAAET, UTO:

1. M3obperatenb coBmecTHo ¢ CTaTeeBbim
C.B. u [lyburosckum AC. apaserca COaBTOPOM
CARAYICLIETO cnysuebroro pesynsrara
WHTENACKTYANLHON AeATENbHOCTH:
e Haszsanue: METHQD AND
SYSTEM FOR IDENTIFYING MALICIOUS
ACTIVITY OF PRE-DETERMINED TYPE
IN LOCAL AREA NETWORK
s  Homep dalisia B cucreme: 2019-0024-
SE-PD1-RU {panee — «Mzobpererner)

flog «Cuctemolr» no  Hacrosiuemy  AKTy
noHMmaetea 0233 gaHHLIX, Begoman u
nogaepxusaeman Komnanuelt coberBenHbimy
CHAAMK WAK C UCTIDAL3OBAHKMEM NPOFPAMMHOTO
obecneuerms WAV YCAYT TPETEIX AUL, B KOTOPOH
COpEePUTCH  WRPOPMaLMA  NO  KEOKA0MY
noTEHBMANLROMY U3CHPETERMIO C NTPNCBOSHUEM
emy YHUKAAbHOTO WHAKBULYBNBLHOTO
npeHTHdUKaTopa ~ sHomepa daiina B Cucreme.
CropoHsl COTAACUANCE, YTO VYKAIaHUE TaKOTo
YHUKaNbHOTO NBAMBUGYEIBHOTO HoMepa
ABAAETCA A0CTATOMHbIM CPeaCTBOM

ACT Ne 2019-0024-SE-PD1-RU

Moscow
December 21, 2019

This Act made and signed by
Yandex.Technologies LLC, a  company
registered under the laws of Russia, with
address: 16 Lva Tolstogo str., Moscow, 119021,
Russia, on the one hand, (“Company”),

and citizen of Russian Federation Buvaev Borlyk
Lidzhievich (inventor identifier in the System:
bbuvaev), on the other hand, (hereinafter -
“Inventor”)

referred to separately as “Party” and jointly
“Parties”,

CERTIFIES THAT:

1 Inventor jointly with Statyev S.V. and
Dubikovsky A.S. is the coauthor of the
following patentable object made for hire:

s Title: METHOD AND SYSTEM FOR
IDENTIFYING MALICIOUS ACTIVITY OF
PRE-DETERMINED TYPE IN LOCAL AREA
NETWORK

s No. of the file in the system: 2019-0024-
SE-PD1-RU (hereinafter — “Invention”)

The “System” as used herein means the
database, obtained and managed by the
Company or using third party services or
software, the database contains the
information on each potential invention
identified by a unique identifier - No. of the file
in the System. The Parties agree that
identifying the unique identifier associated
with the Invention is sufficient to identify the
Invention subject to this Act.
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uHaMBMAyanusaln  Msobpeterus B pamMrax
HACTORWETO AKTA.

2. MNpaBo Ha foay4eHue naredta Ha
N3obpereHiie O/AHOCTBIO npUHagAeRuT
Komnasuu., KomnaHus BRpase MCNONbL30B3ThH

MN30Bpererue n PacnopsXaThes um o csoemy
YCMOTPEHMIO  /I0BbIM - HE  NPOTHBOPEHAWNM
3akoHy cnocoBom, B TOM HUCNE 3anaTeHTosars
WM3oBpeteHne OT CBORTO MMEeHu Win nepeaatb
Apaso Ha NOfyveHWe nateHTa Ha Maobperexue

Lpyrum AnUAM. Pk OTCYTCTBAR
natewtocnocofroctn  WUsobpetenns  Hecer
Komnarna.

3, Ecan y Usobpetarenn umeroTes Kakue-nnbo
oTHyAaeMbIE npaBa B OTHOLWENHAN
WaobpeTennn, TO Msobperatens HacTOALMM
[OAHOCTLIO OTHYKRAAET 1 nepepaer RomnaHuu
3TW OTHYIHAAEMBIE NPABA, B TOM YUCne:

3. MpaBa Ha NoAavy NaTeHTHBIX 3aABOK H3

MaobpeTerune Ha TEPPUTOPUM BCEX CTPaH

MUpa;

b. Bce npasa Ha UCNONLI0EaHNE
npuopuTeTa NaTeHTHbLIX 33ABOK,
NoAaHHbIX Ha WaabpereHue ]

rocysaperee - ydactHuke lapvKckodi
KOHBEHUNM NO OXPAaHE NPOMbILIIEHHOR
COBCTBEHHOCTH;

C. BCE NPaBa Ha BCE NATEHTHLIE 33ABKM HA
Naobperenue, Kotophie MOryT  Bbith
NOAaHb! Ha TEPPUTOPUU BLEX CTPAH MDA,
3 TAKMKE CBAZAHHDIE C HUMU BbiAg/ieHHbI2
Y NPOA0AKAKLWMNE NATEHTHBIE 33RBKK;

d. BCE npasa Ha BCE NATEHTHI, KOTOPLIE
MOTyT BbiTh BoiZaHsl Ha Maobpetenne 8

BK/AIOYAR  BCE

BOCCTRAHOBIGHHbBIE W

nwobodt  cTpane  Mupd,
NPOSAEHHbBIS,
NepPen3aaHHbIe NATEHTL,

4. Kzobperatent NOATBEPRAIET ¥ rapaHTUPYeT,
41O OH/OHa He 3aKkmoyan/ 3akaodana u He Byaer
3AK/MOMATH KaKkne-nubo cornalleHuns ¢ TREToUMKN
AvLamu B oTHOWEHUK Uaobperenus.

2. The right to obtain a patent to the Invention
fully belongs to Company. Company may use
the invention at its own discretion by any
tawful means, including patent the Invention in
its own name or transfer the right to obtain a
patent to the Invention to a third party. The risk
of non-patentability of the invention shall be
bormne by the Company.

3. If the Inventor has any transferrable rights
with respect to the Invention, the Inventor
hereby fully assigns, transfers, sets over and
conveys to the Company these transferrable
rights, including:

a. the right to file patent applications for
the Invention in all jurisdictions in the
world;

b. all rights to claim priority based on
applications filed for the Invention in a
member-state of the Paris Convention

the of

Property;

c. all rights to all applications that may be

for Protection industrial

filed for the tnvention in all jurisdictions

in the world, all divisions, and
continuations thereof;

d. all rights to all patents that may be
granted on the Invention in any

jurisdiction of the world, all extensions,

renewals, and reissues thereof;

4. Inventor has not executed and will not
execute any agreement with any third party in
relation to the Invention.
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5. [na uenedt Coepmuenrbix Watos Amepuku
Hactoniumm WM3obpeTtarens 3asBAART, 4TO!

a. Coorsercreywilan 3asBka Obila nojada
WaoBpertatencm MAKM JUUOM, VIOIHOMOYSHHDIM
Ha NOQaYY 3as88KU, OT umenu W3obperarens.

bh. MaoBperatend yTBepXAae8T, UTO gBAALTCH
noginHHbim  astopom  MWzobperenun. [pyrux
COaBTOPOB, 33 WCKMOYBHMEM YKa3auHbX B
Hacroaem Akrte y Maobpertenns ner.

. Hactosunm W3obpetatent NoaTeemKAQeT, 4To
o3HakomneH ¢ noaowenuem n. 1001 Tn. 18
3akoda CIUA, coraacHo  KOTOpOMy, 38
npusefeHne MobbiX NPeaHIMEPeHHbBIX NOHHbLIX
yTBEPRIEHUN g HACTORLLEM AKTe,
ApeAycMoTReHa  OTBETCTBRHHOCTL &  Bhge
HanoweHus  wrpada  uMAr TIOPEMHOrO
3aNAIONEHUA HA CPOK He Bonee natu {5) net.

6. Vzobperarvens  HacTosuwmm  obasyercs
conButats Komnasuu, ee npasonpeemHnKan,
060 BCEX w3BECTHLIX emyfell  daktax B
OTHOLIEHMM AaHHOro  Mzobperexun, peaats
3aRBASHKA B CyaebHbiX Cropax, NOANUCHIBATL BLe
HROOXOAUMBIE  HOPUOMYECKUE  [AOKYMEHTH,
MOANUCHIBATL W APEAOCTABNATE BCE [JOKYMEHTL,
KOTopbie HeoBXOAMMBl WAK HenaTenbHbl AAas
OXparbl MMYLLECTBEHMbIX Mpas Komnaxuuy, ee
nNpasonpeemrnKkoB, Ha pawHoe KsobpereHue,
YYACTBOBATL 80 BCLEX NDCASAYIOUIMX 33RBKAX Ha
NAaTeMThl, BLITEKAIULMX U3 WAW OTHOCAUWMXCH R
darnsomy  WMzobpeterwio,  y4acTBoBaTh B
IHCTIEPTM3AX, CBUAETEAbCTBOBATL B CyfAe U
ASNATH BCE BOIMONKHOE Ans nomoim Komnawn,
€€ NPIBONPEEMHUKAM, B NOAYYEHUK U 3auuTe
npas Ha gaHnoe Mzobperenne B noboit crpane,
fIpK 3TOM BHE 3aBUCHMMOCTI OT TOTO, ABARETCA NN
Maobpetatens pabotHrkom Komnanwu uan ee
adPPUARPOBARHBIX ABE, BCE PACXode  Ha
ucnonHeHue  0DA33TEALCTB,  YKa3aHHbIX B
HACTOALLEM NYHKETE, [OMKHE floHecTH Komnanus,
ee NpasanpeemHuKY,

7. Hacroawuil AKY cocTaBned v nognucas Ha
PYCCKOM U aHrMACKOM A3sikax 8 2 {(4Byx)
UAGHTUUHDBIX IKIEMIIADAX, UMEIOWMX PaBHYIo
IPUOKRMECKYIC CUTY, 1D OSROMY AR KaxAoh us

5. For the purposes of the United States of
America Inventor hereby declares that:

a. Thecorresponding application was made or
authorized to be made by Inventor.

b. Inventor believes that he/she is the original
inventor of a claimed Invention, No any
third party is a coauthor, except as
mentioned in this Act.

¢. Inventor hereby acknowledges that any
willful false statement made in this Act is
punishable under 18 U.S.C. 1001 by fine or
imprisonment of not more than five {5)
years, or both.

6. inventor hereby agrees that he/she will
communicate with the Company, its successors
and assigns, any facts known to him/her in
respect to this Invention, testify in any legal
proceedings, sign all lawful papers when called
upon to do 50, execute and deliver any and all
papers that may be necessary or desirable to
perfect the title to this Invention in said
Company, its successors or assigns, execute all
divisional, continuation, reissue, and re-
examination applications, make all rightful
oaths and generally do everything possible to
aid the Company, its successors and assigns, to
obtain and enforce proper patent protection
for this Invention in any country, it being
understood that, irrespective of whether
inventor is in the employ of the Company or its
affiliates, any expense incident to the
performance of the obligations of the present
paragraph shall be borne by the Company, its
successors, and assigns.

7. This Act is drafted and signed in Russian and
English, in 2 (two) identical coples, having equal
legal force, one copy for each Party. In any case
of discrepancies or differences between the
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CvopoH. B cnydae npotmsopeunii  mewxagy versions of the Act in Russian and English, the
pepcuamyt AKYa Ha pycckom u arrauickom  Russian version shall prevail.

H3bIKAX, PYCCKOAIbIMHEN BEPCKS unmeer

APEUMYLLECTBEHHYIO CHUAY.

WMaobBpertaTenn: Invenior:

Bysaen Boprbik lugxuesuy Buvaev Borlyk Lidzhievich

Komnarua: Company:

000 «HAngexc. Texnonoruy Yandex.Technologies LLC

Mecro naxomgerus: Address: 16 Lva Tolstogo str., Moscow, 119021,
Poccus, 119021, r. MockBa, yAa. flbga Toncroro, Russia

.16 Tax [D: 7704414297

MHH 7704414297 KPP code 770401001

KM 770401001 Reg. No: 1177746494166

OPH 1177746494166

NoANUCHU CTOPOH / SIGNATURES OF THE PARTIES:

HMaobperarens / Inventor: Komnanun / Company:

N

N
$
ekt
T A S
TR \.\ e
s S Saasdn

npeacTasuTessnbittaepennocry / authorized

representitive "
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AKT Ne 2019-0024-SE-PD1-RU

r. Mocksa
21 aevabpa 2019 1.

Hactoswiui AKT, COCTagned u nognucad CCOO
«fAnpexc. TexHonorun, 3apErnCTPUpPOBANHLIM B
COOTBETCTBUM € 3aKOHOAATEABCTBOM Poccun nio
agpecy: 119021, Poccus, . Mocksa, yn. flbBa
Tosactora, 4. 16, ¢ oaHO# CTOPOHY, {(nanee -
«Komnanuan),

M TPaKGaHuHoM Poccutickoit  Pegepaunn
LlyGukoBckyum  AneRCaHAPOM Cepreesuuem
{naenTUdrKaTOp Wsobperatens 8 Cucreme:
dubikovsky), ¢ ppyroit cropoubl, (panee -
«HsobBperatendy),

WMEHYEMbIMU IO OTAGABHOCTH «CropoHa» #
COBMECTHO - «CTOPROHBI,

NOATBEPKDAET, UTO:

1 W3obperatents COBMECTHO C bymaesbim
5.0, u CrateeBbiM C.B. sBAAETCA CO3BTOpOM
chieayiouiero cnyebroro pesynuTaTa
AHTEANEKTYANbHON A@ATeNbHOTTI.
s HazsaHue: METHOD AND
SYSTEM FOR {DENTIFYING MALICIOUS
ACTIVITY OF PRE-DETERMINED TYPE
IN LOCAL AREA NETWORK
e Homep daiina 8 cucTeme: 2019-0024-
SE-PD1-RU (ganee ~ «WUaobperennen)

flog ~«Cucremoi»  no wacToswemy  AKTY
nouumaeTcs  Gaza  AaHHbIX,  BEAOMAR W
nosaemruBaeman Komnanuei cobcTBeHHBIMK
CUNaMM uAK ¢ UCHONB3OBIHNEM APOTPaMMHOTO
ofecneqeHua URK YCAYF TPETBUX AL, B KOTOPOW
copepwutca  uHpopmauun - 1O Kamaomy
noTeRupanbromy nzobperennia ¢ npUCBoeHNEM
emy YHUKENDHOTO UHAMUBUAYAABHOTO
upeHTUbuKatopa ~ HOMEpPa daiina B Cucreme.
CropoHbl  COFIACKANCE, HTO yKaszaHue Taroro
YHAKaABHOTO AHANBUBYEABHOTO HOMEPA
ABARETCA BOCTATOUHBIM cpencTsom

ACT Ne 2019-0024-SE-PD1-RU

Moscow
December 21, 2019

This Act made and signed by
vandex.Technologies  LLC, a  company
registered under the laws of Russia, with
address: 16 Lva Tolstogo str,, Mascow, 119021,
Russia, on the one hand, {("Company”),

and citizen of Russian Federation Dubikovsky
Aleksandr Sergeevich {Inventor identifier in the
System: dubikovsky), on the other hand,
{hereinafter - “Ynyentor”)

referred to separately as “party” and jointly
“Parties”,

CERTIFIES THAT:

1. inventor jointly with Buvaev B.L. and
Statyev S.V. is the caauthor of the following
patentable object made for hire:

e Title: METHOD AND SYSTEM  FOR
IDENTIFYING MALICIOUS ACTIVITY OF
PRE-DETERMINED TYPE IN LOCAL AREA
NETWORK

s No.ofthe file inthe system: 2019-0024-
SE-PD1-RU (hereinafter -~ “Invention”)

The “System” as used herein means the
database, obtained and managed by the
Company or using third party services Of
software, the database contains  the
information on each potential invention
identified by a unique identifier - No. of the file
in the System. The Parties agree that
identifying the unique identifier associated
with the Invention is sufficient 1o identify the
ipvention subject to this Act.
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UHAMBKAYANU3aUNK WsobpereHmna 8 Pamyax
HaCTORWEro AxTa.

2. flpago Ha FOAYYEHUE nareHTa Ha
Visobpertenue fIONHOCTBIO npUHAARENUT
Komnaxuu, Komnawus Bsnpase UCNONL308aTH

W30BpeTeHus ¥ PacNopmKaThea UM O cBoemy
yemoTpenuio  ntoboiv  He RPOTUBOpEYALINM
3aKoHy cnocobom, 8 TOM HMCae 3anaTeHToBaTL
WsobpeTeHue OT CBOEBTO MMEHW WM nepegatb
Paso Ha NOAy4eHUE NATEHTa Ha WHzoBpeTerne

Apyrum SIALLAM, Puck OTCYTCTBUR
nateHTocnocobHoCTH VisobpeTerus Hecey
KomnaHua.

3. Ecnm y Mzobpevatens MMEIOTCA Kakue-nubo
OTHYHAAEMbIE npasa 8 OTHOWIEHWN
Uzotipetenns, TO Waobpetatent HacTORWMM
NOAHOCTBIO OTMYXKAAET W nNepefaet Komnanuy
STH OTUYKAACMBIE NPABA, B TOM WACAE.

3. MpaBa Ha NOAAYY NATEHTHbLIX 33ABOK Ha

f306peTerne Ha TepPUTOpUM BCEX CTPAN

MUpa;

b. Bce npasa Ha ucnois30Banine
npuopnTeTa [IaTEHTHBIX 3aAB0K,
NOAAHEbIX Ha Vagbpertenus B

rocyaapcTee - y4acTHuKe Napumckoin
KOMBEHUMM FIO OXpaHe RPOMbHLIIEHHOWR
CoODCTBEHHOGTH;

¢. BCe Mpasa Ha BCe NATeHTHbIE 339BKM H3
YaoBpeTenue, KOTOpBIE  MOTYT BuiTh
MOJaHb! Ha TEPPUTOPUM BCEX CTPSH MUP3,
A TAKOKE CBA3AHHBIE C HUMU BbIZENEHHDIE
1 NPOAOANAIDWME NATEHTHBIE 33ABKY,;

d. sce npasa Ha BCe NATEHTHL, KOTOpbIE
moryT ObiTh BbifaHu! Ha Visobpeterue 8

BRAKOYaR BCE

moboid  cTpaHe  MuUpa,

ApOAAEHHble,  BOCCTAHOBABHMBIE W

nepensaaHHblie NaTeHTbi

4, Wsobpetatens NOATBEPHAALT U rapaHTUpyer,
4TO OH/OHA HE sakmouan/ 3aK04ana u He byaer
zamouaTh Kakue-mbo cornauenua C TPETbUMU
AVUAMW B OTHOLIEHUH Uaobperenns.

2. The right to obtain a patent to the Invention
fully belongs to Company. Company may use
the Invention at its own discretion by any
lawful means, including patent the Invention in
its own name or transfer the right 1o obtain a
patent to the Inventiontoa third party. The risk
of non-patentability of the ihvention shall be
borne by the Company.

3. if the Inventor has any transferrable rights
with respect to the Invention, the Inventor
hereby fully assigns, transfers, sets over and
conveys to the Company these transferrable
rights, including:

a. the right to file patent applications for
the Invention in all jurisdictions in the
world;

b, all rights to claim priority based on
applications filed for the Invention in a
member-state of the Paris Convention
for the Protection of Industrial
Property;

¢. all rights to all applications that may be
filed for the Invention in all jurisdictions

all and
continuations thereof;

in the world, divisions,

d. all rights to all patents that may be
granted on the Invention in  any
jurisdiction of the world, all extensions,
renewals, and reissues thereof;

4. ipventor has not executed and will not
execute any agreement with any third party in
relation to the Invention.

PATENT
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5. Ons uenels CoeiMHEHHbIX LLiratos Amepukn
HacTORLMM M3cBpeTaTtent 3aABAACT, YTO!

3. CooTeercyeylowsas 3asgka Obtna nogada
YizoBpeTaTenem WM AWLOM, YNONHOMOUEHHDIM
Ha NOAAYY 3aRBKK, OT MMeHn U30bpeTaTens.

b. Vzobpetarens yTBEPXKIaeT, 4TO ABAALTLA
nop/vHHbIM  asTopom  W3obpeteHua.  [pyrux
COaBTOPOB, 33 WCKMOYEHWUEM YRAZAHHLIX B
HacToauiem Axre y Msobperenun HeT.

¢. Hacroswum WU306peTarenb NOATBEPIKABET, 4T0
o3HaKomneH ¢ nonoxeHvem n. 1001 Ia. 18
JakoMa CUIA, COrRacroO  KOTOPOMY, 3a
npusegexne Mobbix NpegHamepeHHbix NOMRHBIX
YTRRPIKAEHNI B HACTORMUEM Axre,
npeAycMOTpEeHa  OTBRTCTBEeHHOCTL B BUAE
Wanomenua  wrpada  wjuan  TIOPEMHOTO
3aRAKMEeRns Ha cpok re Bonee ATk (%) net.

6. WzoBperarendb  HaCTORUUM obAsyeTeH
coobuiate Komnanuu, €€ APIBoNpeeMHURAM,
060  BCEX W3BECTHbIX emy/elt daxrax 8
oTHOWEHWU fAanHoro Msobpertenun, AeNaTh
3a88eHUA B cyaebHbiX cnopax, NoANUCHIBATL BLE
neoBxopumbie  OpUAMHECKUE  AOKYMEHTHI,
NOAMMCHIBATL ¥ NPEAOCTABAATL BCE AOKYMERTD,
KOTOpbIe HEeODXOAMMBI AW MenatefoHbl ANA
OXpaHbl MMYLLECTBEHHDIX Npas Komnaxmi, ee
NPaBONPEeMHMKOB, H3 AanHoe U306peTeHne,
y4acTBoBaTh BO BCEX NOCASAYIOLMX 33ABKaX HA
[ATEHTHI, BLITEKAIOUIMX W3 WM OTHOCALMXCA K
nauHomy  Wsobperenuio,  Y4acTBOBATH B
3KCMEPTM3aX, CBUAETENbCIBOBATL B CYAE U
[E/aTh BCE BO3MOMHOE AR NTOMOUK KomriaHnn,
ge NPABONPEEMHUKaM, B NONYYEHMM 1 33LmuTe
npas Ha gadnoe Waobpetenue 8 nobow cTpane,
NpY STOM BHE 38BUCUMOCTI OT TOTO, ABAARTCA nu
Mzobperatens paboTHUKOM Komnawuu uau ee
ahOUAUPOBAHHLIX AUl, BCe Pacxodbl Ha
ucnonHenne  0BA3aTENbCTS,  YHA3AWHLIX B
HACTOALLEM TTYHKTE, SO/DRHE NOHECTH KOMNAHNEA,
@@ NPaBONPEeeMHIKN.

7. Hactoswmit AKT coCTagaer n noAnucaH Ha
PYCCKOM M AHFAMIACKOM A3bIKaX B 2 {asyx)
MAEHTUMHBIX DKIEMINAPAX, WMBIOLMX DIBHYIO
OPUANHECKYIO CUAY, NT OJHOMY AR KaMA0N U3

5. For the purposes of the United States of
America Inventor hereby declares that:

a. The corresponding application was made or
authorized to be made by inventor.

b. Inventor believes that he/she is the original
inventor of a claimed invention. No any
third party is a coauthor, except as
mentioned in this Act.

c. Inventor hereby acknowledges that any
willful false statement made in this Act is
punishable under 18 U.5.C. 1001 by fine or
imprisonment of not more than five {5}
years, or both.

6. Inventor hereby agrees that he/she will
communicate with the Company, its SuCCessors
and assigns, any facts known to him/her in
respect to this Invention, testify in any legal
proceedings, sign all lawful papers when called
upon to do so, execute and deliver any and all
papers that may he necessary or desirable to
perfect the title to this Invention in said
Company, its sUCCessors of assigns, execute all
divisional, continuation, reissue, and re-
examination applications, make all rightful
oaths and generatly do everything possible to
aid the Company, {s SUCCESSOXS and assigns, 1o
obtain and enforce proper patent protection
for this lnvention in any country, it being
understood that, irrespective of whether
inventor is in the employ of the Company or its
affiliates, any expense incident to the
performance of the obligations of the present
paragraph shall be borne by the Company, its
successors, and assigns.

7. This Act is drafted and signed in Russian and
English, in 2 {two) identical copies, having equal
legal force, one copy for each Party. In any case
of discrepancies or differences between the
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CropoH. B caydae NpOTMBOPEUHi  mexay versions of the Act in Russian and English, the
pepcuAMA  AKTa Ha pycckom # anrnubickom  Russian version shall prevail,

A3bIKEX,  PYCCKOA3BIUMAA  BepcMA  umeeT

NPERMYLLLECTBEHHYIO CHUAY.

Waobpetarens: Inventor:

Dybukorckuit Anexcangp Cepreesuy Dubikavsky Aleksandr Sergeevich

Komnarms: Company:

Q00 «Angexc. TeXHONOTUA» yYandex.Technologies LLC

MecTo HaxomaeHna: Address: 16 Lva Tolstogo str., Moscow, 119021,
Poccun, 119021, r. Mockaa, ya. /lesa ToncToro, Russia

a.16 Tax ID: 7704414297

WHH 7704414297 KPP code 770401001

KM 770401001 Reg. No: 1177746494166

OFPH 1177746494166

NOAMNWCA CTOPOH / SIGNATURES OF THE PARTIES:

Haobperartens [ Inventor: Komnadus / Company:
~ Dysesd S
& /}f” npegcrasuredng nosepepyocty / autharized
A regresentc_}“i" ! N\
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AKT Ne 2019-0024-SE-PD1-RU

r. Mocksa
21 pexabpa 2019 r.

Hacroawmi AT, cocrasaed un nognucas 000
«AHgeKe. TexHonoru», 3aperucTpUpoBatibiM B
COOTBETCTBUY € 3aKOHOA3TEALCTBOM PocCUK no
agpecy: 119021, Poccus, r. Mogksa, ya. JluBa
Tonctoro, g, 16, ¢ ogHoi cropoxb:, (panee -
«Komnanusy),

M rpamaanmHom  Poccuiickont Pegepaunu
CrarbesbiM Cepreem Bauecnasosuuem
(vpeHTuduxkatop Wsobpetatens 8 Cucreme:
guasar), ¢ Opyro#t  cropodbl, {nanee -
«Hzobperarenpr),

UMEHYEMBIMU TIO OTASALHOCTM «CTOpOHA» W
COBMECTHO ~ «CTOPOHDbIY,
NOATBEPKOAET, 4TO:

1. H3obpeTtaTene COBMECTHO C BYRaeBbIM
b1 u Oybukosckim A.C. aBaseTCA CO3BTOPOM

cAepyuera cnysmebHorg pe3yneTaTa
UHTEAARKTYANbHOW BeRTEALHOCTI:
e Hazpasue: METHOD AND

SYSTEM FOR IDENTIFYING MALICIOUS
ACTIVITY OF PRE-DETERMINED TYPE
IN LOCAL AREA NETWORK

o Homep dalina 8 cucreme: 2019-0024-
SE-PD1-RU {panee — «Maobperenuen)

foa «Cucremoin 1o HacToawemy  AKTY
nosnmaeTcs  Dasa  gaHdblX,  Beaomas
noapepkusacman KomnaHuel cobcrBeHHbIMM
CUAAMW WK € UCNIOALIOBARKUEM NROTPAMMHOIO
obecneyenus wnu YCAyr TPETbUX NKL, B KOTOpPO#
cogeputca  uHdOpMIUMA N0 KBKZOMY
AOTeHUMANbHOMY UICEPETeRIIC C FIPUCBOSHNEM
emy YHUKAALHOTO HHAMBUAYANBHOMO
uneHTudUrRaTOpa — Homepa ¢ailina B Cucreme.
CTOpOHBI COFTAaCUANCH, YTO YKA3IaHUE Taxoro
YHUKANbHOTO WHAWBUAYANLHOTO HOoMEpPa
ABNALTCA HOCTATOMHbBIM CPRACTBOM

ACT Ne 2015-0024-SE-PD1-RU

Moscow
December 21, 2019

This Act made angd signed by
Yandex.Technologies LLC, a  company
registered under the laws of Russia, with
address: 16 Lva Tolstogo str., Moscow, 119021,
Russia, on the one hand, {“Company”),

and citizen of Russian Federation Statyev
Sergey Vyacheslavovich (inventor identifier in
the System: quasar), on the other hand,
{hereinafter - “Inventor”)

referred 1o separately as "Party” and jointly
“Parties”,

CERTIFIES THAT:

1. Inventor jointly with Buvaev B.L. and
Dubikovsky A.S. is the coauthor of the
foliowing patentable object made for hire:

o Title: METHOD AND SYSTEM FOR
IDENTIFYING MALICIOUS ACTIVITY OF
PRE-DETERMINED TYPE IN LOCAL AREA
NETWORK

e No. of the file in the system: 2018-0024-
SE-PD1-RU (hereinafter - “Invention”)

The “System” as used herein means the
database, obtained and managed by the
Company or using third party services or
software, the database contains the
information on each potential invention
identified by a unique identifier - No. of the file
in the System. The Parties agree that
identifying the unique identifier associated
with the invention is sufficient to identify the
Invention subject to this Act.
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uHausuayanusanuy  Msobperenus B pamxax
HaCToOAWErD AKTa.

2. flpaso  Ha noAyvYeHMe natenTa Ha
W3obpeTenne MOAHOCTDIO NpURaRNEKNT
Komnanun, KOMMNaHWa BNPaBe WCNOAb3OBATH

HUzobpeTerne n pacnopamkarbes M N0 CBOEMY
VCMOTPEHMIO  /Mobbim  HE  NPOTWBSOPEYILUMM
33KOHY crnocobom, B TOM 4UMCAE 33NaTEHTOBATL
UzoBpererue OF CBOBIC MMEHWM WM Hepegath
Npaso Ha nosaydeHue naredTa Ha UacBpetenue

ARyrn TALLBM. Puck OTCYTCTBIA
nareHToCnocobHoCTH W3obpetenina Hecer
Kommnasxus.,

3. Ecnn y Mzobpertatens umerdTea Kakne-nubo
OTYYIHAGEMbIR npaea 8 OTHOWEHNUYU
UsobpeTtenns, 70 W3obperatens HACTOSUIMM
NONHOCTRIO OTYYMHAaeT 1 nepedaer Komnanuu
3TK OTUYHMAAEMbIC TPABA, B TOM YUCAE!

a. NpaBa Ha NOJAANY NATeHTHBIX 33ABOK HAa

HzobperTeride Ha TEPPUTOPUY BCEX CTPAH

MUPa;
b. sce npasa Ha UCNOAb30BaHNE
npuopuTeTa RaTeHTHBIX 33ABOK,
103RHbBIX Ha H3obpetexue B
rocyaperae - yyactHuke [lapuixckoi

ROHBEHUMWU 110 OXPaHe ﬂpOMblUJI!EHHDiz
COBCTBEHMOCTIA,

€. BCE NDABa H3 BCE NATEHTHLIE 3aABKKU HA
UsobperteHue, KoTopsle MOTYT  Obith
NIOZAH B! HA TEPPUTOPKY BCEX CTRAH MIPA,
8 TarKe CB8A3aHHbie C HIMY BblleNieHHKbie
¥ RPpOACAKRWUIME A3TEeHTHbIS 32ABKNK,

d. BCE fipasBa Ha BCE DaTEHTH,
MaryT ObiTe BbifaHbl Ha M3zobpeTerve B
MoBol  CTpaHe  mupa, gee
NPOAMEHHbBIR,  BOCCTAHOBAGHHbIE W
nepensgaHtbie NareH Tl

KOTOpLIB

BRAKOHAR

4. Nsobperatens NOATBEKAIET U rapanTupyer,
YTO OH/ORE He 3akaMarn/ 3akmovana 1 He byaer
3BKAYATE KakUe-mbo CornauieHna ¢ TPETbUMHU
NUUaMKU B OTHOWEHUK M306peTerns,

2. The right to obtain a patent to the Invention
fully belongs to Company. Company may use
the Invention at its own discretion by any
lawful means, including patent the Invention in
its own name or transfer the right to obtain a
patent to the Invention to a third party. The risk
of non-patentability of the Invention shall be
borne by the Company.

3. if the Inventor has any transferrable rights
with respect to the invention, the iaventor
hereby fully assigns, transfers, sets over and
conveys to the Company these transferrable
rights, including:

4,

a. the right to file patent applications for
the Invention in all jurisdictions in the
world;

b. alt rights to claim priority based on
applications filed for the invention in a
member-state of the Paris Convention

the
Property,;

¢. ail rights to all applications that may be
filed for the invention in all jurisdictions
in the world, all divisions, and
continuations thereof;

d. all rights to all patents that may be

Invention

for Protection of Industrial

granted on the in any
jurisdiction of the world, all extensions,

renewals, and reissues thereof;

Inventor has not executed and will not

execute any agreement with any third party in
refation to the Invention.
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5. 4na denen CoegurenHbix Wtaros Amepusu
HacToswMM MsobpeTaTtent 3anaBfeT, YTo:

a. CooveercrBytowas 3anaska Obina nogada
Nzobperatenem WAM NULOM, YIIONHOMOYEHHbIM
Ha NOAaYY 3a8BRN, OT umeny MaobBperarens.

b. Waocbperatens yrBepsKAaLT, 4TC ABASETCA
noganKHbiv - asTopom  M3obpertenna.  Opyrix
COABTOPOB, 33 WCKAIDYEHUEM VKa3aHHbIX B
HacToRwem AkTe vy M3ohpeTenus Het.

¢. Hactoauwmm M3obpeTtaTtens NOATBSRKIALT, 4T
o3HaromAeH ¢ nonowenuem n. 1001 Ta. 18
3akona ClUA, cornacHo  KoTopomy, 3a
npusegenune Modbix NpeLHaMepeHHbIX SIOMHBIX

YTBEPKBEHNIA 8 HAcToAUEM AxTe,
ApeaycMOTPEHa  OTBETCTBEHHOCTL B BUAE
HanoeHua  wrpada  u/MAM TIOPEMHOro

2AKMOMEHIMR Ma CPOK He Bonee natu (5) serT.

6. V30b6pertaTens  HacToswwum  obAzyercs
coobutats Komnasuu, ee npasonpeemHUKam,
060 BCEX u3BECTHLIX emy/eir  daxrtax B
OTHOWeHKUK aganuore Mzobpertexnn, p[enats
sansnenns B cyaebHbix cnopax, NognuchiBaTh Bee
HEOOXOAMMbIE  OPUOMMECKHE  LOKYMEHTH,
NogNUCHIBATL ¥ NPEAOCTIBAATL BLE LOKYMEHTH,
KOTOPbLIE HEoOXOAMMbBL WAKW ReAaTenbHs Ans
oXparbl MMYLIECTBEHHLIX npas Komnauuu, ee
npasonpeemMrnKoB, Ha padHoe Wsobpertenue,
YYaCTBOBATL BO BCEX NOCASAYIOWMX 33aABKaX HMa
fI3TeHTh, BbITEKAWWNX U3 WU QTHOCALNUXCE K
aanHomy  WMsobperenuo,  ydacTsosath @
JHCMIEPTMRaX, CBUAETENLCTBOBATL B Cyge U
Aenatb BCe BO3IMOKHGE anR NOMQOUIN HOMHBHMM,
ee NPABONPEEMHUKAM, B NOAYYEHUM W 33LKTE
npas Ha gavHoe Maobpetenne B niwoboi cTpane,
10K 3TOM BHE 3aBUCHMMOCTI OT TOTIO, ABNRARETCA ik
WsobpeTatens pabortHuxkom Komnaumm uan ee
adbdunnpoBanHbIX AWy, BCE  pacxogel  Ha
ucnonHere  0093aTesbCTB,  YKA3BHHLIX B
HICTOALWEM MYHKTE, AcmKHE NoHecty Komnanus,
e nparanpeeMmHuKu.

7. Hactoswmit AKT coctasnes ¥ nognucad Ha
PYCCKOM ¥ anrnuickom ssbikax 8 2 {asyx)
WASHTUYHLIX BKIEMAAAPAX, UMEKLIMY DaBHYI
HIPUAVBECKYIO CUTY, TI0 OGHOMY A48 KaORKAoH 13

5. For the purposes of the United States of
America Inventor hereby declares that:

a. Thecorresponding application was made or
authorized to be made by inventor.

b. Inventor believes that he/she is the original
inventor of a claimed invention. No any
third party is a coauthor, except as
mentioned in this Act.

¢. Inventor hereby acknowledges that any
willful false statement made in this Act is
punishable under 18 U,5.C, 1001 by fine or
imprisonment of not more than five (5)
years, or bath.

6. Inventor hereby agrees that hefshe will
communicate with the Company, its successors
and assigns, any facts known to him/her in
respect to this invention, testify in any legal
proceedings, sign all lawful papers when called
upon to do s0, execute and deliver any and all
papers that may be necessary or desirable to
perfect the title to this Invention in said
Company, its successors or assigns, execute all
divisional, continuation, reissue, and re-
examination applications, make all rightful
oaths and generally do everything possible to
aid the Company, its successors and assigns, to
obtain and enforce proper patent protection
for this Invention in any country, it being
undérstood that, irrespective of whether
Inventor is in the employ of the Company or its
affiliates, any expense incident to the
performance of the obligations of the present
paragraph shall be borne by the Company, its
successors, and assigns.

7. This Act is drafted and signed in Russian and
English, in 2 (two) identical copies, having equal
legal force, one copy for each Party. In any case
of discrepancies or differences between the
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CropoH. B cnyusae npotusopeunit mexgy versions of the Act in Russian and English, the
Bepouammn  AKTa Ha pycckom # anraunrckom  Russian version shall prevail.

A3bIKAX,  PYCCKOS3bIMHAR  BEpPCUS  UmeeT

NPEUMYILECTBEHHYIO CHMY.

Hzobperatens: Inventor:

Cratees Cepreit Bavecnasosuy Statyev Sergey Vyacheslavovich

Komnanus: Company:

000 «fingexc.TexHonoruun Yandex.Technoiogies LLC

MecTo HaxoMaeHua: Address: 16 Lva Tolstogo str., Moscow, 119021,
Poccun, 112021, r. Mockss, ya, flbea Toncroro, Russia

a1.16 Tax 1D: 7704414297

WUHH 7704414297 KPP code 770401001

KN 770401001 Reg. No: 1177746494166

OFPH 1177746494166

MOANUCH CTOPOH / SIGNATURES OF THE PARTIES:

Mzobperatens / inventor: Komnawnus / Companys

/
s

fpeACTaBnTENb
representats

ig§epennocty / authorized
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