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CONFIRMATORY ASSIGNMENT

For good and valuable consideration, the receipt of which is hereby acknowledged, the
person(s) named below (referred to as "INVENTOR" whether singular or plural) has sold,
assigned, and transferred and does hereby confirm the sale, assignment, and transfer to Juniper
Networks, Inc., having a place of business at 1133 Innovation Way, Sunnyvale, CA 94089-
1206, United States of America ("ASSIGNEE"), for itself and its successors, transferees, and
assignees, the following:

1. The entire worldwide right, title, and interest in all inventions and
improvements (“SUBJECT MATTER™) that are disclosed in the following provisional
application filed under 35 U.S.C. § 111(b), non-provisional application filed under 35
U.S.C. § 111(a), international application filed according to the Patent Cooperation
Treaty (PCT), or U.S. national phase application filed under 35 U.S.C. § 371
(“APPLICATION™):

Application No. 17/378,520, entitled “SCALING BORDER GATEWAY
PROTOCOL SERVICES” filed on July 16, 2021, which is a continuation
of US Patent Application No. 16/725,872, filed 23 December 2019, which
claims the benefit of US Provisional Patent Application No. 62/898,698,
filed 11 September 2019. (I hereby authorize the Assignee and its
representative to hereafter add herein such application number(s) and/or
filing date(s) when known.)

2. The entire worldwide right, title, and interest in and to:

(a) the APPLICATION; (b) all applications claiming priority from the APPLICATION;
(c) all provisional, utility, divisional, continuation, substitute, renewal, reissue, and other
applications related thereto which have been or may be filed in the United States or
clsewhere in the world; (d) all patents (including reissues and re-examinations) which
may be granted on the applications set forth in (a), (b), and (¢) above; and (e) all right of
priority in the APPLICATION and in any underlying provisional or foreign application,
together with all rights to recover damages for infringement of provisional rights.

3. The entire worldwide right, title, and interest in and to (including all
claims of):

U.S. Patent No. 11,570,094 issued January 31, 2023, which is included as an
Appendix to this Assignment.

INVENTOR agrees that ASSIGNEE may apply for and receive patents for SUBJECT
MATTER in ASSIGNEE’s own name.

INVENTOR agrees to do the following, when requested, and without further
consideration, in order to carry out the intent of this Assignment: (1) execute all oaths,
assignments, powers of attorney, applications, and other papers necessary or desirable to fully
secure to ASSIGNEE the rights, titles and interests herein conveyed; (2) communicate to
ASSIGNEE all known facts relating to the SUBJECT MATTER; and (3) generally do all lawful
acts that ASSIGNEE shall consider desirable for securing, maintaining, and enforcing worldwide
patent protection relating to the SUBJECT MATTER and for vesting in ASSIGNEE the rights,
titles, and interests herein conveyed. INVENTOR further agrees to provide any successor,
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Title:
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Date Filed: fuiy
Application No.: 17/

assign, or legal representative of ASSIGNEE with the benefits and assistance provided to
ASSIGNEE hereunder.

INVENTOR represents that INVENTOR has the rights, titles, and interests to convey as
set forth herein, and covenants with ASSIGNEE that the INVENTOR has not made and will not
hereafter make any assignment, grant, mortgage, license, or other agreement affecting the rights,
titles, and interests herein conveyed.

INVENTOR grants the attorney of record the power to insert on this Assignment any
further identification that may be necessary or desirable in order to comply with the rules of the
United States Patent and Trademark Office for recordation of this document.

This Assignment may be executed in one or more counterparts, each of which shall be
deemed an original and all of which may be taken together as one and the same Assignment.

Name and Signature Date of Signature
Kaliraf Vairavakkalas Aug 8, 2023

Kaliraj Vairavakkalai

Name and Signature Date of Signature

Jonathan ¢ barth Aug 14,2023

Jonathan C. Barth
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SCALING BORDER GATEWAY PROTOCOL
SERVICES

CROSS REFERENCE

This application is a continuation application of and
claims priority to U.S. patent application Ser. No. 16/725,
872 filed on Dec. 23, 2019, which claims the benefit of U.S.
Provisional Patent Application No. 62/898,698 filed on Sep.
11, 2019. The entire content of both of these applications is
hereby incorporated by reference.

TECHNICAL FIELD

This disclosure generally relates to computer networks
and, more specifically, to network routing protocol sessions.

BACKGROUND

A computer network is a collection of interconnected
computing devices that exchange data and share resources.
In a packet-based network, such as the Internet, computing
devices communicate data by dividing the data into small
blocks called packets, which are individually routed across
the network from a source device to a destination device.
The destination device extracts the data from the packets and
assembles the data into its original form. Dividing the data
into packets enables the source device to resend only those
individual packets that may be lost during transmission.

Certain devices within the network, such as routers,
maintain routing information that describes routes for the
network. In general, a route indicates reachability informa-
tion for a network prefix. From the routing information, the
routers may generate forwarding information, which is used
by the routers to relay packet flows through the network and,
more particularly, to relay the packet flows to a next hop. In
reference to forwarding a packet, the “next hop” from a
network router typically refers to a downstream neighboring
device for a given route. Upon receiving an incoming
packet, the router examines information within the packet to
identify the destination for the packet. Based on the desti-
nation, the router forwards the packet in accordance with the
forwarding information.

Some computer networks, such as the Internet, include
many routers that exchange routing information according to
a defined routing protocol, such as Border Gateway Protocol
(“BGP”). When two routers initially connect, the routers
exchange routing information and generate forwarding
information from the exchanged routing information. Par-
ticularly, the two routers initiate a routing protocol commu-
nication “session” during which they exchange routing
information using routing protocol messages according to
the defined routing protocol. The routers continue to com-
municate via the routing protocol session to incrementally
update the routing information and, in turn, update their
forwarding information in accordance with changes to a
topology of the network indicated in the updated routing
information. For example, the routers may send update
messages to advertise newly available routes or to inform
that some routes are no longer available.

A computer network using a routing protocol, such as
BGP, for example, directs data packets between network
nodes based on addressing information within the data
packets. A route advertisement message, such as a BGP
UPDATE message, advertises one or more routes for net-
work prefixes reachable via the network. A routing domain,
such as a BGP network, may include one or more routers,
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route reflectors, nodes, and endpoint devices (e.g., servers,
printers, and computers). Some of the routers within the
routing domain may be grouped together into redundant
clusters. Each router within the routing domain typically
forwards packets according to routes stored at the router and
the destination address of the data packets.

SUMMARY

This disclosure describes techniques for scaling resources
that handle, participate, and/or control routing protocol
sessions. In some examples, the techniques described pertain
to BGP protocol sessions involving autonomous systems in
which a BGP route server or a BGP route reflector is
employed. To implement the functionality of the route server
or route reflector, a compute node executing a plurality of
containerized routing protocol modules may be used, where
the containerized routing protocol modules implement the
functionality of the route server or route reflector. In some
examples, each of the containerized routing protocol mod-
ules participates in BGP peering sessions with other BGP
speakers, such as BGP neighbors within an autonomous
system or BGP neighbors within other autonomous systems.
Such BGP neighbors are referred to as clients of the BGP
service provided by the route server or route reflector. Where
additional capacity is needed to handle BGP services for
peering with additional BGP neighbors, one or more addi-
tional containerized routing protocol modules can be instan-
tiated on the compute node. Further, workload among mul-
tiple containerized routing protocol modules can be
allocated and reallocated to efficiently accommodate
changes in activity or demands of various BGP neighbors.

In addition to the above advantages, the techniques may
enable peering by the BGP clients to a single compute
device while still permitting distribution of the BGP work-
load among multiple containerized routing protocol mod-
ules. That is, rather than scaling up using a hardware cluster
of multiple compute devices, which would require either a
dedicated load balancer or separate network interfaces for
different groups of BGP clients assigned to respective com-
pute devices, the techniques may allow a single compute
device to distribute BGP services for different BGP clients,
different address families, or according to other dimension-
alities, among multiple containerized routing protocol mod-
ules all associated with the same external network address
used as the peering address for the BGP clients. This may in
some cases have the further advantage of reducing operation
burdens for configuring the BGP clients with different
external network addresses for multiple different compute
devices, and may otherwise allow for scale out without
modifications to the BGP clients. Moreover, in some cases,
having all of the multiple containerized routing protocol
modules operate on a single compute node can enable each
of the containerized routing protocol modules to share a
single data store to store routes for the BGP services.

In some examples, this disclosure describes routing pro-
tocol sessions performed by a computing system, compute
node, a network router or other network device in accor-
dance with one or more aspects of this disclosure. In one
specific example, this disclosure describes a computing
system comprising a storage device and processing circuitry,
wherein the processing circuitry has access to the storage
device and is configured to: instantiate a plurality of virtu-
alized routing protocol modules, each capable of storing
routing information about a network having a plurality of
routers; perform network address translation to enable each
of the virtualized routing protocol modules to communicate
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with one or more of the plurality of routers using an address
associated with the computing system; and configure each of
the virtualized routing protocol modules to use the address
to peer with a subset of the plurality of routers to share
routing information with another subset of the plurality of
routers.

In another example, this disclosure describes a method
comprising: instantiating, by a computing system, a plurality
of virtualized routing protocol modules, each capable of
storing routing information about a network having a plu-
rality of routers; performing, by the computing system,
network address translation to enable each of the virtualized
routing protocol modules to communicate with one or more
of the plurality of routers using an address associated with
the computing system; and configuring, by the computing
system, each of the virtualized routing protocol modules to
use the address to peer with a subset of the plurality of
routers to share routing information with another subset of
the plurality of routers.

In yet another example, this disclosure describes a non-
transitory computer-readable medium comprising instruc-
tions that, when executed, configure processing circuitry of
a computing system to: instantiate a plurality of virtualized
routing protocol modules, each capable of storing routing
information about a network having a plurality of routers;
perform network address translation to enable each of the
virtualized routing protocol modules to communicate with
one or more of the plurality of routers using an address
associated with the computing system; and configure each of
the virtualized routing protocol modules to use the address
to peer with a subset of the plurality of routers to share
routing information with another subset of the plurality of
routers.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A is a block diagram illustrating an example system
in which a route server is configured to share routing
information with a plurality of devices within a network.

FIG. 1B is a block diagram illustrating an example system
in which a route reflector is configured to share routing
information with a plurality of devices within a network.

FIG. 2 is a block diagram illustrating an example system
for scaling a routing service system using containerized
routing protocol modules, in accordance with one or more
aspects of the present disclosure

FIG. 3 is a flow diagram illustrating operations performed
by an example compute node in accordance with one or
more aspects of the present disclosure.

DETAILED DESCRIPTION

This disclosure relates to implementing a routing protocol
service system that can be effectively scaled to provide
routing protocol services, such as Border Gateway Protocol
route reflector or Border Gateway Protocol route server
services. In some examples, the routing protocol service
system is implemented using a containerization platform,
with multiple containers each independently executing a
routing protocol daemon (“RPD”). Each routing protocol
daemon may be spawned behind a single routing protocol
service using network address translation (“NAT”). In some
examples, a routing protocol service system as described
herein can be effectively and/or efficiently scaled yet can be
implemented without changes to BGP and without software
changes to existing client BGP nodes.
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In some examples, containerized RPD modules are
instantiated, and each is assigned a subset of BGP clients,
meaning each RPD module serves only a subset of the BGP
clients for a system, and may therefore receive only a subset
of the routes advertised by the clients. Accordingly, each
containerized RPD module may peer full-mesh with each of
the other containerized RPD modules serving a cluster or
system to share routing information, and each RPD module
may maintain its own data store of routing information.
Although this may help in situations where a management
daemon instance cannot read the generated configuration, it
may also increase the RIB (routing information base) scale
on each RPD module in implementations.

In some examples, the redundancy of routes in each of the
RIBs included in each RPD module can be reduced or
eliminated with a shared data store collectively maintained
by all of the RPD modules. Each of the RPD modules
accesses routes received by any of the RPD modules by
accessing the shared data store.

FIG. 1A is a block diagram illustrating an example system
in which a route server is configured to share routing
information with a plurality of devices within a network.
FIG. 1A includes system 100A including network 105
connecting autonomous systems 110A, 110B, and 110C
(collectively “autonomous systems 110””) and network 150.
Network 150 includes a routing protocol service system,
such as route server 170. Typically, a route server, such as
route server 170, simplifies external BGP peering at tradi-
tional internet exchange points. Instead of maintaining indi-
vidual, direct eBGP peerings with every other provider, an
internet exchange client (e.g., any of autonomous systems
110 or any of border routers 111A, 111B, or 111C) might
maintain only a single connection to the route server (e.g.,
route server 170) operated by the internet exchange.

Network 150 also includes other network devices, routers,
compute nodes, and/or other devices, including routers
190A, 190B, and router 190C (collectively “routers 190,”
representing any number of routers). Route server 170
includes ethernet interface 175, NATed bridge 183, and
route server containers 185A, 185B, and 185C (collectively
“route server containers 185, representing any number of
route server containers). Each of autonomous systems 110
include one or more network devices, routers, compute
nodes, and/or other devices. As shown in FIG. 1A, border
routers 111A, 111B, and 111C (collectively “border routers
111”) are included within each of autonomous systems 110.

Network 105 may be the internet, or may include or
represent any public or private communications network or
other network. For instance, network 105 may be a cellular,
Wi-Fi®, ZigBee, Bluetooth, Near-Field Communication
(NFC), satellite, enterprise, service provider, and/or other
type of network enabling transfer of transmitting data
between computing systems, servers, and computing
devices. One or more of client devices, server devices, or
other devices may transmit and receive data, commands,
control signals, and/or other information across network 105
using any suitable communication techniques. Network 105
may include one or more network hubs, network switches,
network routers, satellite dishes, or any other network equip-
ment. Such devices or components may be operatively
inter-coupled, thereby providing for the exchange of infor-
mation between computers, devices, or other components
(e.g., between one or more client devices or systems and one
or more server devices or systems). Each of the devices or
systems illustrated in FIG. 2 may be operatively coupled to
network 105 using one or more network links. The links
coupling such devices or systems to network 105 may be
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Ethernet, Asynchronous Transfer Mode (ATM) or other
types of network connections, and such connections may be
wireless and/or wired connections. One or more of the
devices or systems illustrated in FIG. 2 or otherwise on
network 105 may be in a remote location relative to one or
more other illustrated devices or systems.

Each of autonomous systems 110 may execute one or
more interior gateway protocols (IGPs), such as Open Short-
est Path First (OSPF), Routing Information Protocol (RIP),
Intermediate System-to-Intermediate System (IS-IS), Inte-
rior Gateway Routing Protocol (IGRP), Enhanced IGRP
(EIGRP), and Interior Border Gateway Protocol (iBGP), and
each of autonomous systems 110 may include includes a set
of one or more routers (e.g., border routers 111) operating
within a single administrative domain according to a routing
policy. Autonomous systems 110 may each have an identi-
fication number provided by an Internet registry or by an
Internet service provider (ISP) that uniquely identifies the
autonomous system to other autonomous systems. In some
instances, the identification number may be drawn from a
private identifier number space and therefore unique only
within a private network comprising autonomous systems
110. In various examples, each of autonomous systems 110
may represent a service provider network, an enterprise or
campus network, a content access network (CAN), or a
content delivery network (CDN), for example. In addition,
one or more service providers, content provider, or enter-
prise/campus network administrators may administer any
one or more of autonomous systems 110.

Routers included within autonomous systems 110 may
implement a routing protocol to route packets from source
network addresses to destination network addresses, and
each of autonomous systems 110 may offer network packet
delivery to a network (or subnet) of one or more endpoints
identified by a network address prefix that encompasses the
network address range defined by the network addresses of
endpoints. Although the techniques of this disclosure may be
applied with respect to multiple different routing protocols,
the techniques are generally described hereinafter with
respect to BGP.

Network 150 may also be an autonomous system, imple-
mented in a manner similar to any of autonomous systems
110. Routers 190 included within network 150 also imple-
ment a routing protocol to route packets from source net-
work addresses to destination network addresses. Route
server 170 may operate to translate network addresses used
within network 150 to addresses used external to network
150. For example, in FIG. 1A, NATed bridge 183 may
translate public addresses on network 105 to private
addresses used on network 150. In the example illustrated,
route server 170 has a public address of 10.1.0.254, and
incoming network data units at route server 170 that use the
10.1.0.254 address are translated into one of the private
addresses used by route server containers 185A, 185C, or
185C (172.17.0.2, 172.17.0.3, or 172.17.0.4, respectively).
Similarly, NATed bridge 183 translates the private addresses
used by route server containers 185 into the public address
(10.1.0.254).

Network 105 connects route server 170 and routers 190 of
network 150 to each of border routers 111A, 111B, and 111C
within autonomous systems 110. In FIG. 1A, border routers
111 within each of autonomous systems 110 and routers 190
may peer with each other using BGP protocol to share
routing information, enabling each of routers 190 and border
routers 111 to learn routes, and thereby enabling access to
external systems. In some implementations, all of the nodes
in a system implementing BGP are fully interconnected,
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which would normally require many connections if the
number of BGP nodes (autonomous systems 110 and routers
190) is large. As a result, BGP does not tend to scale well.

In the example of FIG. 1A, and to improve scalability,
each of routers 190 in network 150 are gathered together in
a cluster where route server 170 serves an external repre-
sentative on network 105. In such an example, route server
170 receives and/or stores all incoming route information
and forwards it to each of routers 190. Internally generated
routes (e.g., those generated by routers 190) are also for-
warded to route server 170, and route server 170 forwards
such routes to all peers (e.g., border routers 111 within
autonomous systems 110) outside network 150. In some
examples, route server 170 may simply serve as a pass-
through for incoming and outgoing routes, without filtering
or processing.

When route server 170 is deployed within network 150,
each of autonomous systems 110 only need to connect to
route server 170 on network 150, rather than with each of
routers 190 within network 150. Similarly, rather than
requiring each of routers 190 to establish a separate con-
nection to each of autonomous systems 110 on network 105,
each of routers 190 within network 150 only need to
communicate with route server 170 to share routes or
routing information with autonomous systems 110. A con-
figuration that uses route server 170 in the manner illustrated
in FIG. 1A may therefore significantly reduce the number of
connections needed to enable BGP peering among routers
190 and autonomous systems 110.

In FIG. 1A, route server 170 operates by executing one or
more route server containers 185, each of which acts as a
separate routing protocol stack instance implementing route
server functionality. In some examples, each of route server
containers 185 may be implemented as a separate routing
protocol daemon (RPD). In some examples, each of route
server containers 185 acts independently, such that each of
route server containers 185 has its own routing information
base (RIB). Further, in some examples, each of route server
containers 185 may also share routing information through
internal BGP sessions with each of the other route server
containers 185. Each of route server containers 185 may be
assigned to a subset of border routers 111, so that each route
server container peers with only some of border routers 111.
In such an example, each of route server containers 185 will
learn routes only from those border routers 111 with which
it is peering, so to learn about other routes received by other
route server containers 185, route server containers 185 may
also peer with each other to exchange routing information.

In some examples, some route server containers 185 may
peer with BGP clients for routing information associated
with specific address families, while other route server
containers 185 may peer with BGP clients for routing
information associated with other address families. In such
an example, such route server containers 185 might not need
to peer with each other to the extent that such route server
containers 185 do not maintain routing information for
overlapping address families. In other words, if route server
container 185A peers only with autonomous systems 110 for
routing information for a first address family (e.g., Layer 3
VPN address families), and route server container 185B
peers with other autonomous systems 110 for routing infor-
mation for a different address family (e.g., IP v4 address
families), it might not be necessary for route server container
185A and route server container 185B to peer to each other
to the extent that those address families do not overlap.
Accordingly, associating each of route server containers 185
with separate address families, to the extent possible, might
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reduce or eliminate the need for each of route server
containers 185 to peer with one another through internal
BGP sessions.

In accordance with one or more aspects of the present
disclosure, RPD modules 286 may collectively implement a
route server. For instance, in an example that can be
described in the context of FIG. 1A, route server 170
instantiates each of route server containers 185 and each
executes functionality similar to or corresponding to func-
tionality of a route server in a BGP environment. In one
example, route server container 185A may peer with one or
more of border routers 111 (e.g., border router 111A and
border router 111B), and route server container 185B may
peer with a different subset of border routers 111 (e.g.,
border router 111C). Each of route server containers 185
may exchange routing information with its peering neigh-
bors within autonomous systems 110, and thereby learn
routing information.

To enable communications between route server contain-
ers 185 and border routers 111, NATed bridge 183 may
perform network address translation. For instance, NATed
bridge 183 may translate destination addresses in network
packets received by route server 170 over network 105 into
destination addresses associated with the appropriate route
server container 185. Similarly, when transmitting outgoing
network packets over network 105, NATed bridge 183 may
translate source addresses associated with route server con-
tainers 185 into a public source address associated with
route server 170.

In some examples, each of route server containers 185
may peer with each other. For instance, in the example of
FIG. 1A, route server container 185A may establish BGP
routing sessions with each of route server container 185B
and route server container 185C. Similarly, route server
container 185B may establish a BGP routing session with
route server container 185C. By peering with each other,
route server containers 185 can share routing information
that any of route server containers 185 learns from border
routers 111.

To scale route server 170, route server 170 may instantiate
one or more new route server containers 185. For instance,
if a new autonomous system is added to system 100A, route
server 170 may instantiate a new route server container 185
(e.g., route server container 185D, not shown) to accommo-
date or implement a BGP peering relationship with one or
more routers within the new autonomous system. Similarly,
if an existing autonomous system 110 is communicating a
significant amount of routes during BPG peering sessions,
route server 170 may reallocate which route server contain-
ers 185 peer with which autonomous systems 110. In some
examples, such reallocation may include instantiating a new
route server container 185. Scaling route server 170 by
instantiating one or more new route server containers 185
may, in some examples, be performed without affecting or
modifying any of border routers 111 or any existing peering
relationships route server 170 may have with border routers
111.

FIG. 1B is a block diagram illustrating an example system
in which a routing protocol service system is configured as
a route reflector to share routing information with a plurality
of devices within a network. In FIG. 1B, system 100B
includes network 150 and autonomous systems 110. Like
FIG. 1A, FIG. 1B includes network 105 connecting network
150 with autonomous systems 110. FIG. 1B is similar to
FIG. 1A, and in general, devices, systems, and/or compo-
nents of FIG. 1B may correspond to like-numbered devices,
systems, and/or components of FIG. 1A. In FIG. 1B, how-
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ever, network 150 includes a routing route reflector 160 (i.e.,
a routing protocol service system) and router 191. Route
reflector 160 includes ethernet interface 175, NATed bridge
183, and route reflector containers 187A, 1878, and 187C
(collectively “route reflector containers 187, representing
any number of route reflector containers). Route reflector
160 in FIG. 1B may operate in a manner similar to route
server 170 of FIG. 1A, except that each of route reflector
containers 187 included within route reflector 160 may
implement route reflector functionality.

In FIG. 1B, route reflector 160 operates by executing one
or more route reflector containers 187 to collectively imple-
ment route reflector functionality serving routers 190 and
autonomous systems 110. Route reflector 160 acts as a filter
and reflector for routers 190 within network 150. Border
routers 111 may peer with router 191 over network 105, and
as a result, router 191 may receive route information from
one or more of border routers 111. Router 191 communicates
such information to route reflector 160, which may filter and
reflect such information to one or more of routers 190 within
network 150. In some examples, some route reflector con-
tainers 187 within route reflector 160 may be assigned to a
subset of routers 190 and other route reflector containers 187
may be assigned to a different subset of routers 190. In one
such example, route reflector container 187A may serve as
a route reflector for router 190A, and route reflector con-
tainer 187B may serve as a route reflector for router 190B.
Route reflector container 187A may receive routing infor-
mation from one or more of border routers 111 (via router
191), and route reflector container 187A may determine that
some of the routing information should be forwarded to
router 190A, whereas other routing information may be
discarded, since it is not relevant to router 190A. Similarly,
route reflector container 187B may receive routing informa-
tion from one or more of border routers 111 (via router 191),
and route reflector container 187B may choose to pass some
of the routing information along to router 190B while
discarding other routing information.

In accordance with one or more aspects of the present
disclosure, route reflector containers 187 may collectively
implement a route reflector. For instance, in an example that
can be described in the context of FIG. 1B, route reflector
160 instantiates each of route reflector containers 187 and
each independently executes functionality similar to or
corresponding to functionality of a route reflector in a BGP
environment. Router 191 may peer with each of border
routers 111, and communicate routing information received
from border routers 111 to route reflector 160. Each of route
reflector containers 187 within route reflector 160 may
reflect that routing information to one or more of routers
190. Similarly, each of routers 190 may communicate rout-
ing information to route reflector containers 187, and each of
route reflector containers 187 may communicate such rout-
ing information to router 191. When router 191 peers with
each of border routers 111, that routing information origi-
nally from routers 190 is shared with each of border routers
111.

In a manner similar to that described in connection with
FIG. 1A, to scale route reflector 160, route reflector 160 may
instantiate one or more new route reflector containers 187.
When a new autonomous system is added to system 100B,
for example, route reflector 160 may instantiate a new route
reflector container 187 to perform BGP sessions with the
new autonomous system. Similarly, route reflector 160 may
load balance among route reflector containers 187. For
example, if border router 111A within autonomous system
110A is communicating a significant amount of routes
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during BGP peering sessions, route reflector 160 may real-
locate which route reflector containers 187 peer with which
border routers 111, and may alternatively, or in addition,
instantiate one or more new route reflector containers 187.

The techniques described herein may provide certain
technical advantages. For instance, by implementing route
server 170 and route reflector 160 through multiple contain-
erized routing protocol modules or routing protocol dae-
mons, route server 170 and/or route reflector 160 may more
effectively utilize processing resources (e.g., processing
cores) within route server 170 and route reflector 160.
Similarly, by implementing route server 170 and route
reflector 160 using containerized routing protocol modules,
scaling route server 170 and route reflector 160 can be
performed by instantiating a new containerized routing
protocol module. All of the containerized routing protocol
modules can concurrently execute on a different cores of a
multi-core compute node 270. In some examples, newly
instantiated containers will be located behind NATed bridge
183, so such containers can also use the existing public
address already used by border routers 111 when peering
with route server 170 (and router 191/route reflector 160).
Scaling in such a manner might not require any changes to
peering protocols (e.g., BGP) and might not require any
changes to BGP clients (e.g., border routers 111). Use of
NATed bridge 183 may also provide security benefits, since
communications with route server containers 185 and route
reflector containers 187 might be difficult to initiate from
outside network 150.

In some examples, the NATed bridge 183 may provide
protection from denial-of-service attacks, since no incoming
TCP synchronize message (i.e. “SYN” message) would
reach the containerized cluster-nodes, without the cluster
nodes themselves first initiating the TCP-connection out-
bound. And further, in some examples, route server 170 may
have full control to decide which containerized cluster-
nodes to load-balance/provision the BGP-clients on. Such an
implementation also lends itself to rolling updates of indi-
vidual cluster-nodes, enhancing high-availability and resil-
iency of the Route Reflector/Route Server-service in the
network because having one node or routing protocol mod-
ule down does not take down the whole cloud and/or cluster
of containerized routing protocol modules. The clients that
were being served by a routing protocol module that is down
can be re-configured on a new node or routing protocol
module.

FIG. 2 is a block diagram illustrating an example system
200 for scaling a routing service system using containerized
routing protocol modules, in accordance with one or more
aspects of the present disclosure. System 200 of FIG. 2 may
be described as an example or alternative implementation of
system 100A of FIG. 1A. One or more aspects of FIG. 2 may
be described herein within the context of FIG. 1A. In the
example of FIG. 2, system 200 includes network 105
connecting network 150 and autonomous systems 110. Sys-
tem 200 of FIG. 2 includes many of the same devices,
systems, and/or components of FIG. 1A, and in general,
such devices, systems, and/or components of FIG. 2 may
correspond to like-numbered devices, systems, and/or com-
ponents of FIG. 1A. FIG. 2 also includes autonomous
system 110D, which might not initially be part of system 200
and network 105, but may be added to network 105 during
operation, as further described below.

In the example of FIG. 2, system 200 also includes
compute node 270, which may be an example or alternative
implementation of route server 170 of FIG. 1A. In the
example illustrated in FIG. 2, compute node 270 includes
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underlying physical compute hardware that includes power
source 271, one or more processors 273, one or more
communication units 275, one or more input devices 276,
one or more output devices 277, and one or more storage
devices 280. One or more of the devices, modules, storage
areas, or other components of host 270 may be intercon-
nected to enable inter-component communications (physi-
cally, communicatively, and/or operatively). In some
examples, such connectivity may be provided by through
communication channels (e.g., communication channel
272), a system bus, a network connection, an inter-process
communication data structure, or any other method for
communicating data.

Power source 271 may provide power to one or more
components of compute node 270. Power source 271 may
receive power from the primary alternating current (AC)
power supply in a building, residence, or other location. In
other examples, power source 271 may be a battery or a
device that supplies direct current (DC). In still further
examples, compute node 270 and/or power source 271 may
receive power from another source. One or more of the
devices or components illustrated within compute node 270
may be connected to power source 271, and/or may receive
power from power source 271. Power source 271 may have
intelligent power management or consumption capabilities,
and such features may be controlled, accessed, or adjusted
by one or more modules of compute node 270 and/or by one
or more processors 273 to intelligently consume, allocate,
supply, or otherwise manage power.

One or more processors 273 of compute node 270 may
implement functionality and/or execute instructions associ-
ated with compute node 270 or associated with one or more
modules illustrated herein and/or described below. One or
more processors 273 may be, may be part of, and/or may
include processing circuitry that performs operations in
accordance with one or more aspects of the present disclo-
sure. Examples of processors 273 include microprocessors,
application processors, display controllers, auxiliary proces-
sors, one or more sensor hubs, and any other hardware
configured to function as a processor, a processing unit, or
a processing device. Central monitoring system 210 may use
one or more processors 273 to perform operations in accor-
dance with one or more aspects of the present disclosure
using software, hardware, firmware, or a mixture of hard-
ware, software, and firmware residing in and/or executing at
compute node 270.

One or more communication units 275 of compute node
270 may communicate with devices external to compute
node 270 by transmitting and/or receiving data, and may
operate, in some respects, as both an input device and an
output device. Communication unit 275 may include or
correspond to ethernet interface 175 of FIG. 1A, and may
include some or all of components and/or hardware to
implement NATed bridge 183 of FIG. 1A. In some
examples, communication unit 275 may communicate with
other devices over a network. In other examples, commu-
nication units 275 may send and/or receive radio signals on
a radio network such as a cellular radio network. In other
examples, communication units 275 of compute node 270
may transmit and/or receive satellite signals on a satellite
network such as a Global Positioning System (GPS) net-
work. Examples of communication units 275 include a
network interface card (e.g. such as an Ethernet card), an
optical transceiver, a radio frequency transceiver, a GPS
receiver, or any other type of device that can send and/or
receive information. Other examples of communication
units 275 may include devices capable of communicating
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over Bluetooth®, GPS, NFC, ZigBee, and cellular networks
(e.g., 3G, 4G, 5G), and Wi-Fi® radios found in mobile
devices as well as Universal Serial Bus (USB) controllers
and the like. Such communications may adhere to, imple-
ment, or abide by appropriate protocols, including Trans-
mission Control Protocol/Internet Protocol (TCP/IP), Eth-
ernet, Bluetooth, NFC, or other technologies or protocols.

One or more input devices 276 may represent any input
devices of compute node 270 not otherwise separately
described herein. One or more input devices 276 may
generate, receive, and/or process input from any type of
device capable of detecting input from a human or machine.
For example, one or more input devices 276 may generate,
receive, and/or process input in the form of electrical,
physical, audio, image, and/or visual input (e.g., peripheral
device, keyboard, microphone, camera).

One or more output devices 277 may represent any output
devices of compute node 270 not otherwise separately
described herein. One or more output devices 277 may
generate, receive, and/or process output from any type of
device capable of outputting information or signals (or
anything else that can be characterized as output) to a human
or machine. For example, one or more output devices 277
may generate, receive, and/or process output in the form of
electrical and/or physical output (e.g., peripheral device,
actuator).

One or more storage devices 280 within compute node
270 may store information for processing during operation
of compute node 270. Storage devices 280 may store pro-
gram instructions and/or data associated with one or more of
the modules described in accordance with one or more
aspects of this disclosure. One or more processors 273 and
one or more storage devices 280 may provide an operating
environment or platform for such modules, which may be
implemented as software, but may in some examples include
any combination of hardware, firmware, and software. One
or more processors 273 may execute instructions and one or
more storage devices 280 may store instructions and/or data
of one or more modules. The combination of processors 273
and storage devices 280 may retrieve, store, and/or execute
the instructions and/or data of one or more applications,
modules, or software. Processors 273 and/or storage devices
280 may also be operably coupled to one or more other
software and/or hardware components, including, but not
limited to, one or more of the components of compute node
270 and/or one or more devices or systems illustrated as
being connected to compute node 270.

In some examples, one or more storage devices 280 are
temporary memories, which may mean that a primary pur-
pose of the one or more storage devices is not long-term
storage. Storage devices 280 of compute node 270 may be
configured for short-term storage of information as volatile
memory and therefore not retain stored contents if deacti-
vated. Examples of volatile memories include random
access memories (RAM), dynamic random access memories
(DRAM), static random access memories (SRAM), and
other forms of volatile memories known in the art. Storage
devices 280, in some examples, also include one or more
computer-readable storage media. Storage devices 280 may
be configured to store larger amounts of information than
volatile memory. Storage devices 280 may further be con-
figured for long-term storage of information as non-volatile
memory space and retain information after activate/off
cycles. Examples of non-volatile memories include mag-
netic hard disks, optical discs, Flash memories, or forms of
electrically programmable memories (EPROM) or electri-
cally erasable and programmable (EEPROM) memories.
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Kernel 281 may be a software and/or firmware layer that
supports or provides access to a computing device’s func-
tions, such as scheduling tasks, execution tasks, and com-
ponent and/or peripheral control. Kernel 281 may execute
within the execution environment provided by storage
devices 280 and processors 273. Kernel 281 may provide an
operating environment, services, and control for one or more
modules executing on host 270.

NAT module 283 may perform functions relating to
remapping one address space into another by modifying
network address information in a header of a network data
unit packet. In the context of an IP network, for example,
network address translation remaps one IP address space
into another by modifying the network address information
in the IP header of IP packets while they are in transit on a
network. NAT module 283 may translate private addresses
used by containers 285 into a common public address visible
to devices on network 105. Devices on network 105 (e.g.,
border routers 111) may communicate with specific RPD
modules 286 by using the common public address, and NAT
module 283 translates the public address into the private
address used by a specific one of containers 285 on network
150 through network translation. Although NAT module 283
may be described in connection with FIG. 2 as primarily
performing address translation operations, NAT module 283
may alternatively, or in addition, perform other operations,
including those that provide some level of security for
containers executing on compute node 270 or devices within
network 150. Functions performed by NAT module 283
could be performed by a hardware device or one imple-
mented primarily or partially through hardware.

Container engine 284 may serve as a management and
orchestration system for containers 286 that execute within
the operating environment provided by kernel 281 and/or the
combination of storage devices 280 and processors 273. In
some examples, container engine 284 may perform various
organizational and maintenance tasks, including organizing
one or more containers 286 into logical groups of related
containers. Although normally a software module that
executes on top of kernel 281 or an operating system,
container engine 284 may, in some examples, be integrated
into kernel 281 and may be implemented at least partially
through firmware.

One or more containers 285 may represent a stand-alone,
executable package of computing instructions. In some
examples, each of containers 285 include code, runtime
ohjects, system tools, system libraries, and/or settings
needed to properly execute. In other examples, some com-
ponents (e.g., runtime objects, libraries) may be provided by
container engine 284 and/or kernel 281. Further, in some
examples, each of containers 285 may be isolated from other
containers 285 executing on host 270. Like a virtual
machine, each of containers 285 is virtualized and may
remain isolated from the host machine and other containers.
However, unlike a virtual machine, each container may omit
an individual operating system and provide only an appli-
cation suite and application-specific libraries. Each of con-
tainers 285 may be executed by host 270 as an isolated
user-space instance and may share an operating system and
common libraries with other containers executing on the
host machine. As used herein, containers 285 may also be
referred to as virtualization engines, virtual private servers,
silos, or jails. In some examples, the techniques described
herein with respect to containers may be applied to virtual
machines or other virtualization components. In some
examples, containers are managed by kernel 281 to allow
limitation and prioritization of resources (CPU, memory,
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block I/O, network, etc.) without the need for starting any
virtual machines, in some cases using namespace isolation
functionality that allows complete isolation of an applica-
tion’s (e.g., a given container) view of the operating envi-
ronment, including process trees, networking, user identifi-
ers and mounted file systems.

RPD modules 286 may each implement routing protocol
stack functionality as an application or daemon executing on
one of containers 285. In some examples, each of RPD
modules 286 may implement route server functionality,
enabling, for example, route server 170 of FIG. 1A to be
scaled out to accommodate additional routing traffic and/or
additional routing peers over network 105. In other
examples, each of RPD modules 286 may alternatively or in
addition implement route reflector functionality, enabling,
for example, route reflector 160 of FIG. 1B to be scaled out
to accommodate additional routing traffic and/or additional
routing peers over network 105. RPD modules 286 may be
implemented by commercially-available containerized rout-
ing protocol daemon software, such as the cRPD (contain-
erized routing protocol daemon) available from Juniper
Networks of Sunnyvale, Calif.

In some examples, each of RPD modules 286 may include
its own RIB data store, and each such RPD module 286 may
independently maintain its RIB data store. In other
examples, each of RPD modules 286 may share a data store
(e.g., data store 289) that could replace RIB data stores
within each of RPD modules 286. In such an example, each
of RPD modules 286 may collectively maintain data store
289, operate from data stored within data store 289, and
collectively learn routes as new routes are stored within data
store 289.

Data store 289 may represent any suitable data structure
or storage medium for storing routing information, routes,
and/or information learned from BGP protocol sessions.
Data store 289 may be maintained collectively by RPD
modules 286. In some examples, particularly where data
store 289 represents a data store shared by each of RPD
modules 286 to store routing information, data store 289
may enable RPD modules 286 to avoid peering with each
other. In such an example, if RPD modules 286 maintain
data store 289 collectively, routes stored within data store
289 by one RPD module 286 are accessible, and thus learned
by each of the other RPD modules 286. Accordingly, any
route learned by one of RPD modules 286 may be consid-
ered to be learned at the same time by each of the other RPD
modules 286. The information stored in data store 289 may
be searchable and/or categorized such that one or more of
RPD modules 286 may provide an input requesting infor-
mation from data store 289, and in response to the input,
receive information stored within data store 289.

In accordance with one or more aspects of the present
disclosure, compute node 270 may instantiate one or more
RPD modules 286. For instance, in an example that can be
described in the context of FIG. 2, communication unit 275
of compute node 270 detects signal over network 105 and
outputs an indication of the signal to container engine 284.
Container engine 284 determines that the signal corresponds
to a command to create one or more RPD modules 286, each
executing within one of containers 285. Container engine
284 instantiates container 285A through container 285N.
Container engine 284 configures each of containers 285 to
execute RPD modules 286. In some examples, compute
node 270 may receive the original signal that is interpreted
as a command to create one or more RPD modules 286 from
an administrator and/or an authorized user or from another
system.
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Each of RPD modules 286 may peer with one or more of
border routers 111. For instance, again in the example being
described with reference to FIG. 2, container engine 284
configures each of RPD modules 286 to operate as an
instance of a route server. Container engine 284 further
configures each of RPD modules 286 to peer with one or
more of border routers 111. In one example, container
engine 284 configures RPD module 286A to peer with
border router 111 A and border router 111B, and configures
another one of RPD modules 286 to peer with border router
111C. In such an example, RPD module 286A causes
communication unit 275 to output a plurality of signals over
network 105. Border router 111A detects a signal over
network 105 and determines that the signal corresponds to a
request to establish a BGP session. Border router 111A and
RPD module 286A further communicate, establish a BGP
session, and exchange routing information. Similarly, border
router 111B detects a signal over network 105 and deter-
mines that the signal corresponds to a request to establish a
BGP session. Border router 111B and RPD module 286A
further communicate, establish a BGP session, and exchange
routing information.

Still referring to the example being described with refer-
ence to FIG. 2, another RPD module, such as RPD module
286B (not specifically shown in FIG. 2) causes communi-
cation unit 275 to output a signal over network 105. Border
router 111C detects a signal over network 105 and deter-
mines that the signal corresponds to a request to establish a
BGP session. Border router 111C and RPD module 286B
further communicate, establish a BGP session, and peer with
each other to exchange routing information.

RPD module 286A may continue to peer with border
router 111 A and border router 111B. RPD module 286B may
continue to peer with border router 111C. Such peering may
continue to peer until compute node 270 reconfigures roles
of containers 285 and/or RPD modules 286. For example,
and as described below, compute node 270 may cause RPD
module 286A to no longer peer with border router 111A
and/or border router 111B, or may otherwise modify the
peering relationships between RPD modules 286 and border
routers 111.

Compute node 270 may perform network address trans-
lation for communications between RPD modules 286 and
border routers 111. For instance, in the example described
above where RPD module 286A peers with border router
111 A, RPD module 286A causes signals to be output over
network 105 when communicating with border router 111A.
For example, when RPD module 286 A causes a signal to be
output over network 105 to establish a connection with
border router 111 A, NAT module 283 translates the address
associated with RPD module 286A (e.g., 170.17.0.2) to the
public address accessible to border router 111A (10.1.0.254).
Border router 111A receives a signal over network 105 from
a device having a source address of 170.17.0.2. Border
router 111 A sends responsive communications to the source
device over network 105 to the public address used by RPD
module 286A (10.1.0.254). Communication unit 275 detects
responsive signals over network 105, and performs network
address translation to translate the public address to the
address used by RPD module 286A (170.17.0.2). In this
example, since each of RPD modules 286 may be effectively
behind a network translation bridge implemented by NAT
module 283, devices outside of network 150 (e.g., border
routers 111) might not be able to initiate communications
with any of RPD modules 286 directly. In other words, BGP
sessions might only be capable of being established in the
outbound direction (i.e., from containerized RPD out to the
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BGP client device), since incoming connections may be
precluded the NATed bridge. Accordingly, in such examples,
when establishing BGP sessions, each of RPD modules 286
may need to first initiate the BGP session with each of border
routers 111 that it seeks to peer with, since the NATed bridge
may preclude any of border routers 111 from initiating a
BGP session with RPD modules 286.

Compute node 270 may scale out in order to peer with a
new autonomous system being added to system 200. For
instance, continuing with the example being described,
compute node 270 monitors network 105 by causing com-
munication unit 275 to detect signals over network 105.
Communication unit 275 detects a signal that container
engine 284 determines indicates that autonomous system
110C has been added to network 105. Container engine 284
further determines that routing information should be
exchanged with autonomous system 110C. Container engine
284 causes a new container 285N to be instantiated. Con-
tainer engine 284 configures container 285N to execute RPD
module 286N. RPD module 286N causes NAT module 283
to translate its address to a public address and cause com-
munication unit 275 to output a signal over network 105
using the public address. Border router 111D detects a signal
and communicates with RPD module 286N to establish a
BGP session. To communicate with RPD module 286N,
border router 111D uses the public address which is trans-
lated into a private address used by RPD module 286N. RPD
module 286N and border router 111D thereafter peer to
exchange routing information. In some examples, rather
than instantiating container 285N and RPD module 286N,
RPD module 286 A and/or another one of RPD modules 286
may be configured to peer with new border router 111D.
However, by instantiating container 285N and RPD module
286N, container engine 284 may more effectively scale
resources available for performing routing protocol opera-
tions.

Compute node 270 may reassign one or more RPD
modules 286 to balance the load on each of RPD modules
286. For instance, in the example of FIG. 2, container engine
284 may observe routing protocol sessions between RPD
modules 286 and border routers 111 and determine that RPD
module 286 A is handling a high level of routing information
traffic relative to other RPD modules 286. In such an
example, container engine 284 causes RPD module 286 A to
no longer peer with border router 111B. Container engine
284 further causes RPD module 286N to begin peering with
border router 111B, thereby reducing the load on RPD
module 286A, and thereby altering the balance of BGP
peering traffic handled by each of RPD modules 286. In
some examples, by adjusting and/or rebalancing peering
relationships between each of RPD modules 286 and border
routers 111, RPD modules 286 may operate more efficiently
and/or effectively.

Each of RPD modules 286 may peer with each other. For
instance, in the example of FIG. 2, each of RPD modules
286 may need to be aware of routing information acquired
by other RPD modules 286, so in order to acquire such
information, each of RPD modules 286 may peer with each
other. In such an example, container engine 284 may con-
figure each of RPD modules 286 to establish internal BGP
sessions with each other one of RPD modules 286 in a full
mesh arrangement. So in an example with exactly three RPD
modules 286 (i.e., RPD module 286A, RPD module 2868,
and RPD module 286C), RPD module 286A peers with both
RPD module 2868 and RPD module 286C, RPD module
286B peers with RPD module 286 A and RPD module 286C,
and RPD module 286C peers with RPD module 286A and
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RPD module 286B. To peer within compute node 270, such
communication may be facilitated by container engine 284
and/or kernel 281. In some examples, peering between RPD
modules 286 that are executing on the same compute node
270 might be more efficient than implementations where one
or more routing protocol modules are executing across
multiple computing devices and peer over a network (e.g.,
network 150). Where RPD modules 286 are instantiated
across multiple compute nodes 270, however, peering
between RPD modules 286 may involve communications
over network 150.

Each of RPD modules 286 may peer with other RPD
modules 286 that are handling the same address family. In
some examples, container engine 284 may, to the extent
possible, configure each of RPD modules 286 to peer with
border routers 111 such that each of RPD modules 286
processes routing information or routes for a different
address family or a different set of address families. As one
example, RPD module 286 A may process routing informa-
tion for address families A and B, while RPD module 2868
may process routing information for address families C and
D. In such an example, if address families A and B do not
overlap with address families C or D, then RPD module
286A might not need to peer with RPD module 286B,
thereby reducing operations that need to be performed by the
collective set of RPD modules 286. However, if such
address families do overlap, or if RPD module 286B is also
configured to process one or more of the address families
being processed by RPD module 286A, then RPD module
286 A and RPD module 286B may need to peer, as described
above. In such an example, however, RPD module 286 A and
RPD module 286B might only need to peer for those address
families RPD module 286 A and RPD module 286B have in
common.

In addition to peering among RPD modules 286, one or
more of RPD modules 286 may take other actions to share
routes with other RPD modules 286 to ensure that no paths
are being hidden from any other RPD module. In some
examples, each of RPD modules 286 might peer with only
a subset of border routers 111. In such an example, RPD
modules 286 may peer with each other to share routes that
each is learning from its subset of border routers 111.
However, in some examples, BGP may, when advertising
routes, advertise only the best path to a destination. In such
a situation, therefore, RPD modules 286 might not be
sharing all of its routing information with the other RPD
modules 286. To avoid hidden paths, therefore, one or more
of RPD modules 286 might not only peer with each other,
but also negotiate add-path to help ensure better visibility of
route information across RPD modules 286 and to avoid
hidden paths.

RPD modules 286 may share routing information stored
in a common data store 289. For instance, in an example that
can be described in connection with FIG. 2, container engine
284 configures each of RPD modules 286 to peer with one
or more of border routers 111. For example, RPD module
286 A may be configured to peer with border router 111A,
and RPD module 286N may be configured to peer with
border router 111D. While peering with border router 111A,
RPD module 286A may learn a first set of routes and cause
container engine 284 to store the first set of routes in data
store 289. While peering with border router 111D, RPD
module 286N may learn a second set of routes, and cause
container engine 284 to store the second set of routes in data
store 289. Thereafter, when identifying possible routes, RPD
module 286A accesses data store 289 and therefore has
access to routes that both RPD module 286A and RPD
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module 286N (and any other RPD module 286) have pre-
viously stored within data store 289. Similarly, when RPD
module 286N seeks to identify routes, RPD module 286N
has access to routes that any other RPD module 286 has
stored within data store 289. Accordingly, in such an
example, it may be possible for RPD modules 286 to avoid
peering with each other and avoid storing routes in separate
RIBs included within each of RPD modules 286. In the
example described, rather than a RIB included within each
of RPD modules 286, data store 289 may serve as a common
routing information data store that each of RPD modules
286 can operate from, thereby avoiding peering and storing
multiple copies of the same information. Each of RPD
modules 286 may access data store 289 through an API or
a publish/subscribe model.

FIG. 2 is described in the context of compute node 270
implementing route server 170 of FIG. 1A. In other
examples, compute node 270 may alternatively, or in addi-
tion, implement route reflector 160 of FIG. 1B. In such an
example, each of RPD modules 286 may act as a separate
route reflector and may be configured to perform operations
similar to that performed by route reflector containers 187.
In such an example, compute node 270 may scale route
reflector operations by instantiating new RPD modules 286
and/or reallocating border routers 111 assigned to each of
RPD modules 286.

Modules illustrated in FIG. 2 (e.g., kernel 281, NAT
module 283, container engine 284, RPD modules 286)
and/or illustrated or described elsewhere in this disclosure
may perform operations described using software, hardware,
firmware, or a mixture of hardware, software, and firmware
residing in and/or executing at one or more computing
devices. For example, a computing device may execute one
or more of such modules with multiple processors or mul-
tiple devices. A computing device may execute one or more
of such modules as a virtual machine executing on under-
lying hardware. One or more of such modules may execute
as one or more services of an operating system or computing
platform. One or more of such modules may execute as one
or more executable programs at an application layer of a
computing platform. In other examples, functionality pro-
vided by a module could be implemented by a dedicated
hardware device.

Although certain modules, data stores, components, pro-
grams, executables, data items, functional units, and/or other
items included within one or more storage devices may be
illustrated separately, one or more of such items could be
combined and operate as a single module, component,
program, executable, data item, or functional unit. For
example, one or more modules or data stores may be
combined or partially combined so that they operate or
provide functionality as a single module. Further, one or
more modules may interact with and/or operate in conjunc-
tion with one another so that, for example, one module acts
as a service or an extension of another module. Also, each
module, data store, component, program, executable, data
item, functional unit, or other item illustrated within a
storage device may include multiple components, sub-com-
ponents, modules, sub-modules, data stores, and/or other
components or modules or data stores not illustrated.

Further, each module, data store, component, program,
executable, data item, functional unit, or other item illus-
trated within a storage device may be implemented in
various ways. For example, each module, data store, com-
ponent, program, executable, data item, functional unit, or
other item illustrated within a storage device may be imple-
mented as a downloadable or pre-installed application or
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“app.” In other examples, each module, data store, compo-
nent, program, executable, data item, functional unit, or
other item illustrated within a storage device may be imple-
mented as part of an operating system executed on a
computing device.

FIG. 3 is a flow diagram illustrating operations performed
by an example compute node in accordance with one or
more aspects of the present disclosure. FIG. 3 is described
herein within the context of compute node 270 of FIG. 2. In
other examples, operations described in FIG. 3 may be
performed by one or more other components, modules,
systems, or devices. Further, in other examples, operations
described in connection with FIG. 3 may be merged, per-
formed in a difference sequence, omitted, or may encompass
additional operations not specifically illustrated or
described.

In the example of FIG. 3, and in accordance with one or
more aspects of the present disclosure, compute node 270
may instantiate containerized routing protocol modules
(301). For instance, in some examples, communication unit
275 of compute node 270 may detect a signal over network
105 that originates from a computing device (not shown)
operated by an administrator. Container engine 284 inter-
prets the signal as a command to create one or more RPD
modules 286, each executing within one of containers 285.
Container engine 284 instantiates container 285A through
container 285N, and configures each of containers 285 to
execute RPD modules 286. Container engine 284 may
further configure each of RPD modules 286 to indepen-
dently perform route server functionality.

Compute node 270 may perform network address trans-
lation (302). For instance, in some examples, compute node
270 may configure NAT module 283 to enable each of RPD
modules 286 to communicate with devices on network 105
using a common public address (e.g., 10.1.0.254). To do so,
NAT module 283 may translate the source address included
within network data packets that each of RPD modules 286
cause communication unit 275 to output over network 105
into the common public address. Similarly, NAT module 283
may receive network data packets over network 105 that are
destined for each of containers 285, and translate the public
destination address into the appropriate address associated
with each of containers 285.

Compute node 270 may configure each of RPD modules
286 to peer with a different subset of autonomous systems
110 (303). For instance, in some examples, container engine
284 configures each of RPD modules 286 to operate as an
instance of a route server. Container engine 284 further
configures each of RPD modules 286 to peer with one or
more of border routers 111. Thereafter, each of RPD mod-
ules 286 periodically and/or occasionally peer with one or
more of border routers 11 and exchange routing information.
In one example, container engine 284 causes RPD module
286A to peer with border router 111A and border router
111B. In such an example, RPD module 286A causes
communication unit 275 to output a plurality of signals over
network 105. Border router 111A detects a signal over
network 105 and determines that the signal corresponds to a
request to establish a BGP session. Border router 111A and
RPD module 286A further communicate, establish a BGP
session, and exchange routing information.

Compute node 270 may configure each of RPD modules
286 to peer with each other (304). For instance, in some
examples, each of RPD modules 286 may share routing
information by engaging in a BGP peering session. In such
an example, container engine 284 may configure each of
RPD modules 286 to establish BGP sessions with each other
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one of RPD modules 286 in a full mesh arrangement. To
peer within compute node 270, such communication may be
facilitated by container engine 284 and/or kernel 281. Where
RPD modules 286 are instantiated across multiple compute
nodes 270, peering between RPD modules 286 may involve
communications over network 150.

For processes, apparatuses, and other examples or illus-
trations described herein, including in any flowcharts or flow
diagrams, certain operations, acts, steps, or events included
in any of the techniques described herein can be performed
in a different sequence, may be added, merged, or left out
altogether (e.g., not all described acts or events are necessary
for the practice of the techniques). Moreover, in certain
examples, operations, acts, steps, or events may be per-
formed concurrently, e.g., through multi-threaded process-
ing, interrupt processing, or multiple processors, rather than
sequentially. Further certain operations, acts, steps, or events
may be performed automatically even if not specifically
identified as being performed automatically. Also, certain
operations, acts, steps, or events described as being per-
formed automatically may be alternatively not performed
automatically, but rather, such operations, acts, steps, or
events may be, in some examples, performed in response to
input or another event.

For ease of illustration, only a limited number of devices
(e.g., data sources 210, client devices 220, computing sys-
tems 240, administrator devices 290, as well as others) are
shown within the Figures and/or in other illustrations refer-
enced herein. However, techniques in accordance with one
or more aspects of the present disclosure may be performed
with many more of such systems, components, devices,
modules, and/or other items, and collective references to
such systems, components, devices, modules, and/or other
items may represent any number of such systems, compo-
nents, devices, modules, and/or other items.

Figures included herein each illustrate at least one
example implementation of an aspect of this disclosure. The
scope of this disclosure is not, however, limited to such
implementations. Accordingly, other example or alternative
implementations of systems, methods or techniques
described herein, beyond those illustrated in the Figures,
may be appropriate in other instances. Such implementa-
tions may include a subset of the devices and/or components
included in the Figures and/or may include additional
devices and/or components not shown in the Figures.

The detailed description set forth above is intended as a
description of various configurations and is not intended to
represent the only configurations in which the concepts
described herein may be practiced. The detailed description
includes specific details for the purpose of providing a
sufficient understanding of the various concepts. However,
these concepts may be practiced without these specific
details. In some instances, well-known structures and com-
ponents are shown in block diagram form in the referenced
figures in order to avoid obscuring such concepts.

Accordingly, although one or more implementations of
various systems, devices, and/or components may be
described with reference to specific Figures, such systems,
devices, and/or components may be implemented in a num-
ber of different ways. For instance, one or more devices
illustrated in the Figures herein (e.g., FIG. 1A, FIG. 1B,
and/or FIG. 2) as separate devices may alternatively be
implemented as a single device; one or more components
illustrated as separate components may alternatively be
implemented as a single component. Also, in some
examples, one or more devices illustrated in the Figures
herein as a single device may alternatively be implemented
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as multiple devices; one or more components illustrated as
a single component may alternatively be implemented as
multiple components. Each of such multiple devices and/or
components may be directly coupled via wired or wireless
communication and/or remotely coupled via one or more
networks. Also, one or more devices or components that
may be illustrated in various Figures herein may alterna-
tively be implemented as part of another device or compo-
nent not shown in such Figures. In this and other ways, some
of the functions described herein may be performed via
distributed processing by two or more devices or compo-
nents.

Further, certain operations, techniques, features, and/or
functions may be described herein as being performed by
specific components, devices, and/or modules. In other
examples, such operations, techniques, features, and/or
functions may be performed by different components,
devices, or modules. Accordingly, some operations, tech-
niques, features, and/or functions that may be described
herein as being attributed to one or more components,
devices, or modules may, in other examples, be attributed to
other components, devices, and/or modules, even if not
specifically described herein in such a manner.

Although specific advantages have been identified in
connection with descriptions of some examples, various
other examples may include some, none, or all of the
enumerated advantages. Other advantages, technical or oth-
erwise, may become apparent to one of ordinary skill in the
art from the present disclosure. Further, although specific
examples have been disclosed herein, aspects of this disclo-
sure may be implemented using any number of techniques,
whether currently known or not, and accordingly, the present
disclosure is not limited to the examples specifically
described and/or illustrated in this disclosure.

In one or more examples, the functions described may be
implemented in hardware, software, firmware, or any com-
bination thereof. If implemented in software, the functions
may be stored, as one or more instructions or code, on and/or
transmitted over a computer-readable medium and executed
by a hardware-based processing unit. Computer-readable
media may include computer-readable storage media, which
corresponds to a tangible medium such as data storage
media, or communication media including any medium that
facilitates transfer of a computer program from one place to
another (e.g., pursuant to a communication protocol). In this
manner, computer-readable media generally may corre-
spond to (1) tangible computer-readable storage media,
which is non-transitory or (2) a communication medium
such as a signal or carrier wave. Data storage media may be
any available media that can be accessed by one or more
compuiers or one Or more processors to retrieve instructions,
code and/or data structures for implementation of the tech-
niques described in this disclosure. A computer program
product may include a computer-readable medium.

By way of example, and not limitation, such computer-
readable storage media can include RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk stor-
age, or other magnetic storage devices, flash memory, or any
other medium that can be used to store desired program code
in the form of instructions or data structures and that can be
accessed by a computer. Also, any connection is properly
termed a computer-readable medium. For example, if
instructions are transmitted from a website, server, or other
remote source using a coaxial cable, fiber optic cable,
twisted pair, digital subscriber line (DSL), or wireless tech-
nologies such as infrared, radio, and microwave, then the
coaxial cable, fiber optic cable, twisted pair, DSL, or wire-
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less technologies such as infrared, radio, and microwave are
included in the definition of medium. It should be under-
stood, however, that computer-readable storage media and
data storage media do not include connections, carrier
waves, signals, or other transient media, but are instead
directed to non-transient, tangible storage media. Disk and
disc, as used, includes compact disc (CD), laser disc, optical
disc, digital versatile disc (DVD), floppy disk and Blu-ray
disc, where disks usually reproduce data magnetically, while
discs reproduce data optically with lasers. Combinations of
the above should also be included within the scope of
computer-readable media.
Instructions may be executed by one or more processors,
such as one or more digital signal processors (DSPs),
general purpose microprocessors, application specific inte-
grated circuits (ASICs), field programmable logic arrays
(FPGAs), or other equivalent integrated or discrete logic
circuitry. Accordingly, the terms “processor” or “processing
circuitry” as used herein may each refer to any of the
foregoing structure or any other structure suitable for imple-
mentation of the techniques described. In addition, in some
examples, the functionality described may be provided
within dedicated hardware and/or software modules. Also,
the techniques could be fully implemented in one or more
circuits or logic elements.
The techniques of this disclosure may be implemented in
a wide variety of devices or apparatuses, including a wire-
less handset, a mobile or non-mobile computing device, a
wearable or non-wearable computing device, an integrated
circuit (IC) or a set of ICs (e.g., a chip set). Various
components, modules, or units are described in this disclo-
sure to emphasize functional aspects of devices configured
to perform the disclosed techniques, but do not necessarily
require realization by different hardware units. Rather, as
described above, various units may be combined in a hard-
ware unit or provided by a collection of interoperating
hardware units, including one or more processors as
described above, in conjunction with suitable software and/
or firmware.
What is claimed is:
1. A system comprising a storage device and processing
circuitry, wherein the processing circuitry has access to the
storage device and is configured to:
instantiate a plurality of virtualized routing protocol mod-
ules, each capable of storing routing information about
a network having a plurality of routers;

perform network address translation to enable each of the
virtualized routing protocol modules to communicate
with one or more of the plurality of routers using an
address associated with the system; and

configure each of the virtualized routing protocol modules

to use the address to peer with a subset of the plurality
of routers to share routing information with another
subset of the plurality of routers.

2. The system of claim 1, wherein to instantiate a plurality
of virtualized routing protocol modules, the processing
circuitry is further configured to:

instantiate a plurality of containerized routing protocol

modules.

3. The system of claim 1, wherein the processing circuitry
is further configured to:

configure each of the plurality of virtualized routing

protocol modules to share routing information with
other virtualized routing protocol modules.

4. The system of claim 1, wherein the routing information
includes a first set of routing information and a second set of
routing information, wherein the plurality of virtualized
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routing protocol modules includes a first routing protocol
module and a second routing protocol module, and wherein
the processing circuitry is further configured to:

configure the first routing protocol module to share the

first set of routing information with the second routing
protocol module; and

configure the second routing protocol module to share the

second set of routing information with the first routing
protocol module.

5. The system of claim 4, wherein to configure the first
routing protocol module to share the first set of routing
information with the second routing protocol module, the
processing circuitry is further configured to:

determine that the first routing protocol module and the

second routing protocol module process routing infor-
mation associated with a common address family.

6. The system of claim 5, wherein to configure each of the
virtualized routing protocol modules to use the address to
peer with a subset of the plurality of routers, the processing
circuitry is further configured to:

configure each of the first and second virtualized routing

protocol modules to use the address to peer with routers
processing routing information associated with the
common address family.

7. The system of claim 1, wherein the processing circuitry
is further configured to:

instantiate a new virtualized routing protocol module that

is capable of storing routing information about the
network; and

configure the new virtualized routing module to use the

address to peer with a new subset of the plurality of
routers.

8. The system of claim 7, wherein to instantiate the new
virtualized routing protocol module, the processing circuitry
is further configured to:

instantiate the new virtualized routing protocol in

response to detecting increased activity associated with
sharing routing information.

9. The system of claim 1, wherein to configure each of the
virtualized routing protocol modules to use the address to
peer with a subset of the plurality of routers, the processing
circuitry is further configured to:

configure each of the virtualized routing protocol modules

to peer with a different subset of the plurality of routers.

10. The system of claim 1, wherein the processing cir-
cuitry is further configured to:

reconfigure each of the virtualized routing protocol mod-

ules to use the address to peer with a new subset of the
plurality of routers.

11. The system of claim 10, wherein to reconfigure each
of the virtualized routing protocol modules, the processing
circuitry is further configured to:

reconfigure each of the virtualized routing protocol mod-

ules in response to detecting increased activity associ-
ated with sharing routing information.

12. A method comprising:

instantiating, by a computing system, a plurality of vir-

tualized routing protocol modules, each capable of
storing routing information about a network having a
plurality of routers;

performing, by the computing system, network address

translation to enable each of the virtualized routing
protocol modules to communicate with one or more of
the plurality of routers using an address associated with
the computing system; and

configuring, by the computing system, each of the virtu-

alized routing protocol modules to use the address to
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peer with a subset of the plurality of routers to share
routing information with another subset of the plurality
of routers.

13. The method of claim 12, wherein instantiating a
plurality of virtualized routing protocol modules includes:

instantiating a plurality of containerized routing protocol

modules.

14. The method of claim 12, further comprising:

configuring each of the plurality of virtualized routing

protocol modules to share routing information with
other virtualized routing protocol modules.

15. The method of claim 12, wherein the routing infor-
mation includes a first set of routing information and a
second set of routing information, and wherein the plurality
of virtualized routing protocol modules includes a first
routing protocol module and a second routing protocol
module, the method further comprising:

configuring the first routing protocol module to share the

first set of routing information with the second routing
protocol module; and

configure the second routing protocol module to share the

second set of routing information with the first routing
protocol module.

16. The method of claim 15, wherein configuring the first
routing protocol module to share the first set of routing
information with the second routing protocol module
includes:

determining that the first routing protocol module and the

second routing protocol module process routing infor-
mation associated with a common address family.

17. The method of claim 16, wherein configuring each of
the virtualized routing protocol modules to use the address
to peer with a subset of the plurality of routers includes:
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configuring each of the first and second virtualized rout-
ing protocol modules to use the address to peer with
routers processing routing information associated with
the common address family.

18. The method of claim 12, further comprising:

instantiating a new virtualized routing protocol module

that is capable of storing routing information about the
network; and

configuring the new virtualized routing module to use the

address to peer with a new subset of the plurality of
routers.

19. The method of claim 18, wherein instantiating the new
virtualized routing protocol module includes:

instantiating the new virtualized routing protocol in

response to detecting increased activity associated with
sharing routing information.
20. A non-transitory computer-readable medium compris-
ing instructions that, when executed, configure processing
circuitry of a computing system to:
instantiate a plurality of virtualized routing protocol mod-
ules, each capable of storing routing information about
a network having a plurality of routers;

perform network address translation to enable each of the
virtualized routing protocol modules to communicate
with one or more of the plurality of routers using an
address associated with the computing system; and

configure each of the virtualized routing protocol modules
to use the address to peer with a subset of the plurality
of routers to share routing information with another
subset of the plurality of routers.

#* #* #* #* #*
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