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CONFIRMATORY ASSIGNMENT

For good and valuable consideration, the receipt of which is hereby acknowledged, the
person(s) named below (referred to as "INVENTOR" whether singular or plural) has sold,
assigned, and transferred and does hereby confirm the sale, assignment, and transfer to Juniper
Networks, Inc., having a place of business at 1133 Innovation Way, Sunnyvale, CA 94089-
1206, United States of America ("ASSIGNEE"), for itself and its successors, transferees, and
assignees, the following:

1. The entire worldwide right, title, and interest in all inventions and
improvements (“SUBJECT MATTER”) that are disclosed in the following provisional
application filed under 35 U.S.C. § 111(b), non-provisional application filed under 35
U.S.C. § 111(a), international application filed according to the Patent Cooperation
Treaty (PCT), or U.S. national phase application filed under 35 US.C. § 371
(“APPLICATION”):

U.S. Application No. 17/403,608, entitled “INITIALIZING NETWORK
DEVICE AND SERVER CONFIGURATIONS IN A DATA CENTER,”
filed on August 16, 2021.

2. The entire worldwide right, title, and interest in and to:

(a) the APPLICATION; (b) all applications claiming priority from the APPLICATION,
(c) all provisional, utility, divisional, continuation, substitute, renewal, reissue, and other
applications related thereto which have been or may be filed in the United States or
elsewhere in the world; (d) all patents (including reissues and re-examinations) which
may be granted on the applications set forth in (a), (b), and (c) above; and (e) all right of
priority in the APPLICATION and in any underlying provisional or foreign application,
together with all rights to recover damages for infringement of provisional rights.

3. The entire worldwide right, title, and interest in and to (including all
claims of):

U.S. Patent No. 11,665,053, issued May 30, 2023, which is included as an
Appendix to this Assignment.

INVENTOR agrees that ASSIGNEE may apply for and receive patents for SUBJECT
MATTER in ASSIGNEE’s own name.

INVENTOR agrees to do the following, when requested, and without further
consideration, in order to carry out the intent of this Assignment: (1) execute all oaths,
assignments, powers of attorney, applications, and other papers necessary or desirable to fully
secure to ASSIGNEE the rights, titles and interests herein conveyed; (2) communicate to
ASSIGNEE all known facts relating to the SUBJECT MATTER; and (3) generally do all lawful
acts that ASSIGNEE shall consider desirable for securing, maintaining, and enforcing worldwide
patent protection relating to the SUBJECT MATTER and for vesting in ASSIGNEE the rights,
titles, and interests herein conveyed. INVENTOR further agrees to provide any successor,
assign, or legal representative of ASSIGNEE with the benefits and assistance provided to
ASSIGNEE hereunder.

INVENTOR represents that INVENTOR has the rights, titles, and interests to convey as
set forth herein, and covenants with ASSIGNEE that the INVENTOR has not made and will not
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Date Filed: August 16, 2021
Application No.: 17/403,608

hereafter make any assignment, grant, mortgage, license, or other agreement affecting the rights,
titles, and interests herein conveyed.

INVENTOR grants the attorney of record the power to insert on this Assignment any
further identification that may be necessary or desirable in order to comply with the rules of the
United States Patent and Trademark Office for recordation of this document.

This Assignment may be executed in one or more counterparts, each of which shall be
deemed an original and all of which may be taken together as one and the same Assignment.

Name and Signature Date of Signature

'few@\-é Jul 25,2023

Jacopo Pianigiani

Name and Signature Date of Signature

%mem:y Jul 31,2023

Thomas Murray

Name and Signature Date of Signature
f]' Jul 24,2023
Michael Henkel
Name and Signature Date of Signature
Tong Jiang Jul 24,2023
Tong Jiang
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Name and Signature Date of Signature

¢ 5’%‘ ' Aug7,2023

Ignatious Johnson Christober

Name and Signature Date of Signature

Aot

Atul S. Moghe

Jul 24,2023
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L LR Sl ok kRl E A e e il A R e b R S halad hrmmamman .- R e i bl A +
702 | Interface | MAC Address | Switch Port VLAN IDs | Switch Chassis ID | Switch Port ID |
E ] o st s B e E b B e ] e st +
enol | Bcich:7a:6a:F8:9¢ | [} | 3¢:61:04:a4:0b:2c | 561 |

| eno2 | ecica:7ar6a:F8:9d | [} | 3¢c:61:84:a4:0b52¢ | 721 |

| enszfe | 99:e2:ba:84:53:7a | [} { 3¢:81:84:a4:0b:2¢ | 656 |

| ens2fi { 98:e2:ba:84:53:7b | [} { 3c:61:04:a4:8b:2¢ | 524 }
e e e bl Rl ] Fom o a R e il +

Table 1: Port information of introspected server
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NETWORKS:
INTERNALAPS:
VLAN: 100
PREFIX: 10.0.0.0
PREFIX_LENGTH: 24
GATEWAY: 10.0.0.1
EXTERNALAPI:
VLAN: 200
PREFIX: 10.0.1.0
PREFIX_LENGTH: 24
GATEWAY: 10.0.1.1
PROVISIONING:
VLAN: 0 #i<-- 0 MEANS NO VLAN
PREFIX: 10.0.2.0
PREFIX_LENGTH: 24
GATEWAY: 10.0.2.1
TENANT:
VLAN: 400
PREFIX: 10.0.3.0
PREFIX_LENGTH: 24
GATEWAY: 10.0.3.1
ROLES:
COMPUTE: 802
NICS:
NIC1:
NETWORKS:
- PROVISIONING
- INTERNALAP}
- EXTERNALAPS
- TENANT
CONTRAIL_CONTROLLER:
NICS:
BONDO:
MEMBERS:
- NIC3
- NiCa
NETWORKS:
- TENANT
NIC1L:
NETWORKS:
- PROVISIONING
- INTERNALAP}
- EXTERNALAPS

FIG. 8
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openstack baremetal introspection data save 242e6298-28e7-4188-b22b-TblBce9d9d12 | jq .all_interfaces. znol
{
"pxe": true,
"client_id": null,
"11dp_ processed™: {
"switch_port_mtu': 9216,
"switch_port_autonegotiation_enabled”: true,
“switch_port_autonegotiation_support™: true,
"switch_capabilities_support”: |
"Bridge",
“Router”
1
"switch_mgmt_addresses“: [
“16.84,159.116"
1
"switch_port_id“: "Sei”,
"switch_port_physical_capabilities™: [
“18@QOBASE-T fdx™
1,
"switch_port_description”: “ge-8/0/14",
“switch capabilities_enabled”: |
"Bridge”,
"Router”
1
"switch_port_mau_type”: “Unknown",
"switch_port link_aggregation_id”: o,
"switch_system_name“: "Sb3-gfx1”,
"switch_port link aggregation_enabled™: false,
"switch_port_link_aggregation support“: true,
"switch_system_description”: "Juniper Networks, Inc. gfx3588s Ethernet Switch, kernel JUNOS
14.1X53-D18.4, Build date: 2014-18-17 00:23:85 UTC Copyright (c) 1996-2814 Juniper Networks, Inc.”,
"switch_port _vians“: [},
"switeh_chassis_3d": "3c¢:61:04:a4:0b:2¢",
"switch_port_untagged vian_id": 76
1
"mac": "@c:ic4:7a:6a:f8:9¢”,
"ip™: “192.168.24.101"
}

openstack baremetal introspection data save 242e6298-28e7-4180-b22b-fb18ce9d9d12 | iq
,all_interfaces.enol,lldp_processed.switch_system_name

"5b3-gfx1"”

openstack baremetal introspection data save 24206298-28e7-418@-b22b-fbl8ce9d9d12 | iq
.all_interfaces.enol.lldp processed.switch_port_description

"ge-0/0/14"

FIG.9
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1
INITIALIZING NETWORK DEVICE AND
SERVER CONFIGURATIONS IN A DATA
CENTER

RELATED APPLICATIONS

This application is a continuation of, and claims the
priority benefit of, U.S. patent application Ser. No. 16/396,
095 entitled “INITIALIZING NETWORK DEVICE AND
SERVER CONFIGURATIONS IN A DATA CENTER,”
filed Apr. 26, 2019, the entire contents of which is hereby
incorporated by reference.

TECHNICAL FIELD

The disclosure relates to computer networks and, more
particularly, to configuring network devices and servers.

BACKGROUND

In a typical cloud data center environment, a large col-
lection of interconnected servers provide computing (e.g.,
compute nodes) and/or storage capacity to run various
applications. For example, a data center comprises a facility
that hosts applications and services for customers of the data
center. The data center, for example, hosts all the infrastruc-
ture equipment, such as networking and storage systems,
redundant power supplies, and environmental controls. In a
typical data center, clusters of storage systems and applica-
tion servers are interconnected via high-speed switch fabric
provided by one or more tiers of physical network switches
and routers. More sophisticated data centers provide infra-
structure spread throughout the world with subscriber sup-
port equipment located in various physical hosting facilities.

Software Defined Networking (SDN) platforms may be
used in data centers, and in some cases, may use a logically
centralized and physically distributed SDN controller, and a
distributed forwarding plane in virtual routers that extend
the network from physical routers and switches in the data
center into a virtual overlay network hosted in virtualized
servers. The SDN controller provides management, control,
and analytics functions of a virtualized network and orches-
trates the virtual routers by communicating with the virtual
routers.

A typical data center can include hundreds of physical
network switches and thousands of storage and application
servers. The correct and efficient operation of these switches
and servers to support SDN platforms can depend on the
proper configuration and provisioning of the switches and
servers.

SUMMARY

In general, the disclosure describes techniques for initial-
izing configurations for physical switches and servers in a
data center. Each of the switches and servers can be coupled
to a management switch. Additionally, the switches and
servers can be coupled to one or more Internet Protocol (IP)
fabric switches. The switches and servers can be configured
to provide a data plane for network communication via the
1P fabric switches. The management switch can be used to
communicate network management related information and
is not intended for normal data communication between
network devices. Thus, the IP fabric switches form what can
be referred to as an “in-band” communication network and
the management switch can form what is referred to as an
“out-of-band” communication network.
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In some aspects, a fabric management server includes a
provisional (e.g., lightweight) version of an SDN controller
and a configuration wizard. A technique for initializing a
configuration of the physical switches and servers in a data
center can include various discovery and configuration
workflows (e.g., processes) that may be invoked and coor-
dinated by the configuration wizard. Data discovered by a
first workflow may be used in subsequent workflows to
initialize the configuration of the network devices in the data
center. Thus, the techniques provide an automated mecha-
nism for “bootstrapping” the configuration of a data center.

During a first discovery process, the provisional SDN
controller can discover, via the management switch, the
presence of physical switches that form the IP fabric. Con-
figuration data for the discovered physical switches can be
provided to the physical servers by the fabric management
server via the management switch.

During a second discovery process, the fabric manage-
ment server discovers the physical servers that are commu-
nicably coupled to the management switch. For each physi-
cal server that is discovered, the provisional SDN controller
can further discover configuration information about the
physical server. Such information can include the network
interfaces available on the physical server, MAC addresses
for the network interfaces, and switch ports on the physical
server. The server configuration information can be used
along with the previously discovered switch configuration
information to determine an IP fabric configuration. Infor-
mation from the IP fabric configuration can be used to
determine configurations for the switches and servers in the
data center.

After the second discovery process has been completed
and the discovered physical servers have been configured,
one or more of the discovered servers can be selected and a
standard (i.e., full functionality) SDN controller can be
installed and configured on the selected server(s). The
standard SDN controller can be used to provide functionality
not available in the lightweight SDN controller, such as
cluster definitions, high availability services, etc.

The techniques of this disclosure may provide one or
more advantages. For example, the techniques may enable
accurate and rapid configuration of the physical switches
and servers in a data center. The techniques can significantly
reduce the need for time consuming and error-prone manual
configuration of potentially thousands of network devices in
a data center, thereby allowing for scalable configuration of
large data centers having many network devices.

In one example aspect, a method includes receiving, by a
first Software Defined Networking (SDN) controller config-
ured on a fabric management server communicably coupled
to a management switch, switch configuration information
for one or more Internet Protocol (IP) fabric switches
communicably coupled to the management switch; discov-
ering, by the first SDN controller, a physical server com-
municably coupled to the management switch; receiving, by
the first SDN controller from the physical server via the
management switch, server configuration information asso-
ciated with one or more network interfaces coupling the
physical server to an IP fabric switch of the one or more IP
fabric switches; determining, by the first SDN controller,
based at least in part on the server configuration information
and the switch configuration information, an IP fabric con-
figuration; providing, by the first SDN controller, switch port
configuration information to the one or more IP fabric
switches, wherein the switch port configuration information
is based, at least in part, on the IP fabric configuration; and
providing, by the first SDN controller, server network inter-
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face configuration information to the physical server,
wherein the server network interface configuration informa-
tion is based, at least in part, on the IP fabric configuration.

In another example aspect, a system includes a fabric
management server having a first management port; a physi-
cal server having a second management port; a management
switch communicably coupled to the first and second man-
agement ports; and one or more Internet Protocol (IP) fabric
switches communicably coupled to the physical server;
wherein the fabric management server comprises a first
Software Defined Networking (SDN) controller configured
to: receive switch configuration information for the one or
more [P fabric switches communicably via the management
switch, discover a physical server communicably coupled to
the management switch, receive, from the physical server
via the management switch, server configuration informa-
tion associated with one or more network interfaces cou-
pling the physical server to an IP fabric switch of the one or
more [P fabric switches, determine, based at least in part on
the server configuration information and the switch configu-
ration information, an IP fabric configuration, provide
switch port configuration information to the one or more
switches, wherein the switch port configuration information
is based, at least in part, on the IP fabric configuration, and
provide server network interface configuration information
to the physical server, wherein the server network interface
configuration information is based, at least in part, on the IP
fabric configuration.

In a further example aspect, a computer-readable medium
includes instructions for causing a programmable processor
executing a first SDN controller to receive switch configu-
ration information for one or more Internet Protocol (IP)
fabric switches communicably via the management switch;
discover a physical server communicably coupled to the
management switch; receive, from the physical server via
the management switch, server configuration information
associated with one or more network interfaces coupling the
physical server to an IP fabric switch of the one or more IP
fabric switches; determine, based at least in part on the
server configuration information and the switch configura-
tion information, an IP fabric configuration; provide switch
port configuration information to the one or more IP fabric
switches, wherein the switch port configuration information
is based, at least in part, on the IP fabric configuration; and
provide server network interface configuration information
to the physical server, wherein the server network interface
configuration information is based, at least in part, on the IP
fabric configuration.

The details of one or more examples are set forth in the
accompanying drawings and the description below. Other
features, objects, and advantages will be apparent from the
description and drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram illustrating an example com-
puter network system in accordance with techniques
described herein.

FIG. 2 is a block diagram illustrating an example imple-
mentation of a data center in the example computer network
system of FIG. 1 in further detail.

FIGS. 3A-3D are block diagrams illustrating network
configuration states in accordance with techniques described
herein.

FIGS. 4A-4D are block diagrams illustrating network
configuration data in accordance with techniques described
herein.
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FIG. 5 is a flowchart illustrating a method for performing
an end-to-end configuration in accordance with techniques
described herein.

FIG. 6 is a flowchart illustrating a method for discovering
and configuring servers in accordance with techniques
described herein.

FIG. 7 illustrates an example server network interface
configuration.

FIG. 8 illustrates example mapping data mapping
between server roles, network interfaces, switch ports, and
networks.

FIG. 9 illustrates an example fabric port configuration.

FIGS. 10A-10M illustrate example user interface screens
for a cluster configuration wizard according to techniques
described herein.

DETAILED DESCRIPTION

One way to configure and provision new switches and
new servers in a data center is to download the configuration
and software via the physical network to the new servers and
switches. However, a “chicken or egg” problem exists in that
the new servers and switches are not configured to commu-
nicate over the physical network and therefore cannot down-
load configurations and software. Thus, in some data center
systems, configuration and provisioning may be a manual
process. Manual configuration can be time consuming and
error prone. As a result, manual configuration may be
impractical in a data center having hundreds of switches and
thousands of servers requiring configuration.

The example techniques described below are provided in
the context of configuring switches and servers in a data
center. The techniques can also be applied in other computer
network environments besides data centers where there are
numerous switches and servers that require configuration.

FIG. 1 is a block diagram illustrating an example com-
puter network system 8 in accordance with techniques
described herein. The example computer network system 8
can be configured using the techniques described below with
respect to FIGS. 2, 3A-3D, 4A-4D, 5 and 6.

Computer network system 8 in the example of FIG. 1
includes data centers 10A-10X (collectively, “data centers
10”) interconnected with one another and with customer
networks associated with customers 11 via a service pro-
vider network 7. FIG. 1 illustrates one example implemen-
tation of computer network system 8 and a data center 10A
that hosts one or more cloud-based computing networks,
computing domains or projects, generally referred to herein
as cloud computing cluster. The cloud-based computing
clusters may be co-located in a common overall computing
environment, such as a single data center, or distributed
across environments, such as across different data centers.
Cloud-based computing clusters may, for example, be dif-
ferent cloud environments, such as various combinations of
OpenStack cloud environments, Kubernetes cloud environ-
ments or other computing clusters, domains, networks and
the like. Other implementations of computer network system
8 and data center 10A may be appropriate in other instances.
Such implementations may include a subset of the compo-
nents included in the example of FIG. 1 and/or may include
additional components not shown in FIG. 1. Data centers
10B-10X may include the same or similar features and be
configured to perform the same or similar functions as
described herein with respect to data center 10A.

In the example shown in FIG. 1, data center 10A provides
an operating environment for applications and services for
customers 11 coupled to data center 10A by service provider
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network 7 through gateway 108. Although functions and
operations described in connection with computer network
system 8 of FIG. 1 may be illustrated as being distributed
across multiple devices in FIG. 1, in other examples, the
features and techniques attributed to one or more devices in
FIG. 1 may be performed internally, by local components of
one or more of such devices. Similarly, one or more of such
devices may include certain components and perform vari-
ous techniques that may otherwise be attributed in the
description herein to one or more other devices. Further,
certain operations, techniques, features, and/or functions
may be described in connection with FIG. 1 or otherwise as
performed by specific components, devices, and/or modules.
In other examples, such operations, techniques, features,
and/or functions may be performed by other components,
devices, or modules. Accordingly, some operations, tech-
niques, features, and/or functions attributed to one or more
components, devices, or modules may be attributed to other
components, devices, and/or modules, even if not specifi-
cally described herein in such a manner.

Data center 10A hosts infrastructure equipment, such as
networking and storage systems, redundant power supplies,
and environmental controls. Service provider network 7 may
be coupled to one or more networks administered by other
providers, and may thus form part of a large-scale public
network infrastructure, e.g., the Internet. In some examples,
data center 10A may represent one of many geographically
distributed network data centers. As illustrated in the
example of FIG. 1, data center 10A is a facility that provides
network services for customers 11. Customers 11 may be
collective entities such as enterprises and governments or
individuals. For example, a network data center may host
web services for several enterprises and end users. Other
exemplary services may include data storage, virtual private
networks, traffic engineering, file service, data mining, sci-
entific, or super-computing, and so on. In some examples,
data center 10A is an individual network server, a network
peer, or otherwise.

In the example of FIG. 1, data center 10A includes a set
of storage systems and application servers, including server
12A through server 12X (collectively “servers 12”) inter-
connected via high-speed switch fabric 20 provided by one
or more tiers of physical network switches and routers.
Servers 12 function as physical compute nodes of the data
center. For example, each of servers 12 may provide an
operating environment for execution of one or more appli-
cation workloads. As described herein, the terms “applica-
tion workloads™ or “workloads” may be used interchange-
ably to refer to application workloads. Workloads may
execute on a virtualized environment, such as a virtual
machine 36, a container, or some of type of virtualized
instance, or in some cases on a bare metal server that
executes the workloads directly rather than indirectly in a
virtualized environment. Each of servers 12 may be alter-
natively referred to as a host computing device or, more
simply, as a host. A server 12 may execute one or more of
workloads 37 on one or more virtualized instances, such as
virtual machines 36, containers, or other virtual execution
environment for running one or more services (such as
virtualized network functions (VNFs)). Some or all of the
servers 12 can be bare metal servers (BMS). A BMS can be
a physical server that is dedicated to a specific customer or
tenant.

Switch fabric 20 may include top-of-rack (TOR) switches
16A-16N coupled to a distribution layer of chassis switches
18A-18M, and data center 10A may include one or more
non-edge switches, routers, hubs, gateways, security devices
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such as firewalls, intrusion detection, and/or intrusion pre-
vention devices, servers, computer terminals, laptops, print-
ers, databases, wireless mobile devices such as cellular
phones or personal digital assistants, wireless access points,
bridges, cable modems, application accelerators, or other
network devices. Data center 10A includes servers 12A-12X
interconnected via the high-speed switch fabric 20 provided
by one or more tiers of physical network switches and
routers. Switch fabric 20 is provided by the set of intercon-
nected top-of-rack (TOR) switches 16A-16N (collectively,
“TOR switches 16”) coupled to the distribution layer of
chassis switches 18A-18M (collectively, “chassis switches
18”). In some examples, chassis switches 18 may operate as
spine nodes and TOR switches 16 may operate as leaf nodes
in data center 10A. Although not shown, data center 10A
may also include, for example, one or more non-edge
switches, routers, hubs, gateways, security devices such as
firewalls, intrusion detection, and/or intrusion prevention
devices, servers, computer terminals, laptops, printers, data-
bases, wireless mobile devices such as cellular phones or
personal digital assistants, wireless access points, bridges,
cable modems, application accelerators, or other network
devices.

In this example, TOR switches 16 and chassis switches 18
provide servers 12 with redundant (multi-homed) connec-
tivity to gateway 108 and service provider network 7.
Chassis switches 18 aggregate traffic flows and provide
high-speed connectivity between TOR switches 16. TOR
switches 16 may be network devices that provide layer 2
(MAC) and/or layer 3 (e.g., IP) routing and/or switching
functionality. TOR switches 16 and chassis switches 18 may
each include one or more processors and a memory, and that
are capable of executing one or more software processes.
Chassis switches 18 are coupled to gateway 108, which may
perform layer 3 routing to route network traffic between data
center 10A and customers 11 by service provider network 7.

Switch fabric 20 may perform layer 3 routing to route
network traffic between data center 10A and customers 11 by
service provider network 7. Gateway 108 acts to forward
and receive packets between switch fabric 20 and service
provider network 7. Data center 10A includes an overlay
network that extends switch fabric 20 from physical
switches 18, 16 to software or “virtual” switches. For
example, virtual routers 30A-30X located in servers 12A-
12X, respectively, may extend the switch fabric 20 by
communicatively coupling with one or more of the physical
switches located within the switch fabric 20. Virtual
switches may dynamically create and manage one or more
virtual networks usable for communication between appli-
cation instances. In one example, virtual routers 30A-30X
execute the virtual network as an overlay network, which
provides the capability to decouple an application’s virtual
address from a physical address (e.g., IP address) of the one
of servers 12A-12X on which the application is executing.
Each virtual network may use its own addressing and
security scheme and may be viewed as orthogonal from the
physical network and its addressing scheme. Various tech-
niques may be used to transport packets within and across
virtual network(s) over the physical network.

Software-Defined Networking (“SDN”) controller 132
provides a logically and in some cases physically centralized
controller for facilitating operation of one or more virtual
networks within data center 10A in accordance with one or
more examples of this disclosure. The terms SDN controller
and Virtual Network Controller (“VNC”) may be used
interchangeably throughout this disclosure. In some
examples, SDN controller 132 operates in response to con-
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figuration input received from orchestration engine 130 via
a northbound API 131, which in turn operates in response to
configuration input received from an administrator 24 oper-
ating user interface device 129. In some aspects, the SDN
controller 132 may be part of a high availability (HA) cluster
and provide HA cluster configuration services. Additional
information regarding SDN controller 132 operating in
conjunction with other devices of data center 10A or other
software-defined networks is found in International Appli-
cation Number PCT/US2013/044378, filed Jun. 5, 2013, and
entitled “PHYSICAL PATH DETERMINATION FOR VIR-
TUAL NETWORK PACKET FLOWS,” and in U.S. patent
application Ser. No. 15/476,136, filed Mar. 31, 2017 and
entitled, “SESSION-BASED TRAFFIC STATISTICS LOG-
GING FOR VIRTUAL ROUTERS,” wherein both applica-
tions are incorporated by reference in their entirety as if fully
set forth herein.

For example, SDN platforms may be used in data center
10 to control and manage network behavior. In some cases,
an SDN platform includes a logically centralized and physi-
cally distributed SDN controller, such as SDN controller
132, and a distributed forwarding plane in the form of virtual
routers that extend the network from physical routers and
switches in the data center switch fabric into a virtual
overlay network hosted in virtualized servers.

In some examples, SDN controller 132 manages the
network and networking services such load balancing, secu-
rity, and allocate resources from servers 12 to various
applications via southbound API 133. That is, southbound
API 133 represents a set of communication protocols uti-
lized by SDN controller 132 to make the actual state of the
network equal to the desired state as specified by orches-
tration engine 130. One such communication protocol may
include a messaging communications protocol such as
XMPP, for example. For example, SDN controller 132
implements high-level requests from orchestration engine
130 by configuring physical switches, e.g. TOR switches 16,
chassis switches 18, and switch fabric 20; physical routers;
physical service nodes such as firewalls and load balancers;
and virtual services such as virtual firewalls in a virtualized
environment. SDN controller 132 maintains routing, net-
working, and configuration information within a state data-
base. SDN controller 132 communicates a suitable subset of
the routing information and configuration information from
the state database to virtual router (VR) 30A-30X or agents
35A-35X (“AGENT” in FIG. 1) on each of servers 12A-
12X.

As described herein, each of servers 12 include a respec-
tive forwarding component 39A-39X (hereinafter, “forward-
ing components 39) that performs data forwarding and
traffic statistics collection functions for workloads executing
on each server 12. In the example of FIG. 1, each forwarding
component is described as including a virtual router (“VR
30A-VR 30X” in FIG. 1) to perform packet routing and
overlay functions, and a VR agent (“VA 35A-35X” in FIG.
1) to communicate with SDN controller 132 and, in
response, configure the virtual routers 30.

In this example, each virtual router 30A-30X implements
at least one routing instance for corresponding virtual net-
works within data center 10 and routes the packets to
appropriate virtual machines, containers, or other elements
executing within the operating environment provided by the
servers. Packets received by the virtual router of server 12A,
for instance, from the underlying physical network fabric
may include an outer header to allow the physical network
fabric to tunnel the payload or “inner packet” to a physical
network address for a network interface of server 12A that
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executes the virtual router. The outer header may include not
only the physical network address of the network interface
of the server but also a virtual network identifier such as a
VxLAN tag or Multiprotocol Label Switching (MPLS) label
that identifies one of the virtual networks as well as the
corresponding routing instance executed by the virtual
router. An inner packet includes an inner header having a
destination network address that conform to the virtual
network addressing space for the virtual network identified
by the virtual network identifier.

In the example of FIG. 1, SDN controller 132 learns and
distributes routing and other information (such as configu-
ration) to all compute nodes in the data center 10. The VR
agent 35 of a forwarding component 39 running inside the
compute node, upon receiving the routing information from
SDN controller 132, typically programs the data forwarding
element (virtual router 30) with the forwarding information.
SDN controller 132 sends routing and configuration infor-
mation to the VR agent 35 using a messaging communica-
tions protocol such as XMPP protocol semantics rather than
using a more heavy-weight protocol such as a routing
protocol like BGP. In XMPP, SDN controller 132 and agents
communicate routes and configuration over the same chan-
nel. SDN controller 132 acts as a messaging communica-
tions protocol client when receiving routes from a VR agent
35, and the VR agent 35 acts as a messaging communica-
tions protocol server in that case. Conversely, SDN control-
ler 132 acts as a messaging communications protocol server
to the VR agent 35 as the messaging communications
protocol client when the SDN controller sends routes to the
VR agent 35. SDN controller 132 may send security policies
to VR agents 35 for application by virtual routers 30.

User interface device 129 may be implemented as any
suitable computing system, such as a mobile or non-mobile
computing device operated by a user and/or by administrator
24. User interface device 129 may, for example, represent a
workstation, a laptop or notebook computer, a desktop
computer, a tablet computer, or any other computing device
that may be operated by a user and/or present a user interface
in accordance with one or more aspects of the present
disclosure.

In some examples, orchestration engine 130 manages
functions of data center 10A such as compute, storage,
networking, and application resources. For example, orches-
tration engine 130 may create a virtual network for a tenant
within data center 10A or across data centers. Orchestration
engine 130 may attach workloads (W1 .s) to a tenant’s virtual
network. Orchestration engine 130 may connect a tenant’s
virtual network to an external network, e.g. the Internet or a
VPN. Orchestration engine 130 may implement a security
policy across a group of workloads or to the boundary of a
tenant’s network. Orchestration engine 130 may deploy a
network service (e.g. a load balancer) in a tenant’s virtual
network.

In some examples, SDN controller 132 manages the
network and networking services such load balancing, secu-
rity, and allocate resources from servers 12 to various
applications via southbound API 133. That is, southbound
API 133 represents a set of communication protocols uti-
lized by SDN controller 132 to make the actual state of the
network equal to the desired state as specified by orches-
tration engine 130. For example, SDN controller 132 imple-
ments high-level requests from orchestration engine 130 by
configuring physical switches, e.g. TOR switches 16, chassis
switches 18, and switch fabric 20; physical routers; physical
service nodes such as firewalls and load balancers; and
virtual services such as virtual firewalls in a VM. SDN
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controller 132 maintains routing, networking, and configu-
ration information within a state database.

Typically, the traffic between any two network devices,
such as between network devices (not shown) within switch
fabric 20 or between servers 12 and customers 11 or between
servers 12, for example, can traverse the physical network
using many different paths. For example, there may be
several different paths of equal cost between two network
devices. In some cases, packets belonging to network traffic
from one network device to the other may be distributed
among the various possible paths using a routing strategy
called multi-path routing at each network switch node. For
example, the Internet Engineering Task Force (IETF) RFC
2992, “Analysis of an Equal-Cost Multi-Path Algorithm,”
describes a routing technique for routing packets along
multiple paths of equal cost. The techniques of RFC 2992
analyze one particular multipath routing strategy involving
the assignment of flows to bins by hashing packet header
fields that sends all packets from a particular traffic flow over
a single deterministic path.

Virtual routers (virtual router 30A to virtual router 30X,
collectively “virtual routers 30” in FIG. 1) execute multiple
routing instances for corresponding virtual networks within
data center 10A and routes the packets to appropriate
workload executing within the operating environment pro-
vided by servers 12. Each of servers 12 may include a virtual
router. Packets received by virtual router 30A of server 12A,
for instance, from the underlying physical network fabric
may include an outer header to allow the physical network
fabric to tunnel the payload or “inner packet” to a physical
network address for a network interface of server 12A. The
outer header may include not only the physical network
address of the network interface of the server but also a
virtual network identifier such as a VXL AN tag or Multi-
protocol Label Switching (MPLS) label that identifies one of
the virtual networks as well as the corresponding routing
instance executed by the virtual router. An inner packet
includes an inner header having a destination network
address that conform to the virtual network addressing space
for the virtual network identified by the virtual network
identifier.

Data center 10A can have thousands of chassis switches
18 and TOR switches 16, and hundreds of servers 12. The
example illustrated in FIG. 1 represents a fully configured
data center 10A. When the data center is first being set up,
these network devices require configuration. In some
aspects, a fabric management server 140 includes a provi-
sional SDN controller 142 that can be used during the initial
configuration process as described in more detail below. The
provisional SDN controller 142 can perform the configura-
tion functions of SDN controller 132, but may lack other
functionality provided by SDN controller 132 such as high
availability and cluster capabilities. The provisional SDN
controller 142 can discover network devices and determine
appropriate configuration for the network devices based on
the available connections and roles. After the provisional
SDN controller 142 has determined the initial configuration
of the data center 10A, the provisional SDN controller can
instantiate the SDN controller 132 and migrate the configu-
ration to the SDN controller 132, which can take over for the
provisional SDN controller 142. The provisional SDN con-
troller can then be removed from the system. A practical
application of the techniques described in further detail
below is that an initial configuration for a data center 10A
can be established with little or no manual configuration
required on the part of an administrator. The reduction of
manual configuration effort is an advantage that some
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examples can provide over previous configuration method-
ology, and may avoid errors and increase network scalabil-
ity.

FIG. 2 is a block diagram illustrating an example imple-
mentation of a data center in the example computer network
system of FIG. 1 in further detail. In the example of FIG. 2,
data center 10A includes a fabric management server 140
and a provisioning server 210 communicably coupled to a
management switch 202. Servers 12, chassis switches 18
and TOR switches 16 are also communicably coupled to the
management switch 202. The management switch and the
server connections and switch connections to the manage-
ment switch form an out-of-band management network.

Each of the servers 12 can include a management network
interface 204, an IP fabric switch interface 206, and an
Intelligent Platform Management Interface (IPMI) 212.
Management network interface 204 provides a hardware
and/or software interface that provides for communicating
data between a server 12A-12X to the management switch
202. IP fabric switch interface 206 provides a hardware
and/or software interface that provides for communicating
data between a server 12A-12X to a TOR switch 16 A-16N.

IPMI 212 provides an interface to a computing system
(e.g., any of servers 12) that can be used to monitor and
manage the operation of the computing system that is
independent of the computing system’s host processor(s)
and operating system. For example, IPMI 212 can enable a
system administrator to manage a computing system that is
powered off, has not been completely configured or lacks the
ability to function or communicate as intended.

Fabric management server 140 can include a configura-
tion wizard 220 and a provisional SDN controller 142.
Configuration wizard 220 can provide a user interface to
initiate and control the execution of various configuration
related workflows. Additionally, configuration wizard 220
can receive input from a user that provides data that can be
used in the workflows to configure network devices in data
center 10A. Data collected, produced, and used by the
configuration wizard 220 and provisional SDN controller
142 can be maintained in configuration data 216.

In some aspects, provisional SDN controller 142 can
perform a subset of the functions of SDN controller 132
(FIG. 1). In other words, provisional SDN controller 142 can
be a “lightweight” version of a standard (i.e., full function-
ality) SDN controller such as SDN controller 132. For
example, provisional SDN controller 142 can perform dis-
covery operations to learn the configuration of a network
(e.g., IP fabric 20) and the devices coupled to the network.
However, provisional SDN controller 142 may lack some of
the functionality of SDN controller 132 such as configuring
cluster definitions, high availability services, etc.

In some aspects, the functionality provided by provisional
SDN controller 142 can be split among different entities. For
example, provisional SDN controller 142 can perform
operations for discovering and configuring switches such as
TOR switches 16 and chassis switches 18 in data center 10A.
A separate server discovery program or application can
perform operations for discovering and configuring servers
in data center 10A.

Provisioning server 210 can store system images, con-
tainers, installation packages etc. that can be provided to
servers 12 and TOR switches 16 via the management switch
202. For example, provisioning server 210 can store oper-
ating system images and applications that can be down-
loaded to server 12A in response to the provisional SDN
controller 142 discovering server 12 and configuring net-
work parameters for server 12A. In the example illustrated
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in FIG. 2, an Open Stack Platform (OSP) 222 has been
installed on provisioning server 210

FIGS. 3A-3D are block diagrams illustrating example
network configuration states in accordance with techniques
described herein. The network configuration states can be
the result of discovery and configuration operations per-
formed by workflows executed by provisional SDN control-
ler 142.

FIG. 3A illustrates an example initial network configura-
tion state of the network devices (e.g., TOR switches 16,
chassis switches 18, and servers 12) in a data center 10A.
The example initial state can be, for example, an initial state
of a new data center that has yet to be configured. Alterna-
tively, the initial state can be an initial state of a data center
that is being totally reconfigured. In the example illustrated
in FIG. 3A, the fabric management server 308 and provi-
sioning server 210 are communicably coupled to the man-
agement switch and are sufficiently configured to commu-
nicate network data via management switch 202 as indicated
by the solid line connecting fabric management server 140
and provisioning server 210 to the management switch 202.
Servers 12, TOR switches 16 and chassis switches 18 are
coupled to the management switch 202. However, in the
initial network configuration state illustrated in FIG. 3A,
they are not currently configured properly to communicate
via management switch 202, as indicated by the dashed lines
connecting Servers 12, TOR switches 16 and chassis
switches 18 to the management switch 202. In some aspects,
a fabric provisioning Virtual Local Area Network (VLAN)
302, an IPMI VL AN 304, and a server provisioning VLAN
306 have been configured for management switch 202.

FIG. 3B illustrates an example network configuration
state of the network devices in data center 10A after a fabric
discovery workflow has been executed. In some aspects, the
fabric discovery workflow can cause the provisional SDN
controller 142 to discover the chassis switches 18 and TOR
switches 16 that are communicably coupled to management
switch 202. The provisional SDN controller 142 can store
data regarding the discovered switches in fabric configura-
tion 216. Further, the provisional SDN controller 142 can
configure the discovered chassis switches 18 and TOR
switches 16 to communicate via management switch 202 as
indicated by the solid line 310 connecting chassis switch
18A to management switch 202, and solid lines 312A and
312B connecting TOR switches 16 A and 16B respectively to
management switch 202. Additionally, the data discovered
by provisional SDN controller 142 can indicate connectivity
between TOR switches 16 and chassis switches 18. In the
example illustrated in FIG. 3B, provisional SDN controller
142 has discovered that TOR switches 16A and 16B are
communicably coupled to chassis switch 18A. In response
to discovering the switches, the provisional SDN controller
142 can configure the TOR switches 16 to communicate
with the chassis switches 18 as indicated by the solid lines
308A and 308B.

FIG. 3C illustrates an example network configuration
state of the network devices in data center 10A after a server
discovery workflow has been executed. In some aspects, the
server discovery workflow can cause the provisional SDN
controller 142 to discover the servers 12 that are commu-
nicably coupled to management switch 202. For example,
the provisional SDN controller 142 can discover the physi-
cal links between the servers 12 and fabric management
switch 202. The provisional SDN controller 142 can store
data regarding the discovered servers 12 in fabric configu-
ration data 216. Further, the provisional SDN controller 142
can configure the discovered servers 12 to communicate via
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management switch 202 as indicated by the solid lines 314A
and 314B connecting servers 12A and 12B to the fabric
provisioning VLLAN 302, solid lines 316A and 316B con-
necting servers 12A and 12B to the IPMI VL AN 304, and
solid lines 318A and 318B connecting servers 12A and 12B
to the server provisioning VLAN 306.

In some aspects, an introspector 330 can be used to
provide configuration data from the servers 12. The intros-
pector 330 can be a software module such as an application,
plug-in, daemon, process, thread etc. that, when executed by
a server, gathers configuration data for the server. The
introspector 330 can then provide the configuration data to
the provisional SDN controller 142. In some aspects, the
introspector 330 (or an installation package for the intros-
pector 330) can be stored by provisioning server 210. When
a server is discovered, the provisional SDN controller 142
can cause the discovered server to download the introspector
330 from provisioning server 210 via the provisioning
VLAN and to execute the introspector 330.

FIG. 3D illustrates an example final network configura-
tion state of the network devices in data center 10A after one
or more workflows have been executed to utilize the data
gathered by the fabric discovery workflow and server dis-
covery workflow to automatically configure and provision
servers 12 to communicate with TOR switches 16. In some
aspects, the servers 12 can be configured according to roles
assigned to the individual servers. In the example illustrated
in FIG. 3D, server 12A has been assigned a compute node
role, and server 12B has been assigned a controller node
role. Provisional SDN controller 142 can use the discovered
fabric configuration data 216 to configure the servers to
communicate via the physical links connecting server 12A
with TOR switch 16A and server 12B with TOR switch 16B
as indicated by solid lines 320A and 320B. Additionally,
provisional SDN controller 142 can configure the chassis
switch 18A to communicate using server provisioning
VLAN 306 as indicated by solid line 322. After the provi-
sional SDN controller has performed the above-described
configuration operations, the provisional SDN controller can
instantiate SDN controller 132. In some aspects, SDN
controller 132 can take over the configuration functions
from provisional SDN controller 142. Further, SDN con-
troller 132 can provide capabilities that may not be available
in provisional SDN controller 142. For example, SDN
controller 132 may provide high availability services and/or
cluster services for the data center 10A.

FIGS. 4A-4D are block diagrams illustrating example
network configuration data structures in accordance with
techniques described herein. The example network configu-
ration data structures can be stored in a data store such as
fabric configuration data 216. The example network con-
figuration data structures presented in FIGS. 4A-4D can
correspond with data that is added after execution of the
workflows described above with respect to FIGS. 3A-3D. In
the examples presented in FIGS. 4A-4D, data that is newly
added to the fabric configuration data 216 is shaded.

FIG. 4A is a block diagram illustrating example network
configuration data structures that can be added as a result of
the execution of the fabric discovery workflow discussed
with reference to FIG. 3B. Tags 406 A and 406B can include
data the describes a type of network. In the example illus-
trated in FIG. 4A, tags can be used to describe a “Provi-
sioning” network type and a “Tenant” network type. After
the fabric discovery workflow has been executed, configu-
ration data regarding switches is learned by the provisional
SDN controller 142. In the example illustrated in FIG. 4A,
a physical router data structure 402 can include data regard-
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ing a particular switch identified as “QFX_TOR_1.” For
example, QFX_TOR_1 may be an identifying label assigned
to TOR switch 12A (FIG. 2). In addition, in the example
illustrated in FIG. 4A, provisional SDN controller 142 has
discovered three ports on the switch QFX_TOR_1 and in
response creates physical interface data structures 404 A,
404B and 404C to represent the physical ports GE_001,
GE_002 and GE_003 on switch QFX_TOR_1. Data struc-
tures for logical interfaces (not shown) that may be associ-
ated with the physical interface data structures may also be
created by the provisional SDN controller 142.

FIG. 4B is a block diagram illustrating example network
configuration data structures that can be added as a result of
the execution of the server discovery workflow discussed
with reference to FIG. 3C. The example data structures of
FIG. 4B will be described with reference to a single dis-
covered server (e.g., server 12A). Similar data structures
could be added for other servers 12. In the example illus-
trated in FIG. 4B, provisional SDN controller 142 has
discovered server 12A and created end-system data structure
410 to describe the server 12A. In this example, server 12A
has been given the identifier of “INFRA_BMS_1.” The
provisional SDN controller has discovered that server 12A
has three ports, and in response, can create three port data
structures 408 A, 408B and 408C to hold data describing the
ports. In addition, provisional SDN controller has discov-
ered that three ports are physically linked to three corre-
sponding switch ports and creates references from each of
the port data structures 408A-408C describing the three
server 12A ports to the corresponding physical interface data
structures 404A-404C describing the switch physical inter-
faces.

FIGS. 4C and 4D are block diagrams illustrating example
network configuration data structures that can be added as a
result of the execution of the one or more workflows
discussed with reference to FIG. 3D. FIG. 4C illustrates
example node profile data structures 412-416 and example
infrastructure network data structures 418-420. The node
profile data structures can describe the particular hardware
associated with a server. In the example illustrated in FIG.
4C, a node-profile data structure 412 includes data identi-
fying the manufacturer of the server (e.g., “vendorl”) and
the roles that can be supported by the server. A hardware data
structure 414 can describe the particular type of server (e.g.,
“servertype”). For example, the type of server may identify
a brand name or other label that identifies the type of server.
A card data structure 416 can include data describing the
network interface(s) available on the identified server.

A virtual_network data structure 418A and 418B can
include data describing virtual networks that are configured
for the data center 10A. In the example illustrated in FIGS.
4C and 4D, the virtual_network data structure 418A iden-
tifies a virtual network labeled “PROVISIONING_NW” and
virtual_network data structure 418B identifies a virtual
network labeled “TENANT_NW.” In addition, IP Address
Management (IPAM) data can be stored for the virtual
networks. In the example illustrated in FIGS. 4C and 4D, a
network IPAM data structure 420A stores IPAM data asso-
ciated with the provisioning virtual network and network_I-
PAM data structure 420B stores IPAM data associated with
the tenant virtual network. The IPAM data can include IP
addresses for gateways and Dynamic Host Configuration
Protocol (DHCP) relays for the network, and can include
VLAN configuration data.

FIG. 4D illustrates the above-described configuration data
structures after the provisional SDN controller 142 has
linked the data structures to reflect the physical and virtual
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network configuration of the devices in network data center
10A. In addition to linking the data structures, the provi-
sional SDN controller 142 can identify port groups from
data stored in the data structures. In the example illustrated
in FIG. 4D, the provisional SDN controller 142 has discov-
ered via the node profile data that ports ETH2 and ETH3 are
part of a port group labeled “BOND_0", and in response, has
created a port_group data structure 422 to indicate the port
grouping.

FIG. 5 is a flowchart illustrating operations of a method
for configuring network devices in a data center in accor-
dance with techniques described herein. In some aspects, the
operations can be performed to establish a configuration for
a new data center, or to establish a new configuration for a
previously configured data center. Preliminary network con-
figuration operations can be performed to establish an initial
state of the network configuration (502). In some aspects, a
fabric provisioning VL AN, an IPMI VLAN, and a server
provisioning VLAN are configured for the management
switch 202, fabric management server 140 and provisioning
server 210. Additionally, in some aspects, a configuration
wizard can present an interface to receive network configu-
ration parameters from a user. The network configuration
parameters can be parameters that cannot be otherwise
obtained through the discovery process. For example, the
user may provide information about VL ANs, subnets, loop-
backs, Autonomous System Numbers (ASNs) etc. that are to
be configured in the data center network. The configuration
wizard can store this information as part of the configuration
data 216 for the network. At this point, the state of the data
center configuration may be similar to that discussed above
with respect to FIG. 3A.

The configuration wizard 220 can initiate a switch fabric
discovery workflow that can cause a provisional SDN con-
troller to discover switch devices (i.e., data center switches)
on an IP fabric via a management network that links the data
center switches (e.g., chassis switches 16 and TOR switches
18) to a management switch (504). In some aspects, the
provisional SDN controller can discover data center
switches by listening for DHCP requests on the out-of-band
management network that are issued by the data center
switches communicably coupled to the out-of-band man-
agement network. For example, a switch may issue a DHCP
request when the switch is powered on. Upon receipt of the
DHCP request from a data center switch, the provisional
SDN controller can utilize information in the request and
information in a DHCP database to add switch configuration
information about the discovered switch to the configuration
data 216. For example, the provisional SDN controller can
add data structures such as the example data structures
illustrated in FIG. 4A to the configuration data 216. After the
switch fabric discovery workflow has been executed, the
network configuration state can be similar to the example
discussed above with respect to FIG. 3B.

The configuration wizard 220 can initiate a server dis-
covery workflow to discover servers and other network
topology information via the management switch (506). The
server discovery workflow can cause the provisional SDN
controller 142 to receive configuration information from
servers that are connected to the OOB management network.
The provisional SDN controller can add the server configu-
ration information to the configuration data 216. After the
server discovery workflow has been executed, the network
configuration state can be similar to the example discussed
above with respect to FIG. 3C.

FIG. 6 is a flowchart illustrating example operations of a
method for discovering and configuring servers in accor-
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dance with techniques described herein. In some aspects, the
operations can be performed by a provisional SDN control-
ler 142 (FIG. 2) executing a server discovery workflow. In
some aspects, discovering a server can start by the provi-
sional SDN controller 142 (FIG. 2) receiving a DHCP
request from a server. For example, an IPMI 212 (FIG. 2) on
a server (e.g., server 12A, FIG. 2) can issue a DHCP request
when the IPMI 212 is powered on. In response to the DHCP
request, the provisional SDN controller can provide an
available IP address assignment from within an IPMI DHCP
address range (604).

The provisional SDN controller 142 can scan the IPMI
address range (606). For example, the provisional SDN
controller 142 can ping an IP address in the IPMI address
range. If the provisional SDN controller 142 receives a
response, the provisional SDN controller can determine if
the responding device is a server that has not already been
discovered (i.e., an “undiscovered” server). The provisional
SDN controller 142 can cause each undiscovered server to
be rebooted or power cycled (608). For example, the pro-
visional SDN controller 142 can send a message to an [PMI
212 on an undiscovered server to cause the server to be
power cycled.

After being power cycled (or rebooted), the server boots
from a Pre-Boot eXecution Environment (PXE) interface. In
some aspects, the PXE interface is communicably coupled
to provisioning VLAN 306 (FIG. 3). The PXE interface can
obtain an introspector 330 (FIG. 3C) from provisioning
server 210 that performs an introspection of the server (610).
The introspection can include obtaining a list of network
interfaces on the server, and a mapping of the server network
interfaces to switch ports based on Link Layer Discover
Protocol (LLDP) data produced as a result of the introspec-
tion. An example of the data returned as a result of the
introspection is provided in Table 1 of FIG. 7. In the example
illustrated in FIG. 7, the introspector found four network
interfaces (en01, en02, ens2f0 and ens2f1), their respective
Media Access Control (MAC) addresses, and the corre-
sponding switch and switch ports connected to the respec-
tive network interfaces. After the introspector performs the
introspection, the introspector can send the resultant server
configuration data to the provisional SDN controller 142
(612). As an example, in conjunction with the server dis-
covery process discussed above, the provisional SDN con-
troller 142 can add data structures such as the example data
structures 408 and 410, illustrated in FIG. 4B to the con-
figuration data 216. The network configuration state can bhe
similar to the example discussed above with respect to FIG.
3C.

The provisional SDN controller 142 can use the configu-
ration data to create a node profile for the server (614). The
node profile can include information such as the vendor
name or manufacturer name that manufactures the server, a
model name or other identifier for the type of the server, etc.
In some aspects, provisional SDN controller 142 can import
node profiles based on information discovered about the
server and add the appropriate node profile to the configu-
ration data 216. For example, the provisional SDN controller
142 can create data structures 412, 414 and 416 (FIG. 4).

After the server configuration information has been added
to the configuration data 216, the provisional SDN controller
can determine an [P fabric configuration as further described
below.

Returning to FIG. 5, the provisional SDN controller 142
creates infrastructure networks (508). In some aspects, the
provisional SDN controller 142 can use parameters obtained
during the preliminary configuration operation (502)
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described above to create the infrastructure networks. As an
example, the preliminary configuration operation can
specify parameters for a tenant network and a provisioning
network. The provisional SDN controller 142 can utilize
these parameters to create the tenant network and provision-
ing network as infrastructure networks.

One or more roles can be assigned to the discovered
servers that can describe the functionality provided by the
software executing on the server and can be used to deter-
mine configuration parameters for the server (510). A server
can have more than one role at any given time. In some
aspects, a server can be assigned a “controller” role. In
addition to the generic controller role, more specific con-
troller roles can be assigned. Examples of such roles include
“Contrail Controller,” “Kubernetes Master,” “OpenStack
Controller,” and “vCenter.” In some aspects, a server can be
assigned a “compute” role. In addition to the generic com-
pute role, more specific roles can be assigned. Examples of
such roles include “Contrail vRouter,” “Kubernetes Node,”
“Nova Compute,” and “ESXi.”

In some aspects, the provisional SDN controller 142 can
read a data structure that defines mappings between roles,
servers, network interface cards, switches and ports. The
provisional SDN controller can use the mappings to assign
roles to the discovered servers. Example formats for the data
structure include a comma separated variables (CSV) or
YAML Ain’t Markup Language (YAML). In some aspects,
a user can assign roles to the discovered servers via a user
interface such as a user interface provided by the configu-
ration wizard 220.

The provisional SDN controller 142 can configure fabric
ports based on the information discovered about the IP
fabric, the attached servers, and the roles assigned to the
servers (512). As noted above, a role can be mapped to a
network, VLAN and server network interface. The provi-
sional SDN controller 142 can use this mapping along with
the introspection data obtained from a server to determine
switch port configuration information that can be used to
configure the switch ports coupled to the server network
interfaces. For example, the provisional SDN controller 142
can configure the VLANs and link aggregations for the
switch ports based on the server’s role and attached inter-
faces. An example of the mapping data that can be used is
provided in FIG. 8. An administrator may determine the
appropriate mapping data based on how the network devices
are wired or otherwise coupled and the services to be
provided within the SDN. The mapping data may be stored
in a configuration file or database for use by the provisional
SDN controller 142.

FIG. 8 illustrates an example mapping data structure that
defines various mappings between server roles, network
interfaces, switch ports, and networks. A user can define
labels for various VLLANs that may be used in the data center
10A. For example, VLAN labels such as provisioning,
tenant, storage, storage management, control, data, internal
api, external api etc. may be created that reflect an intended
use for the VLANs. These VL AN labels can be mapped to
generic network interface identifiers (e.g., nicl, nic2 nic3
etc.). The mappings can then be used when a server is
discovered to map the discovered servers actual network
interfaces to VLLANs and switchports in accordance with the
mappings provided in the mapping data structure. In some
aspects, the provisional SDN controller 142 can utilize a
device manager (not shown) to create the VL ANs and map
IP Fabric switch ports using the mapping data structure. In
some cases, a user may configure a DHCP relay for some of
the networks.
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To further illustrate the above-described port configura-
tion operations, assume that a discovered server has the
network interface configuration shown in FIG. 7. Further,
assume that the mapping data of FIG. 8 has been provided
to the provisional SDN controller 142. Also, assume that the
server has been assigned a “compute” role. The provisional
SDN controller 142 determines that the first network inter-
face of the server is “enol,” and that enol is connected to
switch port 561. From entry 802 of the mapping data of FIG.
8, the provisional SDN controller 142 can determine that the
first network interface of a server having a compute role
(e.g., “nicl”) is to be mapped to provisioning, internalapi,
externalapi, and tenant VLLANs. The provisional SDN con-
troller 142 can use this mapping to configure the attached
switch port 561 appropriately. Continuing with the example,
nic3 and nic4 are mapped to ens2f0 and ens2fl, and the
appropriate switch and switch ports coupled to the interfaces
can be appropriately configured. FIG. 9 illustrates an
example fabric port configuration based on the above-
described example.

After the fabric ports have been configured, the network
configuration state can be similar to the example discussed
above with respect to FIG. 3D. Based on the example
described above, the configuration data 216 with respect to
the server can be similar to that illustrated in FIG. 4D.

As will be appreciated from the above, the provisional
SDN controller 142 can perform various workflows to
automatically discover network devices in a data center such
as switches and servers in a data center network and can
utilize the discovered information from the various work-
flows to automatically configure the discovered network
devices.

After the discovery and configuration workflows have
been completed, the provisional SDN controller 142 can
cause the discovered servers to be provisioned (514). For
example, the discovered servers can obtain software from
provisioning server 210 (FIG. 2). In some aspects, sofiware
provisioned on a server can be based on the role assigned to
the servers. In some aspects, the provisional SDN controller
142 can cause an Ansible script to be executed that causes
the OSP 222 (FIG. 2) to provision the operating system and
software for the server based on the role assigned to the
server. The provisional SDN controller 142 can determine a
server network interface configuration information for a
discovered server based on the role of the server and the IP
fabric configuration determined as described above. The
server network interface configuration information can be
used as part of the server provisioning process.

The above-described discovery and configuration work-
flow operations result in an underlay network being config-
ured for the data center 10A. An underlay network com-
prises the physical infrastructure (physical switches, servers
etc.) on which an overlay network is built. An overlay
network is thus a virtual network that can be built on top of
and is supported by the underlay network’s physical infra-
structure. The provisional SDN controller 142 can configure
an overlay network using the switches and servers discov-
ered and configured as described above (516). In some
aspects, an OpenStack Platform Director (OSPD) of OSP
222 can be used to deploy an overlay network. OSPD can
perform various functions as part of the deployment. For
example, OSPD can image servers as necessary, configure
the overlay network, create role and service configurations,
deploy containers, and ensure that instances of services and
configurations are aligned and consistent. Additionally,
OSPD can deploy a performance monitoring system such as

20

30

40

45

50

18

a system that provides monitoring, scheduling, and perfor-
mance management capabilities for the SDN and devices
supporting the SDN.

The configuration wizard 220 can be used to designate a
server having a control role to host a standard SDN con-
troller 132 (FIG. 1). The provisional SDN controller 142
instantiates the SDN controller 132 on the designated server
(518). In the example illustrated in FIG. 3D, server 12B has
been assigned a controller role, and the user has designated
the server 12B to host the SDN controller 132. The provi-
sional SDN controller 142 can migrate the configuration
data 216 to the SDN controller 132 (520). As part of the
migration, in some aspects, the provisional SDN controller
142 extends the provisioning VLAN 302 and IPMI VLAN
304 to the IP fabric 20 and control of the VILANSs is migrated
to SDN controller 132. In some aspects, discovery and
provisioning of devices on the IP fabric can be controlled by
SDN controller 132 (in conjunction with other SDN con-
trollers that may be configured for the IP fabric 20). In these
aspects, the provisional SDN controller 142 can be disabled
or removed. In some examples, the provisional SDN con-
troller 142 can be automatically removed as part of an
installation process for the SDN controller 132 after the
configuration data 216 has been migrated to a server hosting
the SDN controller 132. In other examples, the provisional
SDN controller can cause its own removal, the SDN con-
troller 132 can remove the provisional SDN controller 142,
or the configuration wizard can remove the provisional SDN
controller 142.

In alternative aspects, the provisional SDN control 142
can operate in a federated mode with SDN controller 132. As
an example, the provisional SDN controller 142 can provide
discovery, configuration and other services for the underlay
network while the SDN controller 132 provides services for
the overlay network.

In further alternative aspects, the provisional SDN con-
troller 142 is not removed. In such aspects, the provisional
SDN controller 142 can be reconfigured as a standard (i.e.,
full functionality) SDN controller 132. This has the advan-
tage that migration of the configuration data is not necessary.

In some examples, after the above-described switch and
server configurations have been determined, a cluster con-
figuration wizard can be utilized to configure groups of two
or more servers into clusters. The cluster configuration
wizard can be included as part of configuration wizard 220
describe above, or it can be a standalone wizard. The cluster
wizard can include a user interface and a backend applica-
tion that let users create multiple clusters of a data center
10A through a set of forms. The backend application can be
part of the provisional SDN controller 142, the SDN con-
troller 142, or it can be a standalone application or part of
another application available within the network. The user
interface can gather network information (e.g., network
devices and applications) from the user about a given cluster,
and the backend application can connect network entities
from different servers to create the cluster in accordance
with the information provided by the user and information
obtained as described above with respect to FIGS. 1-9. The
user may go through the same steps for each cluster in their
data center. The user interface can then provide a view of the
entire data center 10A or multiple data centers 10 in one
application. In some aspects, the cluster wizard can be used
to import a cluster defined by one application, e.g., an
RHOSP cluster, into a proprietary cluster application, e.g., a
Contrail application. The Contrail application is available
from Juniper Networks, Inc. of Sunnyvale, Calif. The cluster
wizard can make cluster configuration easier for a user by
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utilizing information that can be automatically obtained,
thereby requiring relatively few steps for the user to per-
form.

In some aspects, the cluster wizard can receive an inven-
tory of all servers available for assignment to a cluster or can
add a new cluster by specifying port groups, etc. The
inventory may include servers and switches that are discov-
ered as described above with respect to FIGS. 1-9. The
cluster wizard can allow the user to choose to build a
propriety cluster or import a previously designed RHOSP
cluster into a proprietary cluster. If the user chooses to create
an RHOSP cluster, then the user can specify some or all of
the following information for the RHOSP cluster:

Infrastructure Networks

Overcloud

Undercloud Nodes

Jumphost Nodes

Ifthe user chooses to create a proprietary cluster or import
a RHOSP cluster into an existing proprietary cluster, the user
can perform some or all of the following via the cluster
configuration wizard:

Assign control nodes from available servers

Assign orchestrator nodes from available servers

Assign compute nodes from available servers

Assign service nodes from available servers

Assign Appformix nodes from available servers

Request a cluster overview summary and nodes overview

Provisioning

FIGS. 10A-10M illustrate example user interface screens
for a cluster configuration wizard according to techniques
described herein. FIG. 10A illustrates an example user
interface screen to create a cluster using a proprietary cluster
application (e.g., a Contrail application). The user interface
screen includes various input fields to specify cluster param-
eters such as a cluster name, a container registry for the
cluster, a username and password for the container registry
etc.

FIG. 10B illustrates an example user interface screen to
create an RHOSP cluster. The user interface screen includes
various input fields to specify RHOSP cluster parameters
such as a Domain Name Service (DNS) and Network Time
Protocol (NTP) server, time zone information for the cluster,
a domain name for the cluster, etc.

FIG. 10C illustrates an example user interface screen to
add control nodes to a cluster. The user interface screen
includes a list of available servers. The available servers can
be determined as described ahove with respect to FIGS. 1-9.
A user can select a server from the list of servers, and can
assign control node roles to the selected server. In the
example illustrated in FIG. 10C, the user has selected the
server identified as “test1.”

FIG. 10D illustrates an example user interface screen to
assign control roles to a selected server. In some aspects, the
user can be presented with a list of available control roles,
for example, upon moving a selection cursor into the
“Roles” field and performing a selection operation such as a
mouse click. The user can select one or more control roles
from the list of available control roles to assign to the
selected server (in this example, “test1”).

FIG. 10E illustrates an example user interface screen to
select orchestrator nodes in a cluster. The user interface
screen includes a list of available servers. The available
servers can be determined as described above with respect to
FIGS. 1-9. A user can select a server from the list of servers,
and can assign orchestrator roles to the selected server.

FIG. 10F illustrates an example user interface screen to
assign orchestrator roles to a selected server. In some
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aspects, the user can be presented with a list of available
orchestrator roles, for example, upon moving a selection
cursor into the “Roles” field and performing a selection
operation such as a mouse click. The user can select one or
more orchestrator roles from the list of available orchestrator
roles to assign to the selected server (in this example,
“test1”).

FIG. 10G illustrates an example user interface screen to
select compute nodes in a cluster. The user interface screen
includes a list of available servers. The available servers can
be determined as described above with respect to FIGS. 1-9.
A user can select a server from the list of servers, and can
assign compute roles to the selected server. In this example,
the user has selected the server “testl” to serve as a compute
node.

FIG. 10H illustrates an example user interface screen to
specify compute parameters to a selected server. In some
aspects, the user can specify a default virtual router gateway
and a type for the selected server (in this example, “test1”).

FIG. 10I illustrates an example user interface screen to
select service nodes in a cluster. The user interface screen
includes a list of available servers. The available servers can
be determined as described above with respect to FIGS. 1-9.
A user can select a server from the list of servers, and can
specify service parameters for the selected server.

FIG. 107 illustrates an example user interface screen to
select performance monitoring nodes in a cluster. In the
example illustrated in FIG. 10J, the performance monitoring
system is the Appformix system. The user interface screen
includes a list of available servers. The available servers can
be determined as described above with respect to FIGS. 1-9.
A user can select a server from the list of servers, and can
assign performance monitoring roles to the selected server.
In this example, the user has selected the server with the IP
address “10.87.11.4” to serve as a performance monitoring
node.

FIG. 10K illustrates an example user interface screen to
assign performance monitoring roles to a selected server. In
some aspects, the user can be presented with a list of
available performance monitoring roles, for example, upon
moving a selection cursor into the “Roles” field and per-
forming a selection operation such as a mouse click. The
user can select one or more performance monitoring roles
from the list of available performance monitoring roles to
assign to the selected server (in this example, “10.87.11.47).

FIG. 10L illustrates an example user interface screen to
display a cluster overview (also referred to as a cluster
summary). The cluster overview can include various con-
figuration details regarding the selected cluster. The example
user interface screen can show parameters that apply to the
cluster as a whole (screen region 1002) or parameters that
apply to specific selected nodes (screen region 1004).

FIG. 10M illustrates an example user interface screen to
provision a cluster based on the cluster parameters selected
using the cluster configuration wizard.

The techniques described in this disclosure may be imple-
mented, at least in part, in hardware, software, firmware or
any combination thereof. For example, various aspects of
the described techniques may be implemented within one or
more processors, including one or more microprocessors,
digital signal processors (DSPs), application specific inte-
grated circuits (ASICs), field programmable gate arrays
(FPGAs), or any other equivalent integrated or discrete logic
circuitry, as well as any combinations of such components.
The term “processor” or “processing circuitry” may gener-
ally refer to any of the foregoing logic circuitry, alone or in
combination with other logic circuitry, or any other equiva-

PATENT

REEL: 064663 FRAME: 0471



US 11,665,053 B2

21

lent circuitry. A control unit comprising hardware may also

perform one or more of the techniques of this disclosure.
Such hardware, software, and firmware may be imple-

mented within the same device or within separate devices to
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ping data that maps one or more network interfaces of
the physical server to one or more Virtual Local Area
Networks (VLANs).

2. The method of claim 1, wherein the SDN controller

support the various operations and functions described in 5 comprises a first SDN controller, and wherein the method

this disclosure. In addition, any of the described units,
modules or components may be implemented together or
separately as discrete but interoperable logic devices. Depic-
tion of different features as modules or units is intended to
highlight different functional aspects and does not necessar-
ily imply that such modules or units must be realized by
separate hardware or software components. Rather, func-
tionality associated with one or more modules or units may
be performed by separate hardware or software components,
or integrated within common or separate hardware or soft-
ware components.

The techniques described in this disclosure may also be
embodied or encoded in a computer-readable medium, such
as a computer-readable storage medium, containing instruc-
tions. Instructions embedded or encoded in a computer-
readable medium may cause a programmable processor, or
other processor, to perform the method, e.g., when the
instructions are executed. Computer-readable media may
include non-transitory computer-readable storage media and
transient communication media. Computer readable storage
media, which is tangible and non-transitory, may include
random access memory (RAM), read only memory (ROM),
programmable read only memory (PROM), erasable pro-
grammable read only memory (EPROM), electronically
erasable programmable read only memory (EEPROM), flash
memory, a hard disk, a CD-ROM, a floppy disk, a cassette,
magnetic media, optical media, or other computer-readable
storage media. The term “computer-readable storage media”
refers to physical storage media, and not signals, carrier
waves, or other transient media.

Various examples have been described. These and other
examples are within the scope of the following claims.

The invention claimed is:

1. A method comprising:

receiving, by a Software Defined Networking (SDN)
controller, switch configuration information for one or
more Internet Protocol (IP) fabric switches communi-
cably coupled to a management switch;

discovering, by the SDN controller, a physical server
communicably coupled to the management switch;

receiving, by the SDN controller from the physical server,
server configuration information associated with one or
more network interfaces coupling the physical server to
an IP fabric switch of the one or more IP fabric
switches;

determining, by the SDN controller, based at least in part
on the server configuration information and the switch
configuration information, an IP fabric configuration;

providing, by the SDN controller, switch port configura-
tion information to the one or more IP fabric switches,
wherein the switch port configuration information is
based, at least in part, on the IP fabric configuration and
configuration data indicating a user-assigned role for
the physical server; and

providing, by the SDN controller, server network inter-
face configuration information to the physical server,
wherein the server network interface configuration
information is based, at least in part, on the IP fabric
configuration and wherein the server network interface
configuration information includes user-specified map-
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further comprises:

in response to determining that the user-assigned role for
the physical server comprises a controller node, instan-
tiating, by the first SDN controller, a second SDN
controller on a second physical server; and

providing, by the first SDN controller, the IP fabric
configuration to the second SDN controller, wherein
the second SDN controller performs configuration
functions of the first SDN controller.

3. The method of claim 2, and further comprising:

after providing the IP fabric configuration to the second

SDN controller, disabling the first SDN controller.

4. The method of claim 2, further comprising:

operating, by the first SDN controller, in a federated mode

with the second SDN controller after the providing the
IP fabric configuration information to the second SDN
controller, wherein the first SDN controller manages an
underlay network defined by the IP fabric configuration
and the second SDN controller manages an overlay
network configured to utilize services provided by the
underlay network.

5. The method of claim 1, further comprising:

in response to discovering the physical server, rebooting

the physical server, wherein receiving the server con-
figuration information associated with the one or more
network interfaces of the physical server comprises
receiving the server configuration information after the
physical server is rebooted.

6. The method of claim 5, wherein the method further
comprises:

in response to rebooting the physical server, loading, by

the physical server, an introspector program configured
to determine the server configuration information,
wherein receiving the server configuration information
comprises receiving the server configuration informa-
tion from the introspector program.

7. The method of claim 1, further comprising determining,
by the SDN controller, the server network interface configu-
ration information based, at least in part, on the user-
assigned role associated with the physical server.

8. The method of claim 7, further comprising:

determining, based on the role associated with the physi-

cal server, a first mapping from one or more VLLANs to
one or more generic network interfaces.

9. The method of claim 8, further comprising determining
a second mapping from the one or more generic network
interfaces to one or more network interfaces of the physical
server.

10. A system comprising:

a Software Defined Network (SDN) controller;

a physical server;

a management switch communicably coupled to the SDN

controller and the physical server; and

one or more Internet Protocol (IP) fabric switches com-

municably coupled to the physical server;

wherein the SDN controller is configured to:

receive switch configuration information for the one or

more [P fabric switches communicably coupled via the
management switch,

discover the physical server communicably coupled to the

management switch,
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receive, from the physical server via the management
switch, server configuration information associated
with one or more network interfaces coupling the
physical server to an IP fabric switch of the one or
more IP fabric switches,

determine, based at least in part on the server configura-

tion information and the switch configuration informa-
tion, an IP fabric configuration,

provide switch port configuration information to the one

or more switches, wherein the switch port configuration
information is based, at least in part, on the IP fabric
configuration and configuration data indicating a user-
assigned role for the physical server, and

provide server network interface configuration informa-

tion to the physical server, wherein the server network
interface configuration information is based, at least in
part, on the IP fabric configuration and wherein the
server network interface configuration information
includes user-specified mapping data that maps one or
more network interfaces of the physical server to one or
more Virtual Local Area Networks (VLANs).

11. The system of claim 10, wherein the SDN controller
comprises a first SDN controller, wherein the first SDN
controller is configured to:

in response to a determination that the user-assigned role

for the physical server comprises a controller node,
instantiate a second SDN controller on a second physi-
cal server; and

provide the IP fabric configuration to the second SDN

controller, wherein the second SDN controller per-
forms configuration functions of the first SDN control-
ler.

12. The system of claim 11, wherein the first SDN
controller is further configured to:

after providing the IP fabric configuration to the second

SDN controller, disable the first SDN controller.

13. The system of claim 11, wherein the first SDN
controller and the second SDN controller are configured to
operate in a federated mode after instantiation of the second
SDN controller, and wherein the first SDN controller man-
ages an underlay network defined by the IP fabric configu-
ration and the second SDN controller manages an overlay
network configured to utilize services provided by the
underlay network.

14. The system of claim 10, wherein the SDN controller
is further configured to:

in response to discovery of the physical server, rehoot the

physical server, wherein the first SDN controller
receives the server configuration information associ-
ated with the one or more network interfaces of the
physical server after the physical server is rebooted.

15. The system of claim 14, wherein in response to reboot
of the physical server, the physical server loads an intros-
pector program configured to determine the server configu-
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ration information, wherein the first SDN controller receives
the server configuration information from the introspector
program.

16. The system of claim 10, wherein the SDN controller
is further configured to determine the server network inter-
face configuration information based, at least in part, on the
user-assigned role associated with the physical server.

17. The system of claim 16, wherein the SDN controller
is further configured to:

to determine, based on the user-assigned role associated

with the physical server, a first mapping from one or
more VLANs to one or more generic network inter-
faces.

18. The system of claim 17, wherein the SDN controller
is further configured to determine a second mapping from
the one or more generic network interlaces (0 one or more
network interfaces provided by the physical server.

19. A non-transitory computer-readable medium compris-
ing instructions for causing a programmable processor
executing a Software Defined Networking (SDN) controller
to:

receive switch configuration information for one or morce

Internet Protocol (IP) fabric switches communicably
coupled via a management switch;

discover a physical server communicably coupled to the

management switch;

receive, from the physical server, server configuration
information associated with one or more network
interfaces coupling the physical server to an IP fabric
switch of the one or more IP fabric switches;

determine, based at least in part on the server configura-

tion information and the switch configuration informa-

tion, an IP fabric configuration;

provide switch port configuration information to the one

or more IP fabric switches, wherein the switch port
configuration information is based, at least in part, on
the IP fabric configuration and configuration data indi-
cating a user-assigned role assigned for the physical
server; and

provide server network interface configuration informa-

tion to the physical server, wherein the server network
interface configuration information is based, at least in
part, on the IP fabric configuration and wherein the
server network interface configuration information
includes user-specified mapping data that maps one or
more network interfaces of the physical server to one or
more Virtual Local Area Networks (VLANS).

20. The computer-readable medium of claim 19, wherein
the switch port configuration information for the IP fabric
switch of the one or more IP fabric switches is based, at least
in part, on the user-assigned role associated with the physi-
cal server communicably coupled to the IP fabric switch.
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