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CONFIRMATORY ASSIGNMENT

For good and valuable consideration. the receipt of which is hereby acknowledged. the
person(s) named below (referred o as "INVENTOR"” whether singular or plural) has sold,
Networks, Ine,, having a place of business at 1133 Innovation Way, Sunnyvale, CA 94089-
1206, United States of America ("ASSIGNEE"), for itself and ity successors, transferees, and
assignees, the following:

1. The entire worldwide right, Gitle, and interest in all nventions and
improvements (“SUBJECT MATTER”) that are disclosed in the following provisional
application filed vnder 35 U.B.C, § 111{b). non-provisional application filed under 33
US.C. § 111{a), imernational application filed according to the Patent Cooperation
Treaty (PCT), or U.S. national phase application filed under 35 US.C, § 371
(“APPLICATION"):

LS. Patent Application No. 18/453,872, entitled “NETWORK
MANAGEMENT  ACTIONS BASED ON  ACCESS  POINT
CLASSIFICATION” filed on August 22, 2023 which is included as an
Appendix to this Assignment.

2. The entire worldwide right, title, and mterest in and to:

{(a) the APPLICATION; (b) all applications claiming priority from the APPLICATION;
{c) all provisional, utility, divisional. continuation, substilute, renewal, reissue, and other
applications related thereio whieh have been or may be filed in the United States or
elsewhere m the world; (d) all patents (including reissves and re~examinations’y which
may be granted on the applications set forth in (a), (b), and () above; and (e) all right of
priority in the APPLICATION and in any underlying provisional or foreign application,
together with all rights 1o recover damages for infringement of provisional rights.

INVENTOR agrees that ASSIGNEE may apply for and receive patents for SUBJECT
MATTER in ASSIGNEE’s own name.

INVENTOR agrees to do the following, when requested, and without further
gonsideration, in order to carry out the intent of this Assignuent: (1) excoute all oaths,
assignments, powers of aftorney, applications, and other papers necessary or desirable to fully
sepure 10 ASSIGNEE the rights, titles and interests herein conveyed; (2) communicate 0
ASSIGNEE all known facts relating to the SUBJECT MATTER; and (3) generally do all lawful
acts that ASSIGNEE shall consider desirable for securing, maintaining, and enforcing worldwide
patent protection relating fo the SUBJECT MATTER and for vesting in ASSIGMEE the rights,
titles, and interests herein conveyed. INVENTOR further agrees to provide any successor,
assign, or legal representative of ASSIGNEE -with the benefits and assistance provided to
ASSIGNEE hereunder,

INVENTOR represents that INVENTOR has the rights, titles, and interests to convey as
set forth herein, and covenants with ASSIGNEE that the INVENTOR has not made and will not
hereafter make any assignment, grant, mortgage, license, or other agreement affecting the rights.
titles, and interests herein conveyed, ‘
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Title: METWORK MANAGENEMT ACTIONS BARSED ON ACCERS POINT CLASSIFICATION
Date Filed: August 22; 2023
Application No. - IB/453, 872

INVENTOR grants the atterney of record the power to insert o this Assignnient any
further identification that may be necessary or desirable in order to comply with the rules of the
United States Patent and Trademark Office for recordation of this document.

This Assignment may be executed i cne or more counterparts, each of which shall be
deemed an original and all of which may be taken together as one and the same Assignment.

Name and Signature Date of Signature
ey Aug 29, 2023

Wenfeng Wang

Name and Siguature Date of Signature

FInk” Aug 29,2023

Jisheng Wang
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Title: METWOREK MAMNAGEMENT ACTIONS BASED ON ACCESS POINT CLASSIFICATION
Date Filed: August 22; 2023
Application No. - IB/453, 872

APPENDIX
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NETWORK MANAGEMENT ACTIONS BASED ON ACUESS POINT
CLASSIFICATION

PRIORITY CLAIM
[0061] This application claims pricrity to U.S. Application No. 17/402,213, filed August 13,
2021, entitled *NETWORE MANAGEMENT ACTIONS BASED OMN ACCESS BOINT

CLASRIFICATION.” thie entire content of which is incorporated herein by reference.

FIELD
[0002] The disclosure relates generally to computer networks snd, more specitically,
aptomated techniques for performing network management actions based on a vlassification

of an aegess point.

BAUKGROUND
[(003] Wirelzgs access networks make use of network of wirgless access points (APsy, which
are physical, elevtronic devices that enable other devices to wirelessly vonnect 1o a wired
network using various wireless networking protocols and technologies, such as wireless local
arca nictworking protocols eonforming to one or morg of the IEEE 802.11 standards (1.¢.,
“Wi-Fi™), Blugtooth / Blugtooth Low Energy (BLE), mesh networking protocols such as.
ZigBee or other wirselgss networking technologies. Many different types of wireless client
devices, such as laptop computers, smartphones, tablets, wearable devices, appliances, and
Titternet of Things (I6T) deviges, incotporate wireless commumication technology and can be
configured to connect to wireless aceess points whan the device is i range of a compatible
wirelgss access point in order io gecess a wirgd network
[B004] Wireless access networks, aind computer networks mr general, are complex svstenis
which may experience transient and/or permanent issues. Some of the issues may resuft in
noticeable system performance degradation while other issues may resolve themselves
without substantially affecting the system level performance as perceived by the users, Some
issties may he experted and accepted under a heavy load and as soon as the load subsides,

self-healing niechanisms, such as a ratry, ste. toay cause the issue to go away, Other self-
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healing network miay mvolve operations such 48 automatically mvoking restart of certain

-components.

SUMMARY
[0005] In general, this disclosure deseribes techmigues for performing network management
actions based on a classification of an acoess pomit. A network management system (NMS)
receives network data asseciated with a plurality of cliznt devices in a wireless network at a
gite. The network data is mdicative of ane or more aspeets of wirsless network performance,
The NMS may determine g network eveit associnted with the network data: For example,
the NMS can determine that the network data indicates a degradation in performance toetrics,
ant; based on the network data, can determine a root cause for the degradation. Additionally,
the NMS can astomatically determine appropriate network management actions to respond to
the network event, For example, in the case where the network event is a degradation in SLE
metrics, the network management action may be 1o perform one or mere mitigation actions.
or suggest mitigation actions, to remedy the degradation in SLE mietrics. In some cases, a
degradation in SLE metrics may be expected or unaveidable, and in such cases, no mitigation
actions are necessary. As an example, client devicgs associated with an aceess point that 15
near-an entrance/exit of a site are expected to experience degraded SLE metrics as users-of
ihie client devices exit the site. Similarly, client devices associafed with an access point that Is
near an elevator may be expecied to experience 4 degradation in SLE mietrics as users of the
clignt devices enter the elevator. APs that are lowatéd in areas where degradation of SLE
metrics may be expected due to users leaving the area may be referred o as “edge APs” as
they are typically at an edge of graph representing paths through a wireless network, Such
APs may also be reforred tiv as “fransition APs” as g reflection of the fact that client devices
often transition in and out of a wireless network at such an AP,
[0005] In some aspects, an NMS may utilize the techniques disclosed herein to, in response
fo a network event, determine a classification of an AP, and to determine a natwork
management action based on the classitication of the AP. For example, a network event can,
he a degradation fn SLE metrics experienced by ong or more clients. Inthe casethat the NMS
indicates that there i5 a high probability thal the root cause of degradation 11 SLE. metries is
due toa fauit in an identified AP, the NMS can determine if the identified AP is classified as

an edge AP, I the identified AP 15 clagsified as an edge AP, the NMS can bypass actions to

£
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ttigate the fault. If the identified AP is not an edge AP, the NMS can mitiate action to
mitigate the fault in the identified AP, Ir some cases. the action to niitigate the fault in the
identified AP may involve resiarting or tesetting the AP, This can make the AP vnusable Tor
the time it takes to complete the restart or reset. 1t is thus desirable to avoid mitigation
actions that are unnecessary.

[0067] In one example, this disclosure deseribes a systeny that includes a phurality of acoess
‘point (AP) devices contigured to provide a wireless network at a site; and a network
management system jncludes a memory storing network data received frony the plurality of
AP devices, the network data collested by the plurality of AP dévices or a plurality of client
devices associated with the wireless netwark, and one or more procgssors coupled to the
memory and configured to: receive atime sengs of SLE metrics, the SLE metrios based on
the network data, determinie; based on the time series of the SLE metrics, whether a network
event has occurred, in response toa determinafion that a network event has oceurred,
determine a root canse for the network event, and in response tora determination that the root
cause of the network event 15 associated with an AP device of the plurality of AP devices,
determine a clagsification of the AF device, and determine a network management action for
the AP device based on the network event and the classification of the AP devige,

[0008] In another example, this disclosure describes a network managementgystem (NMS)
that manages a plurality of aceess poinl (AP) devices in a wireless network includes a
memory storing network data recgived from the plurality of AP devices, the network data
zollecied by the plurality of AP deviegs or a plurality of elient devices assoeiatad with the
wireless network: and onie or more processors coupled to the memory and configured to;
receive atime.series of SLE metricy determined from the network data, determing, based on
the tinie series of the SLE metrics, whether a network event has |, i responise to.a
detenmination that a network event has occurred, determifie a root eause for the network
gvent, and m résponse to a determination that the root cause of the network event is
associated with an AP device of the plurality of AP devices, determine a classification of the-
AP device, and determing a network management action for the AP device based on the
network event and the classification of the AP device,

[B009] Tn another exaraple, this diselosure deseribes o method that includes receiving, frontha
phurality of AP devices, network data collected by the plurality of AP devices of'a wireless

network of a plurality of client devices associated with the wireless network; determining 4
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tine series of BLE metrics associated based on the network data; determining, basad on the
time geries of the SLE metrics, whether a network event has ovecurred; i respouss to
determining that a network event has ocourred. deternuning a roof cause for the network
event, and 10 response to detenmimng that the root cause of the network event 1s associated
with an AP device of the plurality of AP devices, determining a classification of the AP
devive. and determining a network management action for the AP device based on the
network event and the classification of the AT devige.

[6010] The details of one or more examples are sef forth n the accompanying drawings and
the description below, Other features, objects, and advantages will be apparent from the

description and drawings, and from the claims.

BRIEY DESCRIPTION OF DRAWINGS
[0011] FIG. 1 is a block diagram of an example network system in which a network
managenient system is confizured to ¢lassity sccess points and perform network management
actions based on'the classification of the aceess point, in-dccordance with:-6ne ot moge
techniques of the disclosure:
JO012] FIG, 2 1s a block diagram of an example aceess point device, i1 accordance with one
ormore techniques of the disclosure.
[0013] FIG. 3 is a block diagram of an example network management system configured fo
classify access points and perform network management actions based on the classification of
the aceess point, invacoordance with one o more techniques of the disclosure.
[(114] FIG. 415 a concepinal diagram llustraling an example arrangement of access points at
a site, n accordance with ong or more techniques of the disclosure.
[0015] FIG. 5 is a concepiual diagram illustrating an example graph representing netwark
device connectivity, in accordance with cne or more aspects of the disclosure.
[0016] FIGS. 6A and 6B are conceptual diagrams illustrating examples of inputs and outpuis
of 2 VNAJSAT enging, in accordance with techniques of the disclosure.
[ 7] F1G. 7 15 a block diagrany of anexample user equipment device, in accordance with
ome or more technigues of'the disclosure.
[0018] FIG. 818 a block diagram of an example network node, such as g router or swiich, in

accordanice with one or more technigues of the disclosure,
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[(019] FIG. 9 15 a flowchart of example operations performed by a network management
systen ter classity aceess points sind perform natwork management actions based on the
classification of the access point, in accordance with one or more techniques of the
disclosure.

[0026] FIG. 10 s a flowchart illustrating example operations performed by a network
management system to determine a classification of an AP,

[p021] FIG, 11 s a Hlowchart illusirating example operations performed by anetwork
management system fo determme a network management action based on a classification of

an AR

DETAILED DESCRIPTION
[0022] Commercial premises, such as offices, hospitals, airports, stadiums, or refail outlets,
often install coroplex wireless network systems, including a network of wireless access points.
{APs), throughout the prenuises to provide wireless network services tor one oramors wireless
computing devices, display devices, Tnternet of Things (ToT) devices, ete. In cases where
there are nultiple APs at a site that are available to a clisnt device, the client device may
associate with the AP that can provide the best (e.g.. strongest)signal.
[0023] A wireless network service provider may collect network data fo monitor wireless
ngtwork behavior and measure e or fiiore aspeets of wireless nétwork perforinancs at a site.
The network data may he collected from. for example. one or more of the client devices
andior one or more of APs associated with the wireless network. Ome or more service level
expeclation {SLE) metrics determined based on the ‘collected network data can be used to
meagure various aspeets of wirgless network performance. SLE muetrics seek to measure and
understand network perfimmance fromn the viewpoit of the end user experience on the
network: One example SLE mstiic 18 a coverage mistrie, which periodieally (e.g., every 3
seconds) measures the signal strength indicator corresponding to the power received by a
vhient from the AP with which the client is associated, Another example SLE metric is a
reaming metric, which tracks a cliemt devive’s percentage of successtul roams between two
access points. Other exaraple SLE metrics may include time to connect, throughput,
successful connects, capacity, AP health, and/or any other metric that may be indicative of

one-or more aspects of wireless network performance. The SLE metrics may alsoinclude

7]
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parameters such as a received signal sirength mdicator (RSST) as measured by the client
device, the signal-to-noige ratio (SNR) of the wircless signal as measured by the client
device, ete. A network service provider may customize and configure various thresholds For
the BLE metrics lo define service level expectations at the site. A network managentent
system can generate a network event in response to.one or more of the thresholds being
crossed, In response to the network event, the network management systenymay determine a
oot cause of the network event. For exaniple, in the case that the network event comprises
an errorin the operation or configuration of the wireless networdk, the network management
system may automatically identify the root capse(s) of any 8LE metrics that do not satisty the
thresholds, and may automatically implement one or more network management actions to
address the voot cause and thus improve the performance wirelegs network performance.
[0024] The network management actions may be based on a clagsification of a network
device such as an AP, Degradation of SLE metries may be indicative of an error or fault in
the configuration or operation of a network device or devices, and miligation actions are
typrically performead in such eases toresplve ths givor or fault, Howsver, i ceitain situations,
the degradation of SLE micirics may he expected and sately ignored Tor certain ¢lasses of
APs. Far example, s noted above, degradatiorin SLE metries can be expected when a user
-exrisa site, enters-an-elevator, or make some gther trangition away from an AP without
associating with a different AP af a site, However; current systems typically cannot
recognize cases where degradation in SLE metries is to-be expected and ignored. As s result,
anetwork management systém may érroncously indicate that there is somie fault i the AP

that-neads to be resolved. when m fact, the AP may be operatiing normally. Anerroneous
identification ot an AP as being faulty can result in unnecessary costs to a netwaork service
provider. For example, resources may be wasted performing antomuted testing and resefting
of the AP, Further, sending a technician to diagnose the AP when in faet thers is no probletmn
with the AP 15 a-waste of time and resources. Fuither, customers may be inconvenienced by
the downtime while the AP 18 being diagnosed and reset.

[025] In accordance with one or more techniquss of the disclosure, anetwork management
system can determine that a network event has occurred, such as dagradation in SLE metnics.
In some aspects, a network mapagement systam can determine a classification for AR For
example, the network management systen may determine whether or ot the AP is classified

as-an edge AP {also referred to as a “transitiony AP?), The network management svstem may

39
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classify the AP as an edge AP in response to indicators that the AP iz onvthe periphery of an
AP neighborhood graph representing paths through-a wireless network, or other indicators
that the AP 1% located near a location where client devices transition on and off a wireless
network provided by awireless service provider, Examples of such locations are
entrances/exits of buildings, elevators, stairs, APs next to a parking loi, ete. The NMS can
determine if the AP is glassified as an edge AP. The network management systom can
determine a network management action hased on the root cause of the netwark event and the:
classification of the AP, For example, if the AP is classified as an edge AP, the NMS can
bypass atty remediation actions forthe AP, If the AP isnot an edge AP, the NMS ¢an
pertorm mitigation acticns for the AP directed at improving or restoring the operation of the
AP, whichn tum can improve SLE metries.

[0026] FIG. 1 is a block diagram of an example network sysiem in which a network.
management system {NMB) is configured 1o classify network deviees and control the
mitigation action based on the ¢lassification of a device that has been identified as a root
causes of degiraded nestwork performance, i accordance with one ormore techniques of the
disclosure. Example network system 100 includes a plurality sites 102A-102N at which a
netwark service provider inanages one or more wireless networks 1064~ 106N, respectively.
Although in FIG. | each site H02A-TU2N is shown as meluding a single wireless network
106A-106N. respectively, in some examples, each site 102A~102N may include muliiple
wireless networks, and the disclosure is not limited in this respect.

[0027] Each site 102A-102N includes a plurality of aceess points (APs), referred to generally
as APs 142, Tor example, site 102A mchudes a plurality of APs 142A-1 through 142A-M.
Similarty; site 102N includes aplurality of APs 142N-1 through 142N-1. Each AP 142 may
be any type of wireless accgss point, including, but not linvited 1o, a commercial or enterprise
AP, a router, or any other device capable of providing wireless network access.

[0028] Each site T02A-102N also meludes a plurality of clisnt devices, otherwise known ag
user equipnient devices (LEs), referred to generally as 1Es 148, representing various
wireless-enabled devices within each site. For example, a plurality of UEs 148A-1
through148A<J are currently located at site W2A. Similarly, a plurality of UEs 148N-1
through 148N-K are currently located at site 102N, Each UE 148 may be any type of
wireless chignt device, including, butnot Limited to, a mobile device such as a smart phoue,

tablet or laptop computer, a personal digifal asgistant (PDA), a wireless terminal, 3 smart

N}
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wateh, smart ring or other wearable device. UVEs 148 may also include ToT chient deviees
such as printers, security devices, enviromnental sensors, or any other device vonfigured fo
communicate over one or tore wireless networks.

[0022] Example network system 100 also inchudes vartous networking components for
providing networking services within the wired networlk including, as examples. an
Authenitcation, Authorization and Accounting (AAAY server 110 for authenticating users
and/or UEs 148, a Dynamic Host Configuration Protocol {DHUP ) server 116 for dynamically
assigning network addresses (g.g., IP addresses) 1o UEs 148 upon authentioation, a Domain
Name System (DNS) server 122 for resolving domain names into network addresses, a
plurality of servers 128 (e.g., welr servers, databases servers, file servers and the like), and a
network management system (NMB) 150,

[0030] As shown in FIG. 1, the various deviees and systams of network 100 are coupled
together via one or more network(s) 134, &g, the Internet and/or an enterprise ntranet. Each
one of the servers 110, 116, 122, and/or 128, APs 1 42, UEs 148, NMS 130, and any other
servers or devices aftached to or forining part of network systemn 100 may wictude a system
log or an error log module wherein each one of these devices records the status of the device
including normal operational status and ervor conditions.

[00531] In the example of FIG, 1, NMS 150 is a cloud-based computing platform that
manages wireless networks 106A-106N at one or more of sites 102A-102N, As further
deseribed herein, NMS 150 provides an infegrated suite of management tools and implemsty
various technigues of the disclosure.

[(032] In accordance with the techniques described hercin, NMS 130 monitors network data
associated with wireless networks 106 A-106N at each site 102A-102N, respectively, and
manages network resources, such as APs 142 at each site, to deliver a high-quality wircless
experience toend users, ToT devices and clients at the site. The network data may be stored
i 2 database associated with NMS 150, such as database 152, In general, NMS 150 may
provide a cloud-based platform for network data acquisition, monitoring, activity logging,
reporting, predictive analytics, network anomaly identification, invoking remedial actions,
and ‘alert gengration.

[(033] For example, NMS 130 may mchude a virtual network assistant (YNAY 160 thal
analyzes network datn received from one ot more TEs 148 and/or one or more APs 142 ina

wireléss network, provides real-time insights and simplified troubleshooting for IT

w
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pperations, and automatically takes correciive action or provides recommendations to-
proactively address wireless natwork issues. VNA 160 miay, forexample; include a network
data processing platform configured fo process a very large number, ¢.g., hundreds or
thousands, of concurrent streatis of network data from sensors and/or agents associated with
APs 142 and/or nodes within, or attached to, network 134, For example, VNA 160 of NMS
130 may include a network performance engine that automaﬁcally determines one of NMore
SLE metrics for each clignt device 148 in a wireless network 106. VNA 160 may also
include an undertying analytics and network erroridentification enging and alerting systenm,
predicted events, anomalies, trends; and may perform root cause analysis and automated or
assisted error remediation,

[0034] In some examples, VNA 160 of NMS 150 miay apply machine leaming techiiiques to
identity the root cause of error conditions or poor wircless network performance mefrics
detected or predicted from the streams of event data. For example, in sore aspects, VNA
160 may utilize a machitie learning model 137 that has been trained using either supervised
or unsupervised machine learning technigues o tdentify the root cause of error conditions or
poor network performance based on network data. VNA 160 may generate a notification
indicative of the root cause and/or invoke one or more corrective or remedial network
management actions that niay be taken te address the root cause of the error ¢onditions or
poor wireless network performance metries. The network management action may melude
mitigation actions if the root cause may be automatically resolvied. For example, VINA 160
cary mvoke one ormore correchive actions to correct the root éause of the error condition or
poor wireless network performance metrics, thus automatically improving the underlying
wireless network performance meftties (2.8 one or more SLE metries) and also automatically
improving the user experiance.

[0035] As an example, VNA 160 may determine that a fault or error 1 the operation of a
network device such.as an AP may be the root cause of the error conditions or poor wireless
performance, Additionally, VNA 160 may implement one or mote of the techniques
deseribed herein to détermine a classification for the AP, VYNA 160 may determine a network
management gction based on the root cause and the classification of the AP IEVNA 160
deterinines, based on the classification, that the root cause can be ignored, then the network

management action may be te bypass mitigation actions.
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[036] Example details of these and other operations implemented by the VNA 160 and/or
NMS 150 are described in 1.8, Application Serial Number 14/788.489, filed June 30, 2015,
and entitled “Monitoring Wireless Access Point Events.” U.S. Application Serial Number
16/833,757, filed March 31, 2020, and entitled “Network System Fault Resolution Using a
Maching Learming Model,” U 8. Application Serial Mumber 16/279,243, filed Fobruary 19,
2019, and entitled “Systems anid Methods for a Virtual Network: Asgigtant,” UL8. Application
Serial Wumber 16/237.677, tiled December 31, 2018, and entitled “Methods and Apparatus
for Facilitating Fault Dietection and/or Predictive Faull Dielection,” 11.S. Application Serial
Number 16/231.942, filed January 18, 2019, and entitled “Method for Spatio-Temporal
Modeling,” UL8. Application Serial Number 16/296.902, filed March 8, 2019, and entitled
“Method for Conveving AP Error Codes Over BLE Advertisements,” and U.S. Application
Serial Number 17/303,222, filed Mav 24, 20621, and entitled; “Virtual Network Assistant
Having Proactive Analytics and Correlation Engine Using Unsupervised ML Model,™ all of
which are incarporated herein by reference in their entirety.

[0037] In operation, NMS 1350 obgarves, collects and/or teceives nietwork data 152, The
network data ig indizative of one or more aspects of witeless network performance, Network
data 152 may take the form of data extracted from niessages, cowiters anid statistics, for
example, The network data may be collected and/or measured by one or more UEs 148
and’/or one ormore APs 142 in 4 wireless network 106, Sonve of the network data may be
woliceied and/or measured by other devices in the network system 100, In aceordance with
ome specific implementation, a processor or computing device is part of the network
management server 130, Tnaccordanes with other implementations, WMS 130 may comprise
one of More Processors, processing cireuitry, computing devices, dedicated servers, virtual
imachines, containets, services or other forms-of environments for performing the techniques
deseribed herem. Sunilarly, computational resources and components implementing VINA.
160 may be part of the NMS 1530, may execute on other servers or execution environngnts, or
may be distributed to nodes within network 134 {e.g., roulers, switches, controllers, gateways
and the Tike).

[0038] NMS 1530 receives network data associated with a plurality of ¢lient devices, such as
LIFs 148, 1 a wireless network, such as any of wirelzss network(s) 106A-106N. The
network data is indicative of one or more aspects ot wireless network performance. The

network data may be receivied 4s time series data that is monitored at one or more periodic
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intervals. The network data may be measured or collected by, for example. one &r more LUEs
148 and/or ong or more APs 142 associated with the wireless network 106, Based on the
reveived network data, VNA 160 of NMS 130 detsoinines one or niore SLEE tetrics
assoctated with each of the plurality of UEs 148 associated with the wireless network 106.
[0039] The techniques of the disclosure provide one or more technieal advantages and
praciical applicativns. For example, the techuigues enable the NMS to determine network
‘miatagement actions that may be dirscted to particular classifications of APs or other network
devices, For example, an NMS can automatically detect degradation in SLE metries and
automatically avoid performanees of mutigation actions when the degradation im SLE rietrics
arg to be expected. forexample, when the degradation itt SLE metrics is associated with an
AP classified as an-edge AP. Buch degradation can be expected as part of the normal
operatrons.of the AP as elient devices transition m and out of the wireless network, Avoiding
ar bypassing mitigation actions. can be advantaggous inihis case because it can avoid
unnecessary respurce costs and customer inconvenience, such as £.g., experiencing SLE
deterioration, associated with performing the unpecessary mitigation actions, As an example,
resetting an AP 1o niitigate a fault can result in a temaporary loss of network connectivity to
client devices associated with the AP. Further, the temporary loss ofconne‘ctivity niay result
in client devices associating with olher APs at the site, which can cause an overloading of the
other APs. The loss of network connectivity can resolt in user dissatisfaction. Further,
compute and netwark resourves san be wasted when APs are resel unnecessarily. The
techniques described herwin can avoid unnecessary mitigation actions, thereby preventing
wasteful use of resources and more etficient network operation.

[0040] Although the techniques of the present disclosure are desaribed in this example as
perfsrmed by NMS 130, it shall be understood thaf techniques described herein may be
pertormed by any other computing device(s), system(s), and/or server(s), and that the
disclosure s not limiled in this respeet. For example, one or more computing device(s)
contigured to exegute the functionality of the techniques of the disclogure may reside ina
dedicated server or be included in auy other server {(such as any of servers 128A-128N) in
additionto orother than NMS 130, or may be distributed throughout network 100, and may
or may nel form a part of NMS 150,

[0041] In addition or alternatively, in sonte examples, network nodes (e.g.. routers or

switches within network 134) andror access points 142 may be configured o locally
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sonstret, train, apply and retrain unsupervised ML model(s) 137 based on locally eollected
ST.E metrics to determing whether the collected nstwork event data should be discarded or
whether the data represents anomalous behavior that needs in be forwarded to NMS 130 for
further root cause aralysis of VNA 350 (FIG. 3) 1o facilitate ientification and resolution of
faulls.

[0042] TIG. 2 15 a block diagrany of an example access point (AP) devive 200 configured in
aceordance with one or more technigues of the disclosure. Example access point 200 shown
in FIG. 2 may be usedio implement any of’ APs 142 as shown and described herein with
respect to FIG. 1. Access point 200.may comprise. for example, a Wi-Fi, Bluetooth and/or
Bluetooth Low Energy (BLE) base station or any other type of wirgless access point.

[0043] In the example of FIG. 2, access point 200 includes a wired interface 230, wireless
interfaces 220A-2208; one or more processor(s) 206, memory 212, and a user interface 219,
woupled together via a bus 214 over which the various clements may exchange data and
iformation. Wired interface 230 represents a physical network interface and includes 2
recever 232 and a transnuitter 234 for sending and receiving netwiork communications, e.g.,
packets. ‘Wired interface 230 couples, either directly or indirectly, access point 200 to
network(s) 134 of FIG. 1. Firstand second wireless interfaces 220A and 2208 reprasent
wireless network interfaces and include receivers 2224 and 2228, respectively, sach
including a receive antenna via which access point 200 may receive wireless signals from
wireless conmimivalions devices, suchas TEs H48.of TIG, 1. Hrst and seoond wireless
interfaces 2204 and 2208 further include transmitters 224A and 2248, respectively, each
inc]:uding transmit anterias via which access p(}int 200 may transmit wireless st gnals to
wireless communications deviges, such as UEs 148 of FIGH 1. Invome examples, first
wireless interface 220A imay include a Wi-Fi 802,11 fnterface (¢.g., 2.4 GHz and’/or 5 GHz)
and second wireless intsrface 2208 may include a Bluetooth interface and/or a Bluetooth
Low Energy (BLE} interface. However, these are given tor example purposes only, and the
dizclosure 1s not limited in this regpect

[44] Processor(s) 206 are programumable hardware-based processors configured to-execute
software instrugtions. such asthose used to define a software or computer program, stored to
a computer-readable storage medium (such as memoty 212), such as non~transitory
computer-readable mediums including a storage device (2.5, a disk deive, or an optical drive)

or-a memary (such as Flash memory or RAM) or any othertype of volatile or non-volatile
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memory, that stores instructions to cause the one or more processors 206 to perforin one or
‘more of the techniques deseribed herein,

[0045] Memory 212 includes one or more devices configured o store programming moidules
andfor duta assoctated with operation of access poinl 200. For example, memory 212 may
inchude a computer-readable storage medivm, such as non-transitory computer-readable
mediums inchuding a storage device (g2, a disk.drive, oran optical drive) or a memory (such
as Flash memory or RAM) or any other type of volatile or non-volatile memory, that stores
instructions to cause the one or more processor(s)y 206 to perform one or more of the
technigues described herein.

[0046] In this example, memory 212 stores executable software including an application
programming interface (API) 240, a communications manager 242, configuration setfings
230, a device status log 252 and data storage 254, Device staius log 252 includes a list of
network parameters and/or network events specific to-aecess point 200, The network
parameters niay include, for example, any network parameter indicative of ohie or muore
aspects of performance of the wireless network. In sonie examples, network parameters may
nelude a plurality of states measured periodically as time serigs data that can be translaied
into ong or more SLE metrics. The network parameters may be measured by the UE dewices
148, the APs 142/300 or another device assoctated with the wireless natwork.,

[505504"?] Network events may include, for example, access point events and/or UE events. The
access point events and/or UE events may each imclude a log of normal network events,
rigutral network events, and/or error network events. The network events may include, tor
example, memory status, reboot events, crash events, Ethemet port status, upgrade failure
avents, firmware upgrade events, configuration changes, authentication svents, DNS events,
DHCP events, roanming evenis, elc., as well as a time and date stamp for each event. Log
coniroller 255 deterrnines a logging level for the device based on mstructions from NMS 150
Data 254 may store any data used and/or generated by access point 200, including data
collected from ULs 148, sueh as data used 1o caleulate one ormore SLE metries, that is
transmitted by access peint 200 for vlond-based manugement of wireless networks 106A by
NMS 150

[0U48] Commumnications foanager 242 includes progrant code that, when exeouted hy
processor(s) 206, allow aceess point 200 to communicate with TIEs 148, other APs 142,

and/or network(s) 134 via any of interface(s) 230 and/or 220A-2208. Contiguration seitings

13

PATENT
REEL: 065114 FRAME: 0019



Dionloet Mo 2014-46911502 ¢ INP34T-US-CON

230 anclude any device settings Tor aceéss pomt 200 such as radio-settings for each of
wireless interface(s) 220A-220B. These seitings may he configured manually or may be
remotely ronitored and managed by NM8. 156 to oplimize wireless network performance in
real-tithe, or ont a periodic (&g, hourly er dailv) basis,

[0049] Input /output (107 210 represents physical hardware components that enable
interaction with a user, such as buttons, # touchscreen, a display and the like. Although noi
shown, memory 212 typically stores executable goftware for controlling a user interface with
respect to npul received via FO 210.

[B030] As described hereti, AP device 200 may measure and teport network data (1.&.,
network parameters and/or network event datay from status log 252 to NMS 130, The
netwark data.dy indisative of ome of niere aspeets of wiveless network performanceiand/or
status of the wireless network. The network data may be measured and/or determined by one
or more of the UE devices and/or by one or morg of the APs 200 in a wireless network. AP
device 200 can provide the network data to NMS. 150 for use in the technigues described
herein.

[0031] FIG 3 is a block diagram of an example network management system configured fo
classify aceess points and perform network management actions based on the classification of
the access point. In some aspects, an NMS can utilize SLE parameters from mohbile devices.
to dentify rost causes of degraded networl perforniance. The network management system
van defermine whether an gocess point that is perceived as a toot cause device of 4 fault or
error condition i an edge dévice and based on that can determine whether or not todnvoke a
remedial action. NMS 300 may be used to implement, for example, NMS 150 m FIG. 1, In
such examples, NMS 300 is-responsible for monitoring and management of oné or more
wireless networks 106A-106N at sites 102A-102N, respectively. In some examples, NMS
300 receives network data collected by APs 200 from UEs 148, such as nstwork data vsed to
caleulate one or more SLE metrics, and analyzes this data for clond-based management of
wireless networks 106A-106N. In'some examples, NMS 300 may be part of another server
shown in FIG. 1 orapart of any other server.

[{0052] NMS 300 includes a communications interface 330, one or more processor(s) 306, a
uger interface 310, amemory 320, and a database 312, The various elements are coupled

together via a bus 314 over which the various elements may exchange data and information.

14

PATENT
REEL: 065114 FRAME: 0020



Dionket Mo 2014-46911502 £ INP34T1-US-CON

[M53] Processor{s) 306 execute software instructions, such as those used to define a
softwarg or comntter program, stored o a computer-readahle storage medium (such as
nemory 320). such ag nop-transitory computer-readable niedinms including a storage device
{e.g., a disk drive, or an optical drive) or a memory (such as Flash memory or RAN ) or any
other type of volatile or non-volatile memory, that stores instructions to cause the one or
more processors 306 1o perform the techniques deseribed herein.

[0054] Communications interface 330 may include, for example, an Ethernet interface.
Commumications interface 330 couples NMS 300 to a network and/or the Internet; such as
any of network(s) 134 as shown i FIG: 1. and/or any local area networks. Comimunications
intertace 330 meludes a receiver 332 and a transmitter 334 by which NMS 300
receives/transmits data and information to/from any of APs 142, servers 110, 116, 122, 128
and’or any other devices or systenis forming part of network 100 such as shownan FIG. 1.
The data and information received by NMS 300 may include, for example. network data
and/or eveni log data received fram APs 142 used by NM$ 300 to remotely monitor and/or
control the perforiance of wiveless networks: 106 A-T06N. MNMB-mayv Yarther transmit data
vid communications interface 330 to any of network deviees such as APs 142 at any of
network sifes 102A-102N to remotely nranage wireless networks 106 A-106N.

[0055] Memory 320 includes one or more devices configured to store programming modules
and/or data associated with operation of NMS 308, For example, memory 320 may include a
computer-readable storage medium, such as non-transitory computer-readable medinmmns
including a storage device (2.z.. a disk drive, or an optical drive) or a memory (such as Flagh
memory or RAMY or any other tvpe of velatile or non-volatile memory, that stores
instructions to cause the one or more processor(s) 306 to perfornt the techniques described
herein,

JR056] In this example, memory 320 inchudes an APL 322, a virtual network assistant
{VNAY AT engine 350, a radio resource management (RRM) engine 360, and a nstwork
devige classifier 370, VNA/AL engine 3530 mcludes a network performance engine 352 and a
oot cause analysis engine 354, NMS 300 may also include any other programmed modules,
software engines and/or interfaces configured for remote monitoring and managgrent of
wireless networks 106A-106N, including remote monitoring and management of any of APs

142/200.
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[1087] Network performance engine 352 énables set up and tracking of thresholds for SLE
‘metrics for each of wireless networks 106A-106N. Network perfrrmance engine 352 further
analyzes network data collected by APs and or ULs associated with wireless networks 1064A-
6N, such as any of APs 142 from UEs 148 in each wireless network 106A4-106N,. For
example, APs 142A-1 through 142A-M collect network data from UEs 148A-1 through

148 A-T currently assoeiated with wireless network 106A. This data, in addition to ANy
network data collected by one or mare APy 1424-1'through 142A-M in wireless network
1064, 15 fransmitled fo WMS 300, which executes network performance engine 352 to
defermine one or more SLE metrics for each UE 148A-1 through 148A-T associated with
wireless network 106A. One or more of the SLE metrics may further be aggregated to each
APat a site to gain insight into each APy contribution fo wireless network performance at the
site. The SLE metrics track whether the service level meets the contigured threshold values
foreach SLE metric. ITa metric does not mieet the configured SLE threshold value for the
site; the failure or degradation may be attributed to-one of the classifiers to further understand
how and/or why the failure or degradation occurred.

[0038] Example SLE metrics are shown in below in Table 1.

Talde 1

to the internet.

Throvghput The amount of time, thata clicnt’s estimated throughput s below a gpecified
thrashold,
Coyerage The number of user minutes that a cli,etnt"s.FgSSI ag measured by the acesss paird

18 below g speeified threshaold,

Capagity The o ter of user minmites that & clisnt experiences “poor™ capacity.
Roamibg The percentage of siuccessiul roams between 2 access points for ¢lients that are

T

within a specified target time that it takes for a'elient to roam.

Suceessful Cormects The percentage of sudcesstul Autharization, Assotidtion, DHCP, ARP, and DRS
attermpts during an-ntial onnection by a clignt to the network, when a clignt
roams frem one AP to the nexd, and snan on-ggmg basis.

AP Health This may be calenlated basad on AP Rebbots, AP Unreachable eventy, and Sitg

Diown events,

[0059] RRM engine 360 monitors one or more metrics.for sach site 106 A-106N in order tor
leam and optimize the RF environment ai each sile. For example, RRM engine 360 may

maonitor the coverage and capacity SLE metries for a wireless network 106 at a site 102 in

Iaq
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ordeér to dentify potential t5sues with coverage and/or capacity m the wireless network 106
and to make adjustments to the radio settings of the access points at each site to address the
identified issues. For exsunple, RRM snging 360 may determing channel and teansmit power
distribution across all APs 142 in each network 106 A-106N. For example, RRM engine 360
may monitor ¢vents. power, chammel, bandwidth, and number of clients connected o each
AP, RRN engine 360 may further automatically change or update configurations of wne or
more APs 142 at a site 106 with an aint to improve the coverage and capacity SLE metrics
andd thes to previde an improved wireless expertence for the user.

for a network device.. Network device clagsitier 370 ¢an apply various heusistics to data front
various sources to determine a classifivation for a network devige, As an ¢xample, network
dewvice classifier 370 can utitize network data received from network devices on wireless
networks 106A-106N, data trom servers 110, 116, 122, and 128A-128P (FIG. 1)among other
sources to determine a glassification for a network device. Various aspects of network device
classifier 370 are discussed helow with reference to an example site ilustrated m FIG.4
[0061] FIG. 4 is a conceptual disgram tlusirating an example arrangement of access points 4t
a gite, in accordance with one or more techniques of the disclosure. In this example, a site
400 inctades APs 402A-402G (referred to generically as “AP 4027), Site 400 may be afloor
of a building and APs 402 A-402G may be, for example, APs arranged on within site 400,
Pashed lines between the APs 4024-40205 indicate that the APs can communicate with ong
another, or alternatively, receive a radin signal from a neighboring AP with an RSSI greater
than a pre:dele-imined threshold, Inthis example; AP 4024 1s located near an entrance 401 to
site 400, and AP 4027 is lovated neat an elevator 406 of site 400. UE 424A and UE 4248
may be UEs of a customer, employee, or other person at site 400 or entering/exiting site 400.
Also shown in FIG. 4 is network management system 420, which network management
system may be network managsment system 130 (FIG. 1) or network management system
300 (FI 3).

[#062] Returmning 1o FIG. 3, network device classifier 370 nway determing a ¢lassification for
an AP 402, Insome aspects, network classifier 370 may determine a classification of an AP
according 1o & hetweenness centrality value for the AP, Betweenness contrality 18 a meavive
centrality of a node in a graph based on shartest paths between nodes. Network elassifier 370

can construct a graph of the nades, where an edge between nodes indicates a communication
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connection between the nodes, Tn xome aspeets, nodes in the graph can represent APs, and
edges can indicate that an AP can receive aradio signal from a naighboring AP with an R§S1T
-greater than a predetermined threshold. For every pair of nodes in the graph, network.
classilier 370 can determine a shortest path between the nodes that minimizes the nunmber of
edges that the path passes through. The betweenness centrality value for a node is the
rnumber of shortest paths that pass through the node. In some aspects, the edges can be
weighted based on capacity, cost. gte. In this case, the network device classifier 370 can
determine the shortest path as the path that mimimizes the sum of the weights of the paths.
Further details on deterniination of betweeniiess centrality can be found m Freeman, Linton.
1977, A set of measures of centrality baséd on betweenngss,” Sociometry. Vol. 40, No. 1,
which s hereby incorporated by reference harein.

[0063] Using the betweenmess centrality algorithm, all of the APs in Figure 4 other than AP
402E may be identified as edge devices. While UEs associated with AP 402A and AP 402D
may experience SLE deterioration as a user Teaves the site 400 or enters the alevator 406,
UEs associated with the other edge APs may be actually vutside of the eniterprise building
o.g., in & parking lot, and as such may experience SLE deterioration as the user of the UUE
drives away from the site 400,

[0064] FIG. 5 is a conceptual diagram illustrating an example graph 300 representing
network devices and their neighbors, in accordance with one or morg aspects of the
diselosure. Two APg can be considered to beneighhors if a first AP receives the radio signal
froin a second AP at a power level greater than a predetermined threshold, Tnsome aspects,
the power level may be indicated by an RS8Tvalue: Cireles tn the graph-ave niwdes that:
represent network devices such ag APs in aif example network, and edges betweén the circles
indicate that one AP receives a radiv signal from a neighboring AP with an RSST greater than
a predetermined threshold. The nedes have been shaded according to-the number of shortest
‘paths passing through the node, where a darker-shade indicates @ greater number of shortest
paths passes through the node than nodes that have a lighter shade. Inthis example, node 502
has the: greatest number of shortest paths passing through the node. Thus, node 302 nuay be
classified as a “central” node. Node 504 has the fewest shortest paths passing through the
node and may be classified as an edge sode. Nodes 506A — 506(3 also have relatively few
shortest paths passing through them. Thus, nodes 506A -~ 506G may also be classified as

“edge”nodes. MNodes thatare ot g central node oran edge node (e.2., nodes 508A-308E)
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may be classified as an “mierior” node. As will be discussad in further detail below, a node
thatis not clasgified as an edge node according to-a betwsenness centrality value may he
classified as an edze nods using other heuristics. For example, any of nodes 508A-508E that
are classified as interior nodes according to bebweenmess centrality may be ¢lassified as an
edge node based on other heuristics.

[0065] Returmung to FIG. 3 and using the example site 400 of FIG. 4, network device
classitier 370 may construct a graph indicating the neighborhood connections bétwaen APs
402A-402G. Inthis example, nodes 402A and 4021 may have the fewest shortest paths
throughthe AP. Network device classifier 370 may thus classity APs 402A and 402D as
eilge APs. Tn accordance with another example implementation all of the APs other than AP
402 may be identitied as edge APs since users from outside the enterprise structure, €.g.,
users from a parkiog lot adjacent to or niear site 400, may use the wireless network 4035 and
gxperience an-expected SLE deterioration as they move/drive away from the site 400

[(H66] In some aspects, network device classifier 370 may use various heuristics to classify a
device ag an edge device. In accordance with one example implementation tietwork device
classifier may use bandwidth metrics-to classify an AP 402 as an edge AP. For instance,
bandwidth of an AP that is close ta an entrance of w sile 18 typically used less than bandwidih
of an mterior AP, As an example, a site 400 may have offices and conferences rooms that are
serviced by interior APs, while a reception area at an entrance lo-the site may be serviced by
an cdge AP, Client deviees in offives or vonference rooms are more likely to be involved m.
applications that lave higher dita volumes than applications that may be used by ¢lient
devices. in the receplion area. Addittonally. client devices in a reception area.are more likely
to transition 1o an interior AP as the user moves from place to place at the site. Network
device classifier 370 may analy=e bandwidth usage of UEs associated with an AP 402 and
classify, as an edge AP, an AP 402 where UE bandwidth usage is below a threshold value,
[0067] Similarly, i some aspects, network device classifisr 370 may use copnection time
metrics to classify an AP 402 as an edge AP, Itis typically the ease that connection times of
an edge AP are less than that of other APs. For instance. connieetion times of an AP that is
close o an entrance of a site is typically lgss than connection times of interior APs.  As with
the gxample above, a site 400 may have offices and conferences rooms that are serviced by
mterior APs, while areception area at-an entrance to the site may be serviced by an edge AP.

Chent devices in offices or conference rooms are more likely to remain eonnected to an AP
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than a client device in a receplion area. Client devices in a reception area are more likely to
transition from the adge AP toaninterior AP as the user moves from place fo place at the
site. Network device classifier 370 may analyze connection time metrics and chassify an AP
402 where comection times are below a thresheld time as an edge AP

[0068] In some aspeets, nelwork device elassifier 370 may determine a classification for an
AP aceording to a count of the number of tinies an AP 402 is the first AP in a wireless
network to associate with client devices. Apainusing the example site 400 illustrated in FIG,
4, users can enter site 400 via entranee/cxit 401, Because AP 402A isthe nearest AP 1o

UE 424 A carried by a user entering site 400 will associate with, Similarly, in the example
tustrated-dn FIG. 4, AP 4021 is the nearest AP to elévator 406, Beoatise AP 4020 15 the
nearest to glevator 406, it is likely that AP 402D will be the first AP of wireless network 403
thata LJE 4248 carried by a userexiting the elevator will associate with. Network deviee
classifier 370 (orother module of network management system 420) can maintain a count of
the number of times an AP 402 iy the first AP & chent device associatey with. This
association will be referred to as a “first assogiation.”

[0069] Network device plasstfier 370 ¢an use the first association value to determine if an AP
402 should be classified as an edge AP. As an example, network device 370 may determine a
ratio:of the nuniber of first associations for in AP te the totalimsmber of associations for the
AP 402, If the ratio 15 above a threshold percentage, network devige classifier can Slassify
the AP as an sdge AP,

[70] In some aspects, network device classifier 370 may determine a elaserfication for an
AP according to a connt of the number of times an AP is the last AP in a wireless network o
disassociate with client devices. Again using the example site 400 illusirated in FIG. 4, users
can exit site 400 via entrance/exit 401. Because AP 402A is the niearest AD to entrance/exit
401, AP 402A may be the last AP of wireless network 405 that a UE 424A carvied by a ussr
exiting site 400'will be associated with before ransitioning off wireless nebwork 403,
Similarly, becauss AP 402D is the nearest to elevator 406, AP 402D may be the last AP of
wireless networls 405 that a UE 424B cariied by @ user entering the elevator will be
assoctated with. Metwork device classifier 370 {or olher modiile of network managenient

svstem 420) can maintain a comt of the mumber of times an AP 402 is the last AP a ¢lient
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device is associated with before transitioning off wirgless netwark 405, This assoctation will
be referred to as 4 “last association:”

[0071] Network device classifier 370 can use the last association value to determine if an AP
402 should be classified as ap edge AP, As an example, network device 370 may determine 4
ratio of the number of last assoctations for an AP to the iotal number of associations for the
AP 402, Ifthe ratio is above a threshold percentage, network device classifier can classity
the AP-axan sdge AP,

[0072] In some aspects, network deviee classifier 370 may defermine a classification for an
AP according 1o 4 connt of the munber of tinies a transition is made fronithe AP toa
differsnt AP on a different floor of asite. Ag an example, a user may leave one floor via
stairs, escalator, elevator gte, and gotoa different floor. A UE 424 carried by a user may
Temain connected to wireless network 405, bul may disagsoaate fromt the AP on the original
floor and reassociate with an AT on the different floor. Network device classifier 370 {or
other module of network management system 420) can maintam a count of the number of
times an AP 402 is the last AP aclient device 18 associated with betore a reassociation with.
an AP on a different floor. Nelwork deviee classifier 370 may determiine that an AP is.an
edze AP if the count of transitions to an AP on u different floor is comparatively greater for
the AP as compared to other APs on the floor, Similarly, network device classifier may
utilize a count of transitions fromr APs on a differeit floor to'the AP fordetermine if the &P js
an ¢dee AP,

[073] VNASAT engine 350 analyses network data received from APs 142, 200 as well as its
own data to monitor performance of wireless networks 106 A-106N. Forexample, VNA/AT
engine 350 may identify network events that may vccur during the operation of wireless
networks 106A-106N, For exampls, VNA/Al engine 350 may defect events such as an
undesited or abnormal states in one of wireless networks 106A-106N. VNA/AL snging 350
may use root cause analysis moduls 354 to identify the root cause of any SLE deterioration
events and/or undesired or abnormal states. In some examples, rool cause andlysis module
BLE metric(s) at one ormors of wireless network 106A- 106N, In some examples, VNA/AL
engine 350 may generals and utilize Bayesian statistios and mformation theory 1o detérnune a
network component that may be the root cause for the degradation in SLE metrics. VNA/AL

engine 350 may determime a classification for an AP as described above. Depending onthe
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classification of the AP, VHA/AL engine 350 may automatically invoke one or more
eorrective network managemaint actions intended to address the wdentified roaot cavse(sy of
one or more poor SLE metries. For example, if the AP is not classified as an edge AP,
VNA/Al engine may invoke corrective actions. Examples of such corrective actions that may
be automatically invoked by VNA/AT engine 350 may itnclude, but are not limited to,
invoking RRM 360 1o reboot one or more APs and/or adjust/modify the fransmit power oi'a
specific radio in aspecific AP, adding SS1D configuration taa specific AP, changing
channels on an AP or a set of APs, efe. The corrective actions may farther include restariing
These vorrective actions are given for example purposes only, and the disclosure is not
lmited in this sespest. I automatic corrective actions are not available or do not adequately
resolve the root cause, VNA/AL enging 350 may proactively and autothiatically provide a
notification including recommended corréctive actions to be faken by TT personnel 10 address.
the netwerk error.

[0074] If the AP is clagsified as an edge AP, then in somte aspects, VNA/Al engine 350 may
determive that no corrective action need be performed onthe assumption that the degradation
is normal and the result of a UE transitioning off wireless network 405, In this case, the
network management action is to bypass corréctive actions.

[0075] FIG. 6A is a conceptual diagram illusirating ¢xample inputs amd outputs of & VNAJAL
enging 330, in gecordance with techniques of the disclosure. In the example illustrated in
FIG. 6 A, VNA/ALengine 350 receives a time series 602 of network data. In some aspeuts,
the time series of network data 602 includes sets of parameters 604, A set of parameters 604
can include SLE metries, or parameters derived from 8LE metrics (denoted as P1-FN in set
604). Additionally, a set of parameters can include an identificr (ID) of the client deviee
associated with the SLE metrics of the corresponding set of parameters 604, In some
example implementation the SLE parameters 602 also iclude anadentifisr mdicating the AP
with which the elient was associated.  Although not shewn 1n FIG. 6, a sef of parameters 604
van alsoinclude a timestamyp of when the SLE parameters were created of collected.

{76} YNA/ Al engine 350 an receive the time series 602 of network data and, in response
to detection of & network event such as a degradation in 8LE roetrics, can analyze the tine
serigs 602 of network data to determine root cause data 606 associated with the degradation

in SLE metrics. In some aspects, root cause data can include, in addition to an identification
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of the root cause of the degradation in SLE metrics, a cotrective action or actions to
remediats the degradation in SLE metrics. NMS 300, i some aspevts, can automatically
apply the corrective actions. Network management system 600 can perforny response
heuristivs 608 to-determine network muanagement actions to remedy, if necessary, the root
cause of the degradation in SLE metrics.

[6077] In somwe aspects, VINAYATL engine 330 may ulilize a maching leaming model 630 as
partof determining ront cause data 606, In some aspects, maghine leaming model 630 s
constructed during a supervised or unsupervised training phase. Afier suchiraining,
parameters P1-PN are supplied in real time (or near real titne) as inpuiio machine leatming
madel 630 1o determine root canse 606. Tn the example illustrated in FIG, 6A, netwiirk
device ¢lassitier 370 can implement ong or more heuristics to classify an AP that are
independent of the heuristics used by machine learning mode! 630 to deterinine root cause
data 606,

[0078] Network management system 600 can deterimine a elassifieation of an AP that is
associated with the dépradation dn ST.E mataics from network device classifier 370 -deseribed
above, Ifthe AP is classitied as an edge AP, response heuristies 608 may deternyine that the
network management action 610 18 to bypass any corrective actions recommended in root
cause data 606, Alternatively. response hewristics 608 may determing a network management
action 610 that s an alternative to:any cotrective actions recommiended in root cause data,
606. For example, response heuristics 608 may determine that the netwaork management
action 18 1o recommend placement of additional APs néar the AP whose client dévices have
experienced degraded SLE metrics. As noted above, thenetwork management system 600
can be configured to provide network management actions 610 that are hased on a client
configuration, and may be different from elient to client.

[0079] In some aspects, network management svstent 600 catt be configured to provide
network management actions 610 that are based on a specific site configuration, and may be
different from one specific site to another specific site. For example, some site operators may
vonfigure network management system 600 such that the network management action for
APs classified as edge APs is 1o bypass some or all of the corrective actions recommeand by
VNA/Alengine 350, Other site operators may configure network management systenm 600
such that the network management action is to alert an [T technician about the network event.

recommend placement of additional APs near the location of the 1dentified edge AP, For
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axample, it may be considerad advantageous by a site operator to facilitate smooth transitions
on and off wireless network 405, A degradation in SLE metrics may result in transitions that
are not smoetl. Thus, inthe case of 4 degradation of SLE imelrics associate with an edge AP,
VNA/AT engine 330 may recommend placement of additional APz,

[0080] FIG. 6B is a conceptual diagram illustrating another set of examiple inputs and outputs
of & VNA/AT engine 350, in aceordance with techniques of the disclosure. In the example
illustrated in FIG. 6B, VNA/AL engine 350 receives a time series 622 of network data. In
some aspects. the time serfes of network data 622 includes sets of parameters 624, which, in
addition 1o the parameters 604 disctssed above with respect to TIG. 64, ean include device
classification 626. Device classification 626 can specify the classification of the device that
wan-the source of the parameters P1-PN,

[0081] VINA/AL engine 350 .can receive the time series 622 of network data and, in regponse
10 a network event such as a degradaiion in SLE metrics, can-analyze the time series 622 of
network data 1o determing root vause data 606 associated with the degradation in SLE
mietrics, In gomie aspects, foot causs data can include. in addition to anidentification of the
root cause of the degradation in SLE metries, a corrective action or actions to remediate the
degradation in SLE metrics. NMS 300, in some aspects, can autematically apply the
onrrective actions:

[0082] In some aspeets, VNA/AT engine 350 may utilize a machine learning model 630 as
part of determining root cause data 606, In sonie aspects, machine leaming model 630 15
constructed duting 4 supervised or unsupervised training phase. Training data used to
construct machine learming model 630 can include parameters P1-PN and device
classification data. Atter such training, parameters P1-PN and device classification data can
be supplied it real time (of nedr real thme) a8 input to machine learbing model 630 to
determine root eause data 606. Network management system 600 can use the root cause data
1o determing network management actions 614,

[0083] Network management system 600 can determine a classification of an AP that is
associated with the degradation in SLE metiics from network device classifier 370.described
above. Ifthe AP is classified as an edge AP, response heuristics 608 may determine that the
petwork management action 610 18 to bypass any corrective actions recomimended 10 root
cause data 606, Alternatively, tesponse heuristies 608 may determine avetwork mabagement

action 610 that is an alternative 1o-any corrective actions recommended in root cause data

PATENT
REEL: 065114 FRAME: 0030



Dioleet Noi: 2014-46011502 ¢ INP34T]-US-CON

606, For example, response heuristics 608 may deternune that the network manageroent
detion is to alert atechmician. Yet other hevwristics may recommend placement of additional
APs near the AP whose client devices have experienced degraded SLE mistrics. As noted
above, the network management system 600 can be configured to provide network
management actions 610 that are based o a client configuration, and may be different from
client to.client.

[0084] FIG. 7 shows an example user equipment (UE} device 700, Example UE device 700
shown in FIG. 7 may be used i implement any of UEs 148 as shown and described herein
the disclosure is not imited in this respect. For example, UE device 700 may include a
mobile device such as a smiart phone, tablel or laptop computer; a personal digital assistant
{PDA), a wireless terminal, a smart watch. a smari ring or anv other type of mobile or
wearable device. UE 700 may also include any type of IoT client device such asa printer, a
security sensor or device, an environmental sensor, or any other comected device configured
to communicate over one or more wirelsss fietwotks.

[0O83] In accordance with one or more technigues of the disclosure, network data indicative
of one or more aspects.of the performance of a wireless network (that is, data used by NMS
150 to caleulate ong or more SLE metrics ) is received from each UE 700 in a wirsless
network, Forexample, NMS 130 receives network data from UEs 148 in networks 1064~
105N of FIG. 1. In some examples, NMS 150 réeeives relevant network data frem UEs 148
in a continuous basis (e.g., every 2 seconds or other appropriate time period). and NMS may
caleulate one or more SLE metrics for each UE on-a periodic basis as defined byafirgt
prédetermined period of time (e.g., every 10 minutes or other predetermined time period).
[0086] UE deviee 700 includes a wired interface 730, wireless interfaces 720A-720C, ongor
more pracessor(s) 706, memory 712, and a user interface 710, The various elenients are
coupled togethier via a bug 714 overswhach the various elements may exchange data and
information. Wired tnuterface 730 includes aveceiver 732 and a:transmitter 734, Wired
interface 730 may be used, if desired, to couple UL 700 to networkis) 134 of FIG. 1. First,
second and third wireless mterfaces 7204, 7208, and 720C melude receivers 7224, 722B.
anid 722C, respectively, cach including a receive anitenma via which UE 700 may recetve
wireless signals from wireless conununications devices, such as APs 142 of FIG: 1, AP 200

of FI1G, 2, uther UFs 148, or other deviges vonfigured for wireless communication. First,

]
H
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second, and third wireless miterfaces 720A, 7208, and 720C further include transivitters
724A, 7248, and 724C, respectively, ¢ach including fransmit antenias via which UE 700
may transimit wireless signals to wireléss communications devices, such as APs 142 of FIG.
1, AP 200 of FIG. 2, other LTs 148 andfor other devices vonfigured for wireless
gommunication. Insome examples, {irst wireless interface 720A may include a Wi-Fi 802.11
interface (.., 2.4 GHz and/or 5 GHz) and second wireless interface 7208 may include a
Bluetooth interface and/or a Bluetooth Low Energy interface. Third wirsless interface 7200
may include, for example, a cellular mterface through which 11E devige 700 may connect fo a
cellular network.

[0087] Processor(s) 706 execute softwarg instructions, such as those nsed to define a
software or camputer program, stored to a computer-reéadatde storage medium (such as
memory 712}, such as non-transitory compuiet-readable mediums mcluding a storage device
(¢.g.. a disk drive, or an optical drive) or a memory (such as Flash memory or RAM) or any
other type of volatile or non-volatile memory, that stores instructions 1o cause the one or
more processors 70610 parform the techniques described herein,

[0088] Memory 712 ircludes one of more deviees configured to store programming modules
andfor data associated with operation of UE 700. For example, mentory 712 may mnclude a
computer-readable storage madium, such as non-transitory computer-readable mediums
including a storage device(e.g., a disk drive, or an optical drive) or 3 memory (such as Flash
memory of RAMY or any other type of volatile or non-volatile memory, that stores
istructions 1o cause the ong or more provessor(s) 706 to perform the téchnigues deseribad
herewm,

[008%] In this example, memory 712 includes an operating system 740, applications 742, a
communieations module 744, configuration settings 750, and data storage 754 Datasforage
754 may include, for example, a status/error log including network data specific 1o UE 700,
The network data may include event data such as a log of normal events and error events
according to-alogging level based on instructions from the network management system
(e.z. NMB 130/300), Data storage 754 may stors any data used and/or generated by UE 700,
such as network data used to caleulate one or morg SLE metrics that is collected by UE 700
and transmitted to any oU APs 142 {nva wireless network 106 for further transouissionto NMS

188,
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[0080] Communications module 744 includes program code that, when executed by
processot{s) 706, enables TE 700 to communicate using any of wired interface(s) 730,
wireless irterfaces 720A-7208 and/or cellular interface 750C. Configuration seitings 750
inclode any device settings for LIE 700 settings for sach of wireless interfave(s) 720A-7208
and/or cellular interface 720C. Configuration seitings 750 may alse include device settings
for UE 700 wired network interfaces, when such interfaces are present on UE 700.

[0091] FIG. 8 is a bloek diagram illustrating an example netwark nods (or server) 800
configured according to the technigues described hergin, In one or more examples, the
network node 800 unplements a device or a server attachad to the network 134 of TIG., ¢.g.,
router, switch, AAA server, DHUP server, DNS server; VNA, Wely server, et or a network
device such a8, e.g., routers, switches or the like. In some embodiments, network nods 800
of FIG: R is server 110, 116, 122, 128, of FIG, 1 orrouters fswitches of network 134 of FIGL
i

[3092] In this example; network node 800 includes a communications interface 802, ¢z, an
Fthernet intectace, o processor 806, input / output 808, e.g., display, buttons, keyboard,
keypad, touch screen, mouse, ¢tc., amemory £12.and an assembly of conponents 816, e.g.;
assenibly of hardware module, €.2., assembly of cirenits, conpled together via a bus 809 avet
which the varicus elements may interchange data and information. Compumications
interface 802 couples the netwark node 800 1o a network, such as an enferprise network,
[0093] Though only ong interface is shown by way of example, those skilled in the art should
recognize that netwoerk nodes may, and usually di, have multiple communication intertaces.
Communications interface 802 includes a receiver 820 via which the network node 800.e:z. a
server, can receive data and infermation, e.g.; including operation related information, e.g.,
registration request, AAA services, DHCP requests, Stmple Notification Service (SNS) loak-
ups, and Web page requests. Comimunications interface 802 includes a transmitter 822, via
which the network node 804, e.g., a server, can send data and miormation, e.g., mcluding
configuration information, authenticalion information, weh page data, cic.

[0094] Memary 812 stores suevutable sofiware applications 832, operating system 840and
data/information 839, Data 830 includes system lpg and/or ervor log that stores network data
and/or SLE metries for node 800 andfor other deviees, such as wireless acoess poinis, hased

on a logging level according to instructions from the network management systen.
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[B085] FIG. 9 15 a flowchart (900} of example operations performed by a network
management systerm 10 determine a network management action hased on 4 classification of
an AP. The operations may be performed by a network managenteni systen. such as NMS
130, 300 and/or 600 as shown in FIGH. 1, .3, 6A and 613,

[0096] One or more processor(s ), such as.one or more processor(s) 306 of NMS 300, receives
network data associated with a.plurality of chent devices in a wireless network (902). The
client devices may include; for exarnple, any of UEs 148, and the wireless network may
include, for example, wireless network 106. The network data may be received, for example,
as Hate series data monitored at-ong or more periodic intefvals. The network dats may beé
measureil or collected by, for example, one or more client devix:e_s and/or one or more APs
associated with the wireless network, and transmatied 16-the NMS via network{(s) 134,

[0097] The one or more proessor(s) deternine a tune series of SLE metrics based on the
received network data (904), The network data may include the SLE metries or data used to
derive SLE metrics, identifiers for the client devices for which data was collected (e.g.. UEs),
and the APs with which the client devices were asgoctated. For example, the one or niote
progessor(s) may execute a virtual network assistant 350 or other heuristics fo determing 4
root cause of SLE degradation based on any one ormore of a time to connect metric, a
throughput metric, 4 coverage metriv, a capacity metrie, a roaming metric, a suecassfiil
connects metrie, and/or an AP health metric. In addition or alternatively, this may include
determining root cause of SLE deterioration hased oit a regeived signal strength ndicator
(R8SI) and/or a signal-to-noise {SNR) of the wircless signal received fronv a current AP 1o
which the elient device 18 associated.

[0098] The one or more processors may determine if a network svent has oceurred (905). Asg
an example, the vre or more processots may determine. hased on the tine series of SLE
metrics, that there has been a degradation in the SLE nyetrics,

[0092] If a network event is ot detected based on the time series of SLE mietrics {"NO”
branch of 903). the network management system can continue to receive and monitor SLE
metrics (902} If a network event is detected (“YES” branch of 903), the one or more
provessor(s) Purther deternmne a root cauge for the nebwork ¢vent based-on the time series of
SLE metrics (906).

[0100] The network management systém can determine if the root cause is assoeiated with an

AP (908). For example, the one or more processor(s)ymay determine that there has been an

PATENT
REEL: 065114 FRAME: 0034



Dogket Noj: 2014-469US02 ¢ INP3471-US-CON

issus with a specific AP that caused degradation in SLE metrics for the UEs. the oot
cause is associated with an AP (“YES® branch of 908}, then the one or more processars may
determine a classification of the AP (910). For example, the classification may be based on
betweenness centrality of the AP, or heutistivs such as connection times of elient devices of
the AP, bandwidth wlilization of the AP, or any of the techniques described herein. Further
details on techniques for determining whether an AP is an edge AP are discussed helow with
respect to FIG, 11,

[#101] The one or more proceasors may apply machine learning techniques and other
managgment action based oni the network event and the classitication of the AP (912). The
network managoment system can continue o receive further network data from client devices
in the wireless network (9023,

[0102] If the network management system determines that the root cause is not associated
with an AP (“NO™ branch of 908), the network management system sy perform mitigation
actionis to remediate the root cause of the network event. As an example, a network event
may be associated with a switch, router, or other notwork device other thanan AP, The
vetwork managsment system can perform mitigation actions with respect 1o the swilch,
router, or other network device. The network manageiment system can continue to recaive
further network. data fronvchient devices in the wireless network (902

[0163] FIG. 10 15 a flowchart (1000) illustrating example operations perforined by anetwork
‘management system to determing a classifivation of an AP. The operations may be
performed by a netweorlk management system, such as NMS8 130, 300 and/or 600 as shewn in
FIGK. 1, 3,6 and 6B,

[0104] One or inore processar(s). such 4s oite of tore progessor(s) 306 ol NMS 300, receives
netwark data from each AP 142 indicative of the measured strength of signal they recéive
from other APs 142 {1010).

[0105] The NMS can consiruct a network neighborhood graph wherein cach node represents
an AP and cach edge represents an RSSI signal originating from a transmission by # first AP
which was received by asecond AP with an REST greater than a predetermined threshold
{1014y

[0106] The NMS can perform an initialization process which inclades selection of an initial

AP from a list that includes all of the APs (1016). NMS 300 can utilize the neighborhood
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graph to determine the betweenness centraltty of the AP {1018). The betweemnness algorithm

periphery of the neighborhood graph used in some implementations. Other implementations
may use different methods for determining whether an AP resides in the center orat the
periphery of the neighborhood graph.

[0107] The NMS$ can determine, for each AP in the wireless network, a normalized aumbsr
of times a UE joined the wireless network using the AP during a predetermined time period,
o.g., in the lasi week (1022). Similarky, the NM8& can determing, for each AP in the wircless
network, the nopmalized numbér of times.a UEwhich was associated with the AP left the
wireless network during a predetermined time period. £.2., in the Jast week (1024). Tn
acocordance with one example implementation the normalization operation niay include
dividing the number of times a UE joined (or 1eft) the nétwork by the nomber of UEs which
were associated with the wirdless network during the abovementioned time period,

[0108] The NMS can determine, for sach AP in the wireless network, a measure of a
cumulative number of’ packets transported via the AP duriiig a predetermined time petiod
{1028). In accordance with one example implementation the measure is the number of
packets throngh the specific AP divided by the nuraber of packets transmuited viathe wireless
network during a predetermined time period,

[0109] The flowehart 1000 indicate examples of meastirernent of four parameters such g a
meusure of the betweenness centrality, a theasure of the number of UEs entering the network
via the AP, a measure of the number of UEs exiting the network via the AP, and a measure
of the load of the network via the AP, Other measures may be used for determinin g an edge
AP classification instead of, or in addition to those discussed above.

[0110] The NMS ¢an analyze the abovementioned parameiers either separately or in
aggregation and determine whether the AP should be classitied as an edge AP (10323 For
gxample, the NMS can comipare each one of the abovementionad parameters to a specific
predetermined parameter and defermines that the AP is an edge AP 1fany specific parameter
meels a predetermined criterion, In another example wnplementation, the NMS ¢an determine
an aggregated measure of the abovementioned parameters and determine that the AP is
classified as an edge AP ifthe aggregated measure of the sbovenentioned parameters meets a

predetermined eritetion.
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[i11] The WMS can determine whether i operation 1032 the AP was determined to be an
edos AP (1036). ihe AP ixclassified as an edge AP {“YES” branch of 1036 the NMS
indicates the AP is classified as anedge AP, For example, the NMS can mark or tag the AP
as an edge AP in a device database. I the WMS determines that the AP is nol classified as an
edge AP (“NCY¥ branch of 1036, the AP is not marked or tagged as an edge AP, In some
aspeets, the AP mayv be marked ortagged as an interior AP,

[112] After determining a classification for an AP as described above, the NMS8 can
determine whether there are further APs that need to be examined to determine whether they
are atedge device (1044). If so ("YES” branch or 1044), thet the next AP to be examined is
selected (1048) and the NMS returns to operation1 018 The NMS can repeat the above
deseribed process. until-all of the APs are marked accordingly as either being an e¢dge device
or not-an edge device.

[0113] In accordance with one implementation once all of the APs were determingd to be
either an edge device ornot an edge device, the method ends. In according to another
sxatnple implenientation. the WMS can perigdically reexaming and determing AP
classification of APs, ordstermine classification of new APy added to the wirsless nebtwork.
[0114] In accordunece with ancther example implementation, the NMS can pertodically
perform the operations shown in flowchart 1000 to recaleulate the neighborhood graphto
ensure that changes n the irangmission power that may have been performed in compliance
with instructions from the radio resource manager (RRM 360, FIG. 3} are properly reflectad
in the neighborhood graph and conseyuently in the betweenness ventricity of sach AP.
[(H15] FIG: 1148 a flovwehart. (1100) #lustrating -example.oparaﬁ_ons performed by a netywverk
‘management system to determineg # network management action based on a dlassification of’
an AP. The opetations miay be performed by a network management systém, such as NMS
130, 300 and/or 600 as showy in FIGR. 1, 3, 6A and 6B.

[0116] One or miore processor(s ), such as.one or more processon(s) 306 of NMS 300, recerves
network data associated with a plurality of client devices in a wireless network (1102), The
client devices may wnelude, for example, any of UEs 148, and the wireless network may
wclude, for example, wirgless network 106, "The network data may be received, Tor example,
as timie series data monitored at ong or more periodic mtervals. The network: data may be
measured ot collected by, for exaniple, ong ot more client deviges and/or one of more APs

associated with the wireless network, and transmitied fo the NMS via network(s) 134.
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[117] The one or more processor(s) determing a time series of SLE mietiics based on the
received network data (1104). The network data may include the SLE metrics or data nsed 1o
derive SLE metrivs, identificrs for the client deviees for which data was vollected (e.g., UEs),
and the APy with which the client devices were associated,

[0118] The one or more processors can exaniine the measured SLE metrie(s) and compare
the measured SLE metric(s) against a threshold that may be defined by the limit of
normal/accsptable SLE measurement (1108). If the nne or more processors determing that the
nebwork provides an deceptable SLE (e.g.. the Wi-Fi network works as dagigned) ("NO”
branch of 1108}, ithe one or more processors can continue o motiitor the network operation
{1102). However if the one or more processors determine that the SLE metric(s) indicate that
the network performance has deterioratad below a predetermined criterion (“YER™ branch of
1108y, a VNA/ATL of the NMS can use the measured SLE parameters to determine and
identity the root cauge of the SLE deterioration (1112).

!):ﬂ’l-l?] The WMS can examine whether the identified root eause of the SLE deterioration is
an sdge AP (1116). The process of determining whether an AP 14 an edge device hag been
deseribed in greater detail above with respect to the flowchart of FI1G: 1.

[0128] If the NMS deternunes that the offending device 1% not an edge AP (“NO” branch of
1116), the NMS proceeds with a normal recovery process based on afirst YNA/AL
recommended mitigation action (1120). Howeverif the NMS determines that the offending
tevice 1s anedge AP (“YES” branch of 1116), the NMS procesds with a second mitigation
action which could be less intrusive than the first mitigation action (1124). For example the
second niitigation action may be justa notification to atechnician, an update of statistics, or
just ignoring the SLE deterioration altogether (e.g., bypassing any mitigation actions).

[0121] The NMS ¢an continue tiv monitor the operation of the system by repeating the
opetations. of flowchart 1100 beginning with collecting and examining additional time series
SLE metriefs) (1102}

{0122 The discussion above has been generally presented in the context of an NMS that
bypasses mitigation action for avoot cause when an AP is classified as anedge AP, The
techniques disclosed herein apply as well to the case wherein AP devices are classified as
contris or interior AP devices (rather than cdge devices) and a different mitigation action s
taken for centric or intgrior devices than the actions taken for non-centric or non-interior AP

devices. Further, the techniques disclosed herein may be used to determine edge, interior
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andfer centric classifications of other network devices such as switches, routers ete. and 1o
determine a network management action based on such classification.

[0123] The techniques described herein may be implemented using software, hardware
and/or a combination of software and hardware, Various examples are direeted to apparatus,
¢.g., mobile nodes, mobile wireless terminals, base stations, e:g., access points,.
communications systent.  Vartous examples are also directed to methods, e.g. methed of
sontralling and/or operating a communications devige, £.g., wireless terminals (IJEg), base
stations, control nodes, access pomis and/or communications systems. Variots examples are
also dirgcted to non-transitory maching, ¢.g., computer readable mediuth, e.g.. ROM, RAM,
CDs, hard discs, ete,, which include machine readablg instructions for controlling a maching
to implement one or wiore operations of a method.

[0124] It 13 understood that the speeific order or hierarchy of operations i the progesses
disclosed is an example approach, Based upon design preferences. it is undersiood that the
speeitic order or hierarchy of vperations in the processes may be rearranged while remaming
within the scope of the prasent disclosure. The accompanying method claims present
elements of the various operations in a sample order and are not meant to he limited to the
specific order or higrarchy presented.

[0125] In various examples devices and nodes deseribed herein are implemented using ong or
miore modules to perﬁ)rm the operations corresponding io one or more methods, for example,
signal getieration, transmitting, processing, and/or receiving operations. Thus, in Some
examples various featurgs are implemented vsing modules. Such modules may be
iinpi@m@ni@d using soﬁwam, hardware or a combmation of sofbware and hardware. In some
examples each module is implemented as an individnal circuit with the devige or system
including a separate cireuit for implementing the function corresponding to-each deseribed
module. Many of the above described nrethods or method operations can be implemented
using machine executable instructions, such as software, included in & machine readable
medium such as a memory device, o.g., RAM, Hoppy disk, ete. te conirol a machine, e.g.,
general purpose computer with or without additional hardware, to implement all or portions
nf theabove described methods, ¢.g., in one or more nodes.  Accordingly, among other
things, various exaraples are directed 1o a machine~readable medivm e.g., a non-transitory
compiter readable medium, including machine executable instructions for causing a machine,

e.g., processor and associated hardware, to perform one or more of the operations of the
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above-described method(s). Some examples are directed to a device mcluding a processor
configured to implement one, multiple, or all of the operations of one or more methods of the
one example aspect.

[0126] In some examples, the processor orprocessors, €.g., TPUs, of one or more devices,
¢.g., communications devices such asawireless lerminals {(UFs), and/or aceess nodes, are
sontigured to perform the operations of the methods described as being performed by the
devices. The configuration of the processor mayv be achieved by using one or more modules,
e.g.. software modules, to control processor configuration and/or by including hardware 1
the processor, ¢.g., hardware modules, 1o perform the recited operations and/or control
processor configuration. Accordingly, some but not all examiples are dirgcted to a
Communications device, e.g,, user equipment, with a precassor which includes a module
corresponding to each of the operations of the various deseribed methods performed by the
device m which the progessor is included. In sonie but not all examples a contmunications
device inclades a module corresponding to each of the operations of the various described
mietheds perforined by the device in which the processor is included: The modules may be
implemented purely i hardware, ¢.g., as circuils, or may be implemented vsing software
andior hardware or a combination of software and hardware.

[0127] Bome examples are directed 1o a computer program product comprising a computers
readable mediom comprising code for causing a computer, or mulliple computers, to-
implement various funetions, operations, acts and/or steps. ¢.g. one of tore opeérations
deserihed above. I some examples, the computer program product can, and sometimes does,
nclude different code forcach operation to be performed. Thus, the computer program
product may, and sometimes does, include oode for ach individual operation of a method,.
¢.g.. a method of operating a communications device, ¢.g., a wireless terminal ornede. The
coide may be mi the form of imachine, &.g., vomputer, executable mstructions stored on a
computer-readable medium such as 4 RAM (Random Ascess Mamory), ROM (Read Only
Memory) or other type of storage device. In addition fo heing direcied fo a computer
program product, some examples are directed to a processor coufigured to implement one or
more of the various functions, steps, acts and/or operations of one-or more methods described
ahove. Accordingly, some examples are dirgeted to a provessor, e.g., CPU, graphical

processing unit (GPU), digital signal processing (DSE) unit. ete., configured to implement
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some or all of the operations of the nisthods described herein, "The procassor mayv be for use
in, e.g.. a communications device or other device described in the present application.

[0128] Numerous additional vatiations on the methods and apparatus of the varions examples
described above will be apparent to those skilled in the art in view of the abeve description.
Such variations are to be considered within the scope of this disclosure. The methods and
apparatus may be, and in various examples are, used with BLE, LTE, CDMA, erthogonal
frequency division multiplexing (OFDM), andfor varfous sther types of conununigations
techniques which may be used to provide wireless communieations links between access
tiodes and mobile nodes, I sonmie examples the access nodes are implemented ag hase
stations which estalilish communivations links with user equipment devices, #.3., mohile
nodes, using OFDM and/or CDMA. In various examples the mobile nodes are implemented
as notebook computers, personal data assistanis (PDAs), or sther portable devices including
receiver/transmitler circuits and logic-and/or routines, for implementing the methods.

[3129] In the detailed descriptivn, numerous specific details are set forth in order to provide a
thorough understanding of some examples. However, it will be understood by petsons of
ordinary skillan the art that some examples may be practiced without these specific details, In
other instances, well-known methods, procedures, components, nnits and/or eitcuits have not
been deseribed in detail so as-not o obseure the discussion,

[0138] Some examples may be used in conjunction will: various deviees and systems, for
examplie, 8 User Equipment {UE), a Mobile Devieg (MD), a wireless station (STA), a
wireless termnal (W), a Personasl Computer (PO}, a desktop ¢omputer, a mobile computir,
a laptop computer, a notebook computer, a tablel compuler, 4 server computer, a handheld
computer, a-handheld device, a Personal Digital Assistant (PDA) davige, a handheld PDA
device, an on-board device, an off-board devieg, a hybrid deviee, a vehipular devics, a non-
vehicular device, a mobile or portable device, a consumer devige, a non-mobile or non-
portable device, a-wireless comimmication station, a wireless commumnication device, a
wireless Access Point (AP), a-wired or wireless ronter, a wired or wireless modem, a video
devige, an andio device, an audio-video (A/V) device, a wired or wireless network, a wireless
area network, a Wireless Video Area Network (WVAN), a Local Area Network (LAN), a
Wireless LAN (WLAN), a Personal Area Network (PAN), & Wireless PAN.{WPAN), and the
like.

Lad
L
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[0131] Soms examples may be used in conjunction with devices and/or netwarks operating in
aceordance with existing Wireless-Gigabit- Alliance (WG A) specifications { Wireless Gigabit
Alliance, Ine. WiGig MAC aind PHY Specification Viersion 1.1, April 2011, Final
specification) and/or future versions and/or derivatives thereof, devices and/or networks
operating in accordance with existing IEEE 802.11 standards (TEEE 802.11-2012, IEEE
Standard for Information technulogy--Teleconumunications and information exchange
hetween systems Local and metropolitan area networks--Specitic requirements Part 11:
Wireless LAN Medium Access Conirol (MAC) and Physical Layer (PHY ) Spevifications,
March 29, 2612; IEEES02.11a¢-2013 (“IEEE P802.11ac-2013, IEEE Staridard for
Information Technology - Telecommunications and Tnformation Exchange Betwesn Systems
~Loecal and Metropolitan Area Networks - Specific Requirements = Part 11 Wireless LAN
Mediom Access Control {MAC) and Physical Layer (PHY') Specifications - Amendnent 72
Enhancements for Very High Thronghput for Operation in Bands below 6GHz", December,
2013y, IEEE 802.1 lad ("IEEE P802.112d-2012, IEEE Stardard for Information Technology -
Telecommumications and Inforiation Exchange Between Systetns - Local and Metropohtan
Area Networks - Specific Requirements - Part 11: Wireless LAN Medium Aceess Control
(MAC) and Physical Layer (PHY') Specifications ~ Amendment 3: Enhancements for Very
High Throughput in the 60 GHz Band", 28 December, 2012), IEEE-802 1 1REVme ("IEEE
R02.11-REVmeTM/1D3.0, June 2014 dralt standard for Information technology -
Telecommunicattons and information exchange between systems Local and metropolitan area
ristworks Specific requirements; Part 11 Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) Speeiﬁﬂaﬁt}ﬂ”)g {EEEROZ. 1 I-ay (PBO2: 1 Lay-Standard tor Information
Technology--Telecommunications and Information Exchange Between Systems Tocal and
Metropolitan Area Networks--Spécific Requireinents Part 11: Wircless LAN Medium Acccss
Control (MAC) and Physical Layer (PHY) Specifications--Amendment: Enhanced
Throughput for Operation in License-Exempt Bands Above 75 GHz)), IEEE 802.11-2016
and/or future versions and/or derivatives thergof, davices and/or networks operating in
accordance with existing Wireless Fidelity (Wi-Fi) Alliance (WFA) Peer<top-Peer (P2PY
specifications (Wi-Fi P2P technical specification, version 1.5, August 2014) and/or Tuture
versions and/or denvatives theveof, devices and/or networks operating m accordance with
existing cellilar specifications and/or protocols, e.g., 3rd Generation Partnership Project

{3GPP), 3GPP Long Term Evolution (LTE) and/or future versions and/or derivatives thereof,
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units and/or devices which are part of the above networks, or operate using any one ormore
of the ahave protocols, and the like.

[0132] Seme examples may be used in conjunciion with one way and/or two-way radio-
communication systenis, cellular radio-telephonie communication systems, amobile phone, 4
celiular ielephone, a wireless telephone, a Personal Communication Systems (PCS) device, a
PDA device which incerporates a wireless communication deviee, a mohile or portable
Global Positioning System ((GPR) device, a deviee which incorporates a GPS receiver or
tramsceiver or chip, a device which incorporates an RFID element or chip, a Multiple Toput
Multiple Output (MIMO) transeeiver or device, 4 Single Input Multiple Qutput {SIMO)
transceiveror device, a Multiple Input Single Output (MISO) transceiver or device, a devies
hzwing ane-or more internal antennas and/or external antennas, Digital Video Broadoast
(DVB) devices or systems, mulfi-standard radio devicgs or systems, a wired or wireless
handheld device, e.g., a Smarlphone, & Witeless Application Protocol (WAP) device, or the
fike:

[0133] Some examples may be used 1 conjunction with one or mote types of wireless
conmmunication signals and/or systems, for example, Radio Frequency (RF), Intra-Red (IR),
Frequeney-Diviston Multiplexing (FDM), Orthogonal FDM (QFDM), Orthagonal
Frequency-Division Multiple Aceess (OFDMA), FDM Time-Division Multiplexing (TDM ),
Time-Division Multiple Access (TDMAY, Mulfi-User MIMO (MU-MIMO), Spatial Division
Multiple Avcess (SDMA), Extended TDMA (E-TDMA), General Packet Radio Service
(GPRS}, extended GPRS, Code-Division hMultiple Access {TDMA), Widehand CDM A
{WEDMA)Y, CDHMA 2000, single~camer TDMA, multi-carrier CDMA  Multi-Carrier
Modulation (MDNM), Discrete Multi-Tone (DMT), Blugtooth , Global Positioning System
(GPS). Wi-Fi. Wi-Max, ZigBee™, Ultra-Wideband (UWB)L Global System for Mobile
communication (G8M), 2G, 2.5, 3G, 3.3G, 7G, Fifth Genération (3G, ur Sixth Generation
(6G) maobile networks, 3GPP, Long Term Evolution (L.TE), LTE advanced, Enhanced Data
rates for GSM Evolution (EDGE), or the Tike. Other examples may be used in various other
devices, svstems and/or networks,

[M34] Some demonstrative examples may be used in conjunction with-a WLAN (Wireless
Lacal Avea Network), ¢.g., a Wi-Ti netwark. Other examples may he used in corgunction
with any other suitahle wireless combmnication network, for example, a wireless area

network, a "piconet”, @ WPAN, a WVAN, amd the like.
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[135] Some examples may be used in conjunction with a wireless communication network
eommunicating over a frequency band of 2.4Ghz, 3 GHz and/or 60 GHz. However, other
examples may be implemented utilizing any other suitable wircless comniunication frequency
band(s), for example, an Extremely High Frequeney (EHF) band (the nullimeter wave
{mmWave] frequency band), e.g,, & frequency band within the frequency band of between
20GhH and 3000GHz, a WELAN frequency band, a WPAN frequency band. a frequency bamd
according to the WGA specificating, and the like.

[0136] While the above provides just sonte simpleexamples of the varipus deviee
configiirations, 1t 15 to be appreciated that numerous variations and permutations are possible.
Moreover, the technalogy is not limited to any specitic channsls, but is generally applicable
to any Trequency range{sy channel{s). Moreover, and as discussed, the technology may be
usefnl i the unlicensed spectrum,

[#137] Although examples sre not limited in this regard, discussions utilizing terms such as,

e PHRE,

caleulating,” “determining,™ “establishing”,

Tl

for example; “processing,” “computing,

“analyzing”, “checking”. or the hke, may refer to operation{y) and/or process(esy of a
comiptiter, a computing platforny, a computing system, 4 cominunication system or
subsystem, or other electronic computing device, that manpulste and/or transform data
represented as physical (2.g., electronic) quantities within the computer's registess and/or
nigmories into olher data similaly represented as physical quantities within the compater's
registers and/or memories or other wformation storage miedinm that may store instristions to
perform operations anid/or processes.

[1138] Although examples are not limited in this regard, the terms “plurality” and “a
plarality™ as used herein may include, for example, “multiple” or “two or more.” The terms
“plurality™ or “a plurality” may be used throughout the specification to describe two or mare
components, devices, elements. units, parameters, cironits, or the like. For example, “a
phurality of stations” mayv include two or more stations.

[6139] Tt may be advantageous to set forth definitions of certain words and phrases used
throughout this document; the terms “inclinde™ and “eomprise,™ as well as derivatives thereef,
‘mean inclasion without hmitation; the terim “or,”" isanclusive, meamng andior; the phrases
“agsociated with™ and “associated therewith,” as-well as derivalives thereof, may mean to
ielude, be included within, intercomnect with, inférconnected with, contain, be coutaived

within, connect to or with, couple to or with, be communicable with, conperate with,
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mierleave, juxtapose, be proxunate 1o, be bound to or with, have, have a property of, or the
like: and the term “controller” means any daviee, system or part thereof that eontrols at least
software, or some combination of at least twe of the sane: I should be noted that the
functionality associated with any particular controller may be centralized or distributed,
whether logally or remotely. Definitions for certain words and phrases are provided
throughout this document and those of ordinary skill in the art should understand that in
many; if not most instances, such definitions apply to prior. as well as future uses of such
defiined svords. and phrases.

[0140] The examples have been described in relation to communications systems, as well ag
protocols, techniques, means and metheds for performing comnmnications, such as in a
wireless network, or in general in any communications network. operating vsing any
wommunications protocol(s). Examples of such are home or access networks, wireless home
networks, wirgléss corporate networks, and the like. It should be appreciated hosvever that i
genhetal, the systems, methods and techhiques disclosed herein will work squally well for
other types of communications environments, networks and/or protocols.

[0141] For purposes of explanation, nuinerous details are set forth in order to provide a
thorough understanding of the present technigues. Tt should be appreciated however that the
present disclosure may be practiced in a variely of ways beyond the specific details set forth
herein. Furthermore, while the examples ilfustrated herein show various components of the
system colloeated, it 18 to be appreciated that the various components of the system can be
focated at distant porﬁo:r}s- ol a distributed network, such 4s a comimumcations network, node,
within a Domain Master, and/orthe Internet, or within a dedicated secured, nnsecured. and/or
inside or outside the networle. As an-example, 3 Domain Master can also be used to refer to
any device, systéin or modnle that manages and/or configures or commumicates with any one
ormore aspects of the network or communications environment and/or transeeiver(s) and/or
stations mrd’or sccess point(s) deseribed herein.

[0342] Thus, it should be appreciated that the components of the system can be combined
into one or more deviges, or split between devices, such as a fransceiver, an access poinl, &
station, a Domain Master, a ngtwork operation of managemeiit device, a node or collocated

on & particular node of a distributed network, such as & communications network, As will be
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appreciated from the following description, and for reasons of computational efficiency, the
components of the gystény can be arranged at any location within a distributed network

in a Domatn Master, anode, a domain management device, such as a MIB, anetwork
operation ormanagement device, a transceiver(s), a station, an access point(s), or some
comhination thereof, Similarly, one or more of ihe finctional partions of the system could b
distributed betwseen a transceiverand an assoeiated computing devics/systens,

[0143] Furthermore, it should be appreciated that the varions links, including any
conununications channel(s)yelerents/lines connecting the elements, can be wired or wireless
links or any combination thereof, or any other known or later developed element(s) capable
of supplving and/or communicating data to and from the connected elements. The térm.
module s used herein can refer to any known or later developed hardware, cireuitry,
software, firmware, or gombination thereof. that is capable of performing the functionality
assowiated with that element. The terms determine, calculate, and compute and variations
thiersof, as used herem are used interchanggable and include any typs of methodology,
proeess, techiique, mathematical operational or protocol.

[0144] Moreover, while some of the examples described herein are directed toward a
trangmitter portion of a transcetver performing certain functions, or a recgiver portion of a
franseeiver performing certain functions, this disclosure is intended to indJude corresponding
and complementary transmitter-side orrecsiver-side functionality, respectively, in both the
same 'transceiver andior ancther transceiver(s), and vice versa.

[0145] The examples are deseribed in relation:to enhanced communications.. However, it
should be appreciated. that in general, the systems and methods herein will work squally well
for any type of communigation system in-any environment utilizing any one or more
protocols-including wived communications, wireless communications, powerlitie
commutications, coaxial cable communicationss, fiber optic comnunications, and the like.
[6145] The example svstems and methods are described in relation 1o IEEE 802,11 and/or
Bluetooth® and/or Blugtooth® Low Erergy transceivers and associated communication
hardware, software and communication channels, However, 1o avoid unnecessarily
obscuring the present disclosute, the follovwing description omuts well-known structures snd

devices that may be shown i block diagram form or otherwisg suminarized.
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[147] While the above-dascribed flowcharts have been discussed in relation to a particular
sequance of events, it should be appreciated that changes to this sequence can oceur without
ateriatly effecting the aperation of the example(s). Additionally, the example techniques
illustrated bierefn are not lnited to the specifically dllustrated examples but can also be
atilized with the other examples-and cach described feature is-individually and separalely
clammable.

[0148] The above-deseribad system van be implemented on a wirsless telecommunications
device(s)/system, such an IEEE 802.11 transeeiver, or the like. Examples of wireless
protocols that San be used with this techaology tnclude TEEE 802,114, IEEE 802,116, IEEE
802.11g, TEEE 802.11n, TEEE 802.11ac, IEEE 802.11ad. IEEE 802.11af, IEEE 802.11ah,
IEEE €02.11ai, IEEE 802.114j, IEEE 802.11aq, IEEE 802.11ax, 802,11k, 802.11v, &
ROZ.11r, Wi-Fi, LTE, 7G, 3G, Bluetooth®, WirelessHD, WiGig, Wi-Fi, 3GPP, Wireless
LAN, WiMAX, DensiF1 816G, Unifi S1G. 3GPP LAA (licensed-assisted access), and the Tike:
[0149] Additionally. the systems, methods and protocols can be implemented 1o improve ong
or more of aspecial putpose computer, a programmead microprocessor o microcontrollerand
peripheral integrated circuit elementi{s}, an ASIC or other integrated circuit, a digital signal
processor, a hard-wired electronic st logic circutt such as discrete element circuit, a
progratmmable logie device such as PLI) PLA, FPGA, PAL, a modem, a transmitter/receiver,
any comparable means, or the like. I general, any device capable of mplementing a state
macking that 4 in tum vapable of implementing the methodology illustrated hierein can
bienefit from the various communication methods, pritocols and techniques stgerding to the
disclosure provided herein,

[0150] Examples of the processors as deseribed herein may inctade, but are not limited 1o, at
least one of Qualcomm® Snapdragon® S0 and 801, Qualcomim® Snapdragon® 610 and
615 with 7G LTE Integration and 64-bit computinng, Apple® AT processar with 64-hit
architecturs, Appla® M7 motion coprocessors, Samsung® Fxynos® serisy, the Intel®

Core™ family of processors, the Iniel® Xeon® family of processory, the Intel® Atom*™
family of provessors, the Intel Hanium® family of provessors, lntel® Core® i5-4670K and
17-4770K 22nm Haswell, Tntel® Core® i5-3570K 22nm Ivy Bridge, the AMD® FX™ Family
of processors, AMD® FX-4300, FX-6300, and FX-8330 32nm Vishera. AMD® Kaveri
processors, Texas Tnstruments® Jacinto Co000™ automotive infotainment processors, Texas

Instruments® OMAP™ automutive-grade mobile processors; ARM® Cortex ™M
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processors, ARM® Cortex-A and ARM9Z6ET-S™ processors, Broadeom® AirForce
BCM4704/BCM4703 wireless networking processors, the AR7100 Wireless Network
Processing Unit, sther industry-equivalent processors. and may perform computational
funetions using any known or futuwre-developed standard, instruction set, libraries, and/or
architecture.

[0151] Furthermore, the disclosed methods may e readily implemenied in software using
ohject or object-orignted software developaent envireiunents that provide portable source
code that can be-used on a variety of computer or workstation platforms. Alternatively, the
disclosed svstem ay he implementad partislly or fully in hardware using standard logie
cirenits or VLST design. Whether software or hardware is used todmplement the systems in
accordance with the examples is dependent on the speed and/or efficiency requirements of
the system, the particular function, and the particular software or hardware systems or
mi‘mmpmcess.or or micmcomputer systems being utibized. The communication systems,
methods and protocols ilustrated herein can be readily implemented in hardware and/or
sofiware using any knowi or later developed sysiems or structures, devices and/or software
by these of ordinary skill inthe applicable art from the functional description provided herein
and with a general basic knowledge of the computer and telecommunications arts.

[0152] Morsover, the disclosed techniques may be readily implemented in software and/or
firmware that can be stored on a storage medium to improve the performance of &
programmed general-purpose computer with the eooperation of a controller and memory, a
special purpose computer, a microprocessor, or the like. Innthese instances, the systems and
methods can be miplemented as program embedded on personal computer such as an applet,
JAVA® or CGI seript, as a resource residing on a server or computer workstation, as a
toutine embedded in a dedicated communication gystem or system component, or the like.
The system ean also be implemented by physically incorporating the systemy and/or method
into-a software and/or hardware system, such as the hardware and software systems of a
communications fransceiver,

[0153] It is therefore apparent that there have at least been provided systems and methods for
enhancing and improving determinations network management actions performed in response
to a degradation m SLE metrics by determning whether a network device is classitied as an
edge device. Many alternatives, modifications and variations would be or are apparent to

those of ordinary skill in the applicable arts. Accordingly, this disclosure is intended 10
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embrace all such alternatives, modifications, equivalents and variations that ate within the

spinit and seope of this disclosure.
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What 1¢ ¢elaimed m;

L A system comiprising;:
a plurality of access point (AP) deviges configured to provide a wircless network at a
site; sangd
a network management system comprising:
amemory, and
one or more provessors coupled 1o the memory and conligured to:
determine, based on network data veceived from the plurality of AP
devices, aroot couse for an accwrrence of a network event,
deterinine, based on a determination that the root cause of the network
evetil s associated with an AP deviee of the plurality of AP devices, a
classitication of the AP device as an edge device or non-edge deviee,
determine. based on the network avent and the ¢lassification of the AP
device, a network management action for thie AP device; and

perform the network management action for the AP device

The system of claim 1,

B3

wherein the AP devies is classified as dn-¢dge device,
wherein the network event coniprises a degradation int network performance, and
wherein the network management action comprises hypassing a mitigation action with

respect to the AP dewvice.

B

The system of claim 1.

whersin the AP device ig classified as a non-edpe device,

wherein the network event coniprises a degradation in network performanee, and
wherein tie network management aclion comprises execiting 4 mitigation action with
respuct to the AP device:

4 The system of elaim 1, wlerein to determine the classification of the AP devige

comprises the ohe or more provessors configured to;
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determine whether the AP device is on a periphery of a graph of the plurality of AP
devices; and
hased on a determimation that the AP device is on the periphery of the graph-of the

plurality of AP devices, determine that the classification of the AP device comprises an edge.

device.
5. The system of claim 4, wherein 1o determine whether the AT device s on thie

periphery of the plarality of AP devices comprises the ane or more processors configured to;
oreate an AP nieighiborhiood graph laving & plurality of nodes, whereni ¢ach node
represents a corvesponding AP device of the plurality of AP devices and each edge between a
first AP and a second AP indicates that the first AP can receive a signal from the second AP
at a power above a predetermined threshold;
determine a betweenness centrality value for cach node of the plurality of nodes; and
deternune that the AP device is on the periphery of the AP neighborhood graph based

on the betweetiness centrality value for the node corresponditig to the AP device.

&, The system of claim 1, wherein to determine the classification of the AP device
comprises the one or morg processors configured b

for gach AP device of the plurality of AP devices, maintain:a join count of a number
of times that the réspective AP device is used by a user squipment (UE) to join the wireless
network: and

determine that the classification of the AP device comprises an edge device based on

the join coul,

7. The gystem of claim 1, wherein to determine the classification of the AP device
comprises the one ormore processors configuired 1o

for vcach AP device of the plurality of AP devices, maintain a leave count of a number
of fimes that a usér equipment (UE) associated with the AP device disassociates with ths AP
device and leaves the wireless network; and

determing that the classification of the AP device comprises the edge device based on

the leave count.
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LS The system of claim 1, wherein to determine the classification of the AP device
comprises the one or more processors configured to;
tor each AP device, deterining a bandwidth utilization of the AP devige; and
determine that the classification of the AP device comprises the edge deviee based on

the bandwidth utilization being below a configurable or predetermined threshold:

9, The svstem of claim 1, wherein to determine the network event comprises the one or
more progessors configured to determine the root cause of the nefwork event based on an

pittput of a machine ledrning model,

10. A network management system (WAS) that nranages 4 plurality of access point (AP)
devices in a wireless network, the NMS comprising:
a memory, and
one of more processors coupled Yo the memory and configured tu:
deternime, based on network data received from the plurabily of AP
devices, a-root cause Tor an cectrrence of a network event;
determime, based on a determination that the root cavse of the network
event is associated with an AP device of the plurality of AP devices. a
classification of the AP device as an edge-device or non-adge device;
determine; based-on the atwoerle event-and the classifieativn of the AP
device, anétwork management action for the AP deévice; anid

yerform the nebwork manacement action for the AP dewige:
porf the network 1 gement action for the AP d

o The NMS iof claim 10,
wherein AP device iy ¢lassified as an edge device,
wherein the network event comiprises a degradation in network performance, and
whorein the nebwork management action comprises bypassing a mitigation action with

respact to the AP device:

12, The NMS of claim 10,
wherein the AP device is classified as a nen-edge devige,

wherein the network event comprises a-degradation in network performanse, and

AG
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wherein the network management action comprises executing a-mitigation action with

respect to the AP device.

13, The NMS of claim 10, wherein to delermine the classification of the AP device
gomprises the one or more processors contigured 1o

determine whether the AP device is on a periphery of a graph of the plurality wf AF
devices; and

based on a defermination that the AP deviee 15 on the periphery of the graph of the
plorality of AP devices, detertnmne that the classification of the AP device comprises an edge

device.

14 The NMS of claim 13, wherem to determine whether the AP deviceis enthe
periphery of the plurality of AP devices comprises the one or more processors configured to:
create an AP neighborheod graph having a plurality of nodes. wherein each node
represénts a corresponding AP device of the plugality of AP devices and sach edps batwesn g
node representing first AP and a node representing a second AP mdicates that the first AP can
receive a signal from the second AP ai a power above a predetermined threshold;
determine a betweanness centrality valus for each node of the plurality of nodes; and
dutermine that the AP device is.on the periphery of the AP neighborhood graph based

onthe betweenness centrality value for the node sorresponding to the AP device.

15, The WMS of claim 10, wherein to determiine the classification of the AP device
comprises the one or more processors configured to:

tor each AP device of the plurality of AP devices, maintain a join count of 2 number
of tinves that the respective AP device is used by a user eyuipment (UE) to join the wireless
network; and

determine that the classification of the AP deviee comprigses an edge device based on

the join counl.

16. The NMS of clatm, 16, wherein {o detennine the classification of the AP devics

comprises the oha of more provessers configured to
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foreach AP device o the plurality of AP devices, maintain-a leave countof a number
of times that a uger equiptment (UE) assoctated with the AP device disassociates with the AP
ang Teaves the wirgless network:. and

determine that the classihcation of the AP devide comprises the edge device based on

the leave count.

17. The MNMS of claim 19, wherein to determine the classification of the AP device
conprises the ene or more processors configured to:
foreach AP device, determnine g hanedvwidth uitlization of the AP device: atid
daterming that the ¢lagsification of the AP device comprises the edge device baseid on

the bandwidth utilization being below a configirable or predetenmined threshold.

18. The NMS of claim 10, wherein to determine the network gvent comprises the one ar
more progessors vonligured to determine the root cause of the network event based on an

autput of a maching learning model.

19, Amethod comprising:

determining, based on network data received from a plurality of access point (APY
devices, aront sausefor an ogewrence of a network:event;

determining, based onea determunation that the rooi cause of the network event iz
assoriated with an AP device of the plurality of AP devices, a classification of the AP device
as an ¢dge deviee or nen-edge device;

determining, based on the network: event and the classification of the AP device, a
network mandagement action for the AP deviee; and

petforming the network management action for the AP device.

20 The method of ¢laim 19,
swherein determining the classification of the AP devive vomprises determining that
the AP devicg is an edge device,
wherein the network event coraprises a degradation 1 nelwork performance, and
wherein the ngtwork managenient action comprises bypassing a mitigation action with

respect to the AP device.
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ABSTRACT

An-example svstern includes gocess point (AP devices eonfigured to provide a
wireless network at a.site; and a network management systen that stores network data
yeceived from the AP devices, the network data vollected by the AP devices orclient devices
associated with the wireless network, and one or morg progessors confisured 107 receivea
tine sertes of SLE nretrics bassd onthe netwoik data, deterniing, based on the tie serisg,
whether a netwark event has occurred, in response fo a defermination that a network event
hay-occurred, determine aroot cause for the network event, and-in response to a
deterammation that the root cause of the network event 18 associated with an AP device,
determine a classification of the AP device, and determine a network managgment action for

the AP device based on the network event and the clagstfication of the AP device.
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