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DocuSign Envelope ID: F402E7D6-C3BD-4C44-A31B-36C3A1948E47

CONFIRMATORY ASSIGNMENT

For good and valuable consideration, the receipt of which is hereby acknowledged, the
person(s) named below (referred to as "INVENTOR" whether singular or plural) has sold,
assigned, and transferred and does hereby confirm the sale, assignment, and transfer to Juniper
Networks, Inc., having a place of business at 1133 Innovation Way, Sunnyvale, CA 94089-
1206, United States of America ("ASSIGNEE"), for itself and its successors, transferees, and
assignees, the following:

1. The entire worldwide right, title, and interest in all inventions and
improvements (“SUBJECT MATTER”) that are disclosed in the following provisional
application filed under 35 U.S.C. § 111(b), non-provisional application filed under 35
U.S.C. § 111(a), international application filed according to the Patent Cooperation
Treaty (PCT), or U.S. national phase application filed under 35 U.S.C. § 371
(“APPLICATION"):

U.S. Patent Application No. 17/643,390, entitled “DETECTION OF
INSUFFICIENT RF COVERAGE AREAS IN A WIRELESS
NETWORK? filed on December 08, 2021.

2. The entire worldwide right, title, and interest in and to:

(a) the APPLICATION; (b) all applications claiming priority from the APPLICATION;
(c) all provisional, utility, divisional, continuation, substitute, renewal, reissue, and other
applications related thereto which have been or may be filed in the United States or
elsewhere in the world; (d) all patents (including reissues and re-examinations) which
may be granted on the applications set forth in (a), (b), and (c) above; and (¢) all right of
priority in the APPLICATION and in any underlying provisional or foreign application,
together with all rights to recover damages for infringement of provisional rights.

3. The entire worldwide right, title, and interest in and to (including all
claims of):

U.S. Patent No. 11,843.957 issued 12/12/2023, which is included as an Appendix
to this Assignment.

INVENTOR agrees that ASSIGNEE may apply for and receive patents for SUBJECT
MATTER in ASSIGNEE’s own name.

INVENTOR agrees to do the following, when requested, and without further
consideration, in order to carry out the intent of this Assignment: (1) execute all oaths,
assignments, powers of attorney, applications, and other papers necessary or desirable to fully
secure to ASSIGNEE the rights, titles and interests herein conveyed; (2) communicate to
ASSIGNEE all known facts relating to the SUBJECT MATTER; and (3) generally do all lawful
acts that ASSIGNEE shall consider desirable for securing, maintaining, and enforcing worldwide
patent protection relating to the SUBJECT MATTER and for vesting in ASSIGNEE the rights,
titles, and interests herein conveyed. INVENTOR further agrees to provide any successor,
assign, or legal representative of ASSIGNEE with the benefits and assistance provided to
ASSIGNEE hereunder.

INVENTOR represents that INVENTOR has the rights, titles, and interests to convey as
set forth herein, and covenants with ASSIGNEE that the INVENTOR has not made and will not
Attorney Docket No.: 2014-438US01 1 PATENT
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Title: DETECTION OF INSUFFICIENT RF COVERAGE AREAS IN A WIRELESS NETWORK

Date Filed: December 08, 2021
Application No.: 17/643,390

hereafter make any assignment, grant, mortgage, license, or other agreement affecting the rights,
titles, and interests herein conveyed.

INVENTOR grants the attorney of record the power to insert on this Assignment any
further identification that may be necessary or desirable in order to comply with the rules of the
United States Patent and Trademark Office for recordation of this document.

This Assignment may be executed in one or more counterparts, each of which shall be
deemed an original and all of which may be taken together as one and the same Assignment.

Name and Signature Date of Signature
DocuSigned by:
1/9/2024
(Nunfung (M
[4989F42F2F914B0.M
Wenfeng Wang
Name and Signature Date of Signature
DocuSigned by:
Jacol Toomas 2/6/2024

BEIACDZE19744R3

Jacob Thomas
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1
DETECTION OF INSUFFICIENT RF
COVERAGE AREAS IN A WIRELESS
NETWORK

This application claims the benefit of U.S. Provisional
Patent Application No. 63/171,374, filed Apr. 6, 2021, and
entitled, “Detection of Insufficient RF Coverage Areas in a
Wireless Network,” which is incorporated by reference
herein in its entirety.

FIELD

The disclosure relates generally to computer networks
and, more specifically, wireless access networks.

BACKGROUND

A wireless access point (AP) is a device that allows other
devices to wirelessly connect to a wired network using
various wireless networking protocols and technologies,
such as wireless local area networking protocols conforming
to one or more of the WEE 802.11 standards (i.e., “WiFi”),
Bluetooth/Bluetooth Low Energy (BLE), mesh networking
protocols such as ZigBee or other wireless networking
technologies. Many different types of devices, such as laptop
computers, smartphones, tablets, wearable devices, appli-
ances, and Internet of Things (IoT) devices, incorporate
wireless communication technology and can be configured
to connect to wireless access points when the device is in
range of a compatible wireless access point in order to
access a wired network.

In many cases, a wireless access point may have a
relatively short range, such as about 20 meters or less. As

such, multiple overlapping wireless access points are often

used to cover relatively large areas. For example, adminis-
trators associated with commercial premises, such as an
office, hospital, airport, stadium, or retail outlet, may install
a network of wireless access points throughout the premises.
As a mobile device is moved throughout the premises, the
devices may automatically switch to an in-range wireless
access point to provide the users with seamless network
connectivity throughout the premises.

SUMMARY

In general, this disclosure describes techniques for detec-
tion of areas with insufficient radio frequency (RF) coverage
within a wireless network. A “coverage hole” or area with
insufficient RF coverage, as referred to herein, is an area or
location at premises where mobile wireless devices receive
weak or little RF signal strength, leading to a poor user
experience and, in some cases, lack of connectivity.

As described herein, a device, such as a network man-
agement system (NMS), automatically detects one or more
“true” coverage holes in a wireless network. A “true”
coverage hole, as referred to herein, is an area with insuf-
ficient RF coverage that cannot be automatically resolved
and that persists for at least a predetermined period of time.

The NMS detects coverage holes within a wireless net-
work based on one or more Service Level Expectation (SLE)
metrics for client devices in the wireless network. In some
examples, the SLE metrics may include, but are not limited
to, a received signal strength indication (RSSI), a corre-
sponding coverage metric, an insufficient capacity metric
and/or a roaming metric for each client device. However,
any SLE metric or other metric that measures one or more
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aspects of wireless network performance may be used, and
the disclosure is not limited in this respect.

In some examples, the NMS classifies each SLE metric as
“good,” “fair,” or “poor.” In other examples, the NMS
classifies each SLE metric as “good” or “poor.” The clas-
sified SLE metrics are periodically aggregated to an asso-
ciated one of the plurality of access point (AP) devices on a
per-AP basis. Each AP is assigned an AP score based on the
aggregated SLE metrics associated with that AP. The NMS
builds a data structure, such as a network connectivity graph,
including data that represents network connectivity of the
APs at the site. The network connectivity graph may include
data indicative of neighbor relationships between APs at the
site. To identify potential coverage holes, the NMS groups
APs by identifying a first AP assigned a poor AP score and
having at least a predetermined number of neighboring APs
that were also assigned a poor AP score. For each AP in a
group, the NMS may also determine whether a root cause of
the poor AP score for that AP can be automatically identified
and/or addressed. If so, the NMS determines that the group
of APs does not represent a true coverage hole. If the root
cause of the poor coverage for at least one of the APs in a
group cannot be addressed automatically, the NMS monitors
the potential coverage hole to determine whether it persists
for at least a predetermined period of time. If the potential
coverage hole is not persistent, the NMS determines that the
group of APs does not represent a true coverage hole. If the
potential coverage hole is persistent, the NMS determines
that the group of APs represents a true coverage hole and
generates a notification regarding the true coverage hole to
the customer and/or an 1T service provider.

The techniques of this disclosure provide one or more
technical advantages. For example, the techniques provide
for automatic identification of APs forming a so-called
“true” coverage hole in a wireless network. A “true” cov-
erage hole is an area with insufficient RE coverage that
cannot be automatically resolved and that persists for at least
a predetermined period of time. Rather than manual testing
of each AP and monitoring of wireless signal strength to
identify potential coverage holes, the techniques of the
disclosure replace manual troubleshooting tasks with auto-
mated wireless operations. This may help to minimize costs
while maximizing Wi-Fi performance and reliability. As
another advantage, the techniques of the disclosure, in some
examples, automatically determine whether the root cause of
a potential coverage hole may be automatically resolved,
and automatically invokes one or more corrective actions
aimed at addressing the potential coverage hole, thus elimi-
nating the need for manual intervention and proactively
optimizing wireless network performance. The techniques
of the disclosure identify a group of specific APs having
positions that introduce one or more true coverage holes and
automatically generate recommended corrective actions that
may be taken by IT personnel to resolve the root cause. As
such, the techniques save time and effort by 1T personnel by
applying technical solutions that pinpoint which APs need to
be addressed and the specific remedial action(s) to be taken.
In addition, by automatically addressing potential coverage
holes and identifying true coverage holes, the techniques of
the present disclosure may result in a higher quality user
experience as measured by one or more SLE metrics.

In one example, the disclosure is directed to a method
comprising aggregating, by a network management system
(NMS) that manages a plurality of access point (AP) devices
in a wireless network, each of a plurality of service level
expectation (SLE) metrics associated with the wireless net-
work to an associated one of the plurality of AP devices in
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the wireless network; assigning, by the NMS, an AP score to
each one of the plurality of AP devices based on the
associated aggregated SLE metrics; grouping, by the NMS,
at least two of the plurality of AP devices assigned a poor AP
score; and identifying, by the NMS, a potential area in the
wireless network having insufficient radio frequency (RF)
coverage based on the grouping.

In another example, the disclosure is directed to a network
management device that manages one or more access point
(AP) devices in a wireless network, comprising a memory;
and one or more processors operably coupled to the memory,
wherein the one or more processors are configured to:
aggregate each of a plurality of service level expectation
(SLE) metrics associated with the wireless network to one of
the plurality of AP devices in the wireless network; assign an
AP score to each one of the plurality of AP devices based on
the aggregated SLE metrics; group at least two of the
plurality of AP devices assigned a poor AP score; and
identify a potential area in the wireless network having
insufficient radio frequency (RF) coverage based on the
grouping.

In another example, the disclosure is directed to a com-
puter-readable storage medium comprising instructions that,
when executed, configure processing circuitry to: aggregate
each of a plurality of service level expectation (SLE) metrics
associated with a wireless network to one of a plurality of
AP devices in the wireless network; assign an AP score to
each one of the plurality of AP devices based on the
aggregated SLE metrics; group at least two of the plurality

of AP devices assigned a poor AP score; and identify a 3

potential area in the wireless network having insuflicient
radio frequency (RF) coverage based on the grouping.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1A is a block diagram of an example network system
configured to detect areas of insufficient RF coverage in
wireless networks at one or more sites in the network
system, in accordance with one or more techniques of this
disclosure.

FIG. 1B is a diagram illustrating further example details
of the network system of FIG. 1A.

FIG. 2 is a block diagram of a wireless access point
device, in accordance with one or more techniques of this
disclosure.

FIG. 3 is a block diagram of an example network man-
agement system configured to detect areas of insufficient RF
coverage in wireless networks at one or more sites in a
network system, in accordance with one or more techniques
of this disclosure.

FIG. 4 is a block diagram of an example user equipment
device, in accordance with one or more techniques of this
disclosure.

FIG. 5A is a diagram of an example site map showing a
location and AP score for multiple APs at a site, in accor-
dance with one or more techniques of this disclosure.

FIG. 5B is an example network connectivity graph show-
ing an example group of APs defining a potential coverage
hole, in accordance with one or more techniques of this
disclosure.

FIG. 6 is a flowchart of an example process for detection
of areas of insufficient RF coverage in a wireless network, in
accordance with one or more techniques of this disclosure.

FIGS. 7A and 7B are graphs based on example data
illustrating distributions of AP scores corresponding to a first
example regression model and a second example regression
model.
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FIG. 8 is a scatter plot based on example data showing a
number of SLE coverage metric anomalies detected in 24
hours vs. the average SLE coverage metric over the same 24
hour period.

FIG. 9 is a graph showing a comparison of example AP
scores determined using the second example regression
model (v-axis) versus example AP scores determined using
the first example regression model (x-axis).

FIG. 10 is a graph of an example decay function showing
persistence of potential coverages holes over time (in days).

DETAILED DESCRIPTION

Commercial premises, such as offices, hospitals, airports,
stadiums, or retail outlets, often install a network of wireless
access points (APs) throughout the premises to provide
wireless network services to one or more client devices (or
simply, “clients”) at the site. The clients may include, for
example, smart phones or other mobile devices, Internet of
Things (JoT) devices, etc. As the mobile clients move
throughout the premises, they may automatically switch
from one wireless access point to another, in-range wireless
access peint, so as to provide the users with seamless
network connectivity throughout the premises. In addition, if
a particular wireless access point provides poor coverage,
clients may attempt to connect to a different wireless access
point having better coverage.

Wireless network service providers may monitor one or
more network performance metrics to measure the perfor-
mance of a wireless network at a site. For example, service
level expectation (SLE) metrics may be used to measure
various aspects of wireless network performance. SLE met-
rics seek to measure and understand network performance
from the viewpoint of the end user experience on the
network. One example SLE metric is a coverage metric,
which tracks the number of user minutes that a client’s
received signal strength indicator (RSSI) as measured by an
access point to which the client is connected is below a
configurable threshold. Another example SLE metric is a
roaming metric, which tracks a client’s percentage of suc-
cessful roams between two access points that are within
prescribed thresholds. Other example SLE metrics may
include time to connect, throughput, successful connects,
capacity (e.g., insufficient capacity), AP uptime, and/or any
other metric that may be indicative of one or more aspects
of wireless network performance. The thresholds may be
customized and configured by the wireless service provider
to define service level expectations at the site.

A “coverage hole” or area with insufficient radio fre-
quency (RE) coverage is the radio area at a site where
wireless clients fail to receive good signal strength, leading
to a poor user experience. This could be caused by several
factors including an insufficient number of access points to
adequately cover the site, access point(s) that are not posi-
tioned to support maximum wireless performance, interfer-
ence with the radio frequency environment by walls, fix-
tures, or other objects at the site, etc. It can be very
challenging and time-consuming for customers to identify
insufficient RF coverage areas in wireless networks installed
at a site.

In accordance with one or more techniques describe
herein, the disclosure describes techniques for detection of
insufficient RF coverage areas in a wireless network. In
some examples, a network management system (NMS)
determines one or more SLE metrics for each client device
at a site. In some examples, the SLE metrics may include a
coverage metric, an insuflicient capacity metric, and/or a
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roaming metric. However, any SLE metric or other metric
that measures one or more aspects of wireless network
performance may be used, and the disclosure is not limited
in this respect. In some examples, the NMS classifies each
SLE metric as “good,” “fair,” or “poor.” In other examples,
the NMS classifies each SLE metric as “good” or “poor.”
The classified SLE metrics are periodically aggregated to an
associated one of the plurality of AP devices on a per-AP
basis. Each AP is assigned an AP score of based on the
aggregated SLE metrics associated with that AP.

The NMS builds a data structure, such as a network
connectivity graph, indicative of network connectivity of the
APs at the site. The network connectivity graph may include
data indicative of neighbor relationships between APs at the
site. The network connectivity graph includes neighbor
information for each AP at the site. In some examples, to
identify potential coverage holes, the NMS groups APs by
identifying a first AP assigned a poor AP score and having
at least a threshold number (e.g., one, two, or more) neigh-
boring APs that were also assigned a poor AP score, thereby
defining a group of neighboring APs having poor AP scores.
In some examples, the NMS corrects (or attempts to correct)
one or more of the poor AP score(s) by automatically
adjusting the transmit power of one or more APs in the
group. In another example, for each AP in a group, the NMS
determines whether the root cause of the poor AP score for
that AP may be automatically resolved. If so, the NMS
determines that the group of APs does not represent a true
coverage hole requiring manual intervention, such as repo-

sitioning of the APs, introduction of an additional AP, or :

inspection of the site to identify possible sources of inter-
ference with the wireless signals. If the root cause of the
poor AP score for all of the APs in a group cannot be
addressed automatically, the NMS monitors the potential

coverage hole to determine whether it persists for a pre- 33

scribed threshold period of time. If the potential coverage
hole is not persistent, the group of APs does not represent a
true coverage hole. If the potential coverage hole is persis-
tent, the NMS determines that the group of APs represents
a true coverage hole and generates a notification regarding
the true coverage hole to the customer and/or an IT service
provider.

FIG. 1A is a diagram of an example network system 100
configured to detect insufficient RF coverage areas in wire-
less networks at one or more sites, in accordance with one
or more techniques of this disclosure.

Example network system 100 includes a plurality sites
102A-102N at which a network service provider manages
one or more wireless networks 106A-106N, respectively.
Although in FIG. 1A each site 102A-102N is shown as
including a single wireless network 106A-106N, respec-
tively, in some examples, each site 102A-102N may include
multiple wireless networks, and the disclosure is not limited
in this respect.

Each site 102A-102N includes a plurality of access points
{APs), referred to generally as APs 142. For example, site
102A includes a plurality of APs 142A-1 through 142A-N.
Similarly, site 102N includes a plurality of APs 142N-1
through 142N-N. Each AP 142 may be any type of wireless
access point, including, but not limited to, a commercial or
enterprise AP, a router, or any other device capable of
providing wireless network access.

Each site 102A-102N also includes a plurality of client
devices, otherwise known as user equipment devices (UEs),
referred to generally as UHs 148, representing various
wireless-enabled devices within each site. For example, a
plurality of UEs 148A-1 through 148A-N are currently
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located at site 102A. Similarly, a plurality of UEs 148N-1
through 148N-N are currently located at site 102N. Each UE
148 may be any type of wireless client device, including, but
not limited to, a mobile device such as a smart phone, tablet
or laptop computer, a personal digital assistant (PDA), a
wireless terminal, a smart watch, smart ring or other wear-
able device. UEs 148 may also include IoT client devices
such as printers, security devices, environmental sensors, or
any other device configured to communicate over one or
more wireless networks.

Example network system 100 also includes various net-
working components for providing networking services
within the wired network including, as examples, an Authen-
tication, Authorization and Accounting (AAA) server 110
for authenticating users and/or UEs 148, a Dynamic Host
Configuration Protocol (DHCP) server 116 for dynamically
assigning network addresses (e.g., IP addresses) to UEs 148
upon authentication, a Domain Name System (DNS) server
122 for resolving domain names into network addresses, a
plurality of servers 128 (e.g., web servers, databases servers,
file servers and the like), and a network management system
(NMS) 136. As shown in FIG. 1A, the various devices and
systems of network 100 are coupled together via one or more
network(s) 134, e.g., the Internet and/or an enterprise
intranet. Each one of the servers 110, 116, 122 and/or 128,
APs 142, UEs 148, NMS 136, and any other servers or
devices attached to or forming part of network system 100
may inclade a system log or an error log module wherein
each one of these devices records the status of the device
including normal operational status and error conditions.

In the example of FIG. 1A, NMS 136 is a cloud-based
computing platform that manages wireless networks 106 A-
106N at one or more of sites 102A-102N. In accordance
with the techniques described herein, NMS 136 monitors
one or more SLE metrics of the wireless networks 106A-
106N at each site 102A-102N, respectively, and manages
network resources, such as APs 142 at each site, to deliver
a high quality wireless experience to end users, loT devices
and clients at the site.

In some examples, NMS 136 implements a virtual net-
work assistant (VNA) that provides real-time insights and
simplified troubleshooting for IT operations, and that auto-
matically takes corrective action or provides recommenda-
tions to proactively address wireless network issues. Further
example details of operations implemented by the VNA of
NMS 136 are described in U.S. application Ser. No. 14/788,
489, filed Jun. 30, 2015, and entitled “Monitoring Wireless
Access Point Events,” U.S. application Ser. No. 16/835,757,
filed Mar. 31, 2020, and entitled “Network System Fault
Resolution Using a Machine Learning Model,” U.S. appli-
cation Ser. No. 16/279,243, filed Feb. 19, 2019, and entitled
“Systems and Methods for a Virtual Network Assistant,”
U.S. application Ser. No. 16/237,677, filed Dec. 31, 2018,
and entitled “Methods and Apparatus for Facilitating Fault
Detection and/or Predictive Fault Detection,” U.S. applica-
tion Ser. No. 16/251,942, filed Jan. 18, 2019, and entitled
“Method for Spatio-Temporal Modeling,” and U.S. appli-
cation Ser. No. 16/296,902, filed Mar. 8, 2019, and entitled
“Method for Conveying AP Error Codes Over BLE Adver-
tisements,” all of which are incorporated by reference herein
in their entirety.

In accordance with one or more techniques of this dis-
closure, NMS 136 is configured to detect insufficient RF
coverage areas in wireless networks 106A-106N. For
example, to detect one or more insufficient RF coverage
areas in wireless network 106A at site 102A, NMS 136
determines one or more SLE metrics for each UE 148A-1
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through 148A-N communicating via wireless network 106A
at site 102A. In some examples, the SLE metrics may
include a coverage metric, an insufficient capacity metric,
and/or a roaming metric. However, any other SLE metric, or
any other metrics that measure one or more aspects of
wireless network performance may also be used, and the
disclosure is not limited in this respect. Each SLE metric is
associated with a particular UE 148 and a particular AP 142
at the site. In some examples, NMS 136 classifies each of
these SLE metrics is as “good,” “fair,” or “poor.” In other
examples, NMS 136 classifies each SLE metric as “good” or
“poor.” The classified SLE metrics are periodically aggre-
gated to an associated one of the plurality of AP devices on
a per-AP basis. Each AP 142A-1 through 142A-N is
assigned an AP score based on the aggregated SLE metrics
associated with that AP.

NMS 136 builds a data structure, such as a network
connectivity graph, indicative of network connectivity of the
APs at the site 162. The network connectivity graph may
include data indicative of neighbor relationships between
APs at the site. Example techniques for determining the
location of one or more APs in a wireless network and/or
building a location graph of one or more APs in a wireless
network are described in U.S. application Ser. No. 16/676,
812 (no this one is location of client devices, not APS), filed
Nov. 7, 2019, and entitled, “Wireless Signals for Location
Determination,” U.S. application Ser. No. 16/915,447 (looks
like APs and/or WTs), filed Jun. 29, 2020, and entitled,
“Location Determination Based on Phase Differences,” U.S.
application Ser. No. 16/832,560 (describes network connec-
tivity graph), filed Mar. 27, 2020, and entitled, “Wi-Fi
Management in the Presence of High Priority Receivers,”
U.S. application Ser. No. 16/915,615 (looks like APs or
WTs), filed Jun. 29, 2020, and entitled, “Aligned Multi-
Wireless Device Location Determination,” and U.S. appli-
cation Ser. No. 16/915,381 (location of WTs), filed Jun. 29,
2020, and entitled, “Multi-Wireless Device Location Deter-
mination,” all of which are incorporated herein by reference
in their entirety.

To identify a potential “coverage hole” in network 106A
with insufficient RF coverage, NMS 136 groups APs with
poor AP scores by identifying a first AP in wireless network
106A having a poor AP score and having at least one
neighboring AP that also has a poor AP score to define a
group of APs that represent a potential coverage hole. In
some examples, NMS 136 refers to the network connectivity
graph to determine neighbor relationships between APs in
network 106A.

In some examples, for each group of APs that represents
a potential coverage hole, NMS 136 attempts to address the
potential coverage hole by modifying (e.g., increasing) the
transmission power of one or more APs in the group in order
to improve the AP scores of one or more APs in the group.
In this way, NMS 136 automatically corrects the potential
coverage hole, thus automatically improving the underlying
SLE metrics and also automatically improving the user
experience.

In other examples, for each group of APs that represents
a potential coverage hole, NMS 136 applies root cause
analysis and determines whether a root cause of the poor AP
score for each AP in the group can be automatically resolved
by the NMS. In some examples, NMS may apply machine
learning techniques to identify the root cause of the SLE
metrics underlying the poor AP score(s). If the root cause of
the poor AP score may be automatically resolved, NMS 136
invokes one or more corrective actions to correct the root
cause of the poor AP score for one or more APs in the group
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in order to improve the AP scores of one or more APs in the
group. In this way, NMS 136 automatically corrects the
potential coverage hole, thus automatically improving the
underlying SLE metrics and also automatically improving
the user experience.

Further example details of root cause analysis and auto-
matic correction techniques performed by NMS 136 are
described in U.S. application Ser. No. 14/788,489, filed Jun.
30, 2015, and entitled “Monitoring Wireless Access Point
Events,” U.S. application Ser. No. 16/835,757, filed Mar. 31,
2020, and entitled “Network System Fault Resolution Using
a Machine Learning Model,” U.S. application Ser. No.
16/279,243, filed Feb. 19, 2019, and entitled “Systems and
Methods for a Virtual Network Assistant,” U.S. application
Ser. No. 16/237,677, filed Dec. 31, 2018, and entitled
“Methods and Apparatus for Facilitating Fault Detection
and/or Predictive Fault Detection,” U.S. application Ser. No.
16/251,942, filed Jan. 18, 2019, and entitled “Method for
Spatio-Temporal Modeling,” and U.S. application Ser. No.
16/296,902, filed Mar. 8, 2019, and entitled “Method for
Conveying AP Error Codes Over BLE Advertisements,” all
of which are incorporated by reference herein in their
entirety.

Based on the root cause analysis and/or automatic cor-
rection of potential coverage holes, if NMS 136 determines
that the root cause of at least one of the APs in a group can
be automatically resolved, NMS 136 determines that the
group of APs does not represent a true coverage hole. NMS
136 automatically invokes one or more corrective actions to
address (e.g., correct or eliminate) the potential coverage
hole. However, if NMS 136 determines that the root cause
of the poor AP scores for all of the APs in a group cannot be
addressed automatically, NMS 136 may monitor the group
of APs representing the potential coverage hole to determine
whether the potential coverage hole persists for at least a
predetermined period of time. For example, the predeter-
mined period of time may be one or more days, one week,
or other appropriate period of time. If the potential coverage
hole is not persistent, NMS 136 determines that the group of
APs does not represent a true coverage hole. If the potential
coverage hole is persistent, NMS 136 determines that the
group of APs represents a true coverage hole and generates
a notification regarding the true coverage hole to the cus-
tomer and/or IT operations.

Although the techniques of the present disclosure are
described in this example as performed by NMS 136, it shall
be understood that techniques described herein for detecting
insufficient RF coverage areas in wireless network may be
performed by any other computing device(s), system(s),
and/or server(s), and that the disclosure is not limited in this
respect. For example, one or more computing device(s)
configured to execute the functionality of the techniques of
this disclosure may reside in a dedicated server or be
included in any other server in addition to or other than NMS
136, or may be distributed throughout network 100, and may
or may not form a part of NMS 136.

The techniques of this disclosure provide one or more
advantages. For example, the techniques provide for auto-
matic identification of APs forming a true coverage hole at
a site. Rather than conducting a site survey and monitoring
of wireless signal strength to identify potential coverage
holes, the techniques of the disclosure replace manual
troubleshooting tasks with automated wireless operations.
This may help to minimize costs while maximizing Wi-Fi
performance and reliability. As another advantage, the tech-
niques of the disclosure automatically attempt to adjust the
power of APs in a group representing a potential coverage
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hole, and/or determine whether the root cause of a potential
coverage hole may be automatically resolved, thus elimi-
nating the need for manual intervention and proactively
optimizing wireless network performance. The techniques
of the disclosure identify a group of specific which APs that
represent a true coverage holes and automatically generate
recommended corrective actions that may be taken by IT
personnel to resolve the root cause. This further saves time
and effort by IT personnel by pinpointing which APs need to
be addressed and the specific remedial action(s) to be taken.
In addition, by automatically addressing potential coverage
holes and identifying true coverage holes, the techniques of
the present disclosure may result in a higher quality user
experience as measured by one or more SLE metrics.
FIG. 1B is a block diagram illustrating further example
details of the network system of FIG. 1A. In this example,
FIG. 1B illustrates NMS 136 configured to operate accord-
ing to an artificial intelligence/machine-learning-based com-
puting platform providing comprehensive automation,
insight, and assurance (WiFi Assurance, Wired Assurance
and WAN assurance) spanning from wireless networks 106
and wired LAN 175 networks at the network edge (far left
of FIG. 1B) to cloud-based application services 181 hosted
by computing resources within data centers 179 (far right of
FIG. 1B). In accordance with one or more techniques of this
disclosure, NMS 136 is configured to detect insufficient RF
coverage areas in wireless networks 106A-106N. For
example, to detect one or more insufficient RF coverage
areas in any of wireless network(s) 106, NMS 136 deter-

mines one or more SLE metrics for each UE 148 commu- :

nicating via wireless networks 106 as described herein. To
that end, NMS 136 includes a virtual network assistant/
artificial intelligence (VNA/AI) module 152, a coverage
hole detection module 154, and a SLE metric module 156

that, when executed by one or more processors of NMS 136, 33

enable NMS 136 to detect one or more insufficient RF
coverage areas in any of wireless networks 106.

As described herein, NMS 136 provides an integrated
suite of management tools and implements various tech-
niques of this disclosure. In general, NMS 136 may provide
a cloud-based platform for wireless network data acquisi-
tion, monitoring, activity logging, reporting, predictive ana-
Iytics, network anomaly identification, and alert generation.
For example, network management system 136 may be
configured to proactively monitor and adaptively configure
petwork 100 so as to provide self-driving capabilities. More-
over, VNA 133 includes a natural language processing
engine to provide Al-driven support and troubleshooting,
anomaly detection, Al-driven location services, and Al-drive
RF optimization with reinforcement learning.

As illustrated in the example of FIG. 1B, Al-driven NMS
136 also provides configuration management, monitoring
and automated oversight of software defined wide-area
network (SD-WAN) 177, which operates as an intermediate
network communicatively coupling wireless networks 106
and wired LANs 175 to data centers 179 and application
services 181. In general, SD-WAN 177 provides seamless,
secure, traffic-engineered connectivity between “spoke”
routers 187A of edge wired networks 175 hosting wireless
networks 106, such as branch or campus networks, to “hub”
routers 187B further up the cloud stack toward cloud-based
application services 181. SD-WAN 177 often operates and
manages an overlay network on an underlying physical
Wide-Area Network (WAN), which provides connectivity to
geographically separate customer networks. In other words,
SD-WAN 177 extends Software-Defined Networking (SDN)
capabilities to a WAN and allows network(s) to decouple
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underlying physical network infrastructure from virtualized
network infrastructure and applications such that the net-
works may be configured and managed in a flexible and
scalable manner.

In some examples, underlying routers of SD-WAN 177
may implement a stateful, session-based routing scheme in
which the routers 187A, 187B dynamically modify contents
of original packet headers sourced by user devices 148 to
steer traffic along selected paths, e.g., path 189, toward
application services 181 without requiring use of tunnels
and/or additional labels. In this way, routers 177A, 177B
may be more efficient and scalable for large networks since
the use of tunnel-less, session-based routing may enable
routers 177A, 177B to achieve considerable network
resources by obviating the need to perform encapsulation
and decapsulation at tunnel endpoints. Moreover, in some
examples, each router 177A, 177B may independently per-
form path selection and traflic engineering to control packet
flows associated with each session without requiring use of
a centralized SDN controller for path selection and label
distribution. In some examples, routers 177A, 177B imple-
ment session-based routing as Secure Vector Routing
(SVR), provided by Juniper Networks, Inc.

Additional information with respect to session-based
routing and SVR is described in U.S. Pat. No. 9,729,439,
entitled “COMPUTER NETWORK PACKET FLOW CON-
TROLLER,” and issued on Aug. 8, 2017; U.S. Pat. No.
9,729,682, entitled “NETWORK DEVICE AND METHOD
FOR PROCESSING A SESSION USING A PACKET SIG-
NATURE,” and issued on Aug. 8, 2017, U.S. Pat. No.
9,762,485, entitled “NETWORK PACKET FLOW CON-
TROLLER WITH EXTENDED SESSION MANAGE-
MENT,” and issued on Sep. 12, 2017; U.S. Pat. No. 9,871,
748,  entitled “ROUTER  WITH  OPTIMIZED
STATISTICAL FUNCTIONALITY,” and issued on Jan. 16,
2018; U.S. Pat. No. 9,985,883, entitled “NAME-BASED
ROUTING SYSTEM AND METHOD,” and issued on May
29, 2018; U.S. Pat. No. 10,200,264, entitled “LINK STA-
TUS MONITORING BASED ON PACKET LOSS
DETECTION,” and issued on Feb. 5, 2019; U.S. Pat. No.
10,277,506, entitled “STATEFUL LOAD BALANCING IN
A STATELESS NETWORK,” and issued on Apr. 30, 2019;
U.S. Pat. No. 10,432,522, entitled “NETWORK PACKET
FLOW CONTROLLER WITH EXTENDED SESSION
MANAGEMENT,” and issued on Oct. 1, 2019; and U.S.
Patent Application Publication No. 2020/0403890, entitled
“IN-LINE PERFORMANCE MONITORING,” published
on Dec. 24, 2020, the entire content of each of which is
incorporated herein by reference in its entirety.

In some examples, Al-driven NMS 136 may enable
intent-based configuration and management of network sys-
tem 100, including enabling construction, presentation, and
execution of intent-driven workflows for configuring and
managing devices associated with wireless networks 106,
wired LAN networks 175, and/or SD-WAN 177. For
example, declarative requirements express a desired con-
figuration of network components without specifying an
exact native device configuration and control flow. By
utilizing declarative requirements, what should be accom-
plished may be specified rather than how it should be
accomplished. Declarative requirements may be contrasted
with imperative instructions that describe the exact device
configuration syntax and control flow to achieve the con-
figuration. By utilizing declarative requirements rather than
imperative instructions, a user and/or user system is relieved
of the burden of determining the exact device configurations
required to achieve a desired result of the user/system. For
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example, it is often difficult and burdensome to specify and
manage exact imperative instructions to configure each
device of a network when various different types of devices
from different vendors are utilized. The types and kinds of
devices of the network may dynamically change as new
devices are added and device failures occur.

Managing various different types of devices from differ-
ent vendors with different configuration protocols, syntax,
and software versions to configure a cohesive network of
devices is often difficult to achieve. Thus, by only requiring
a user/system to specify declarative requirements that
specify a desired result applicable across various different
types of devices, management and configuration of the
network devices becomes more efficient. Further example
details and techniques of an intent-based network manage-
ment system are described in U.S. Pat. No. 10,756,983,
entitled “Intent-based Analytics,” and U.S. Pat. No. 10,992,
543, entitled “Automatically generating an intent-based net-
work model of an existing computer network,” each of
which is hereby incorporated by reference.

FIG. 2 is a block diagram of an example access point (AP)
device 200 configured in accordance with one or more
techniques of this disclosure. As described herein, AP device
200 may measure and report SLE-related data to NMS 136.
The SLE-related data may include various parameters
indicative of the performance and/or status of the wireless
network. The parameters may be measured and/or deter-
mined by one or more of the UE devices and/or by one or
more of the APs 200 in a wireless network. NMS 136
determines one or more SLE metrics based on the SLE-
related data recetved from the APs in a wireless network. In
accordance with one or more techniques of this disclosure,
NMS 136 analyzes SLE metrics associated with a wireless
network to detect insuflicient RF coverage areas in the
wireless network. Example access point 200 shown in FIG.
2 may be used to implement any of APs 142 as shown and
described herein with respect to FIG. 1. Access point 200
may comprise, for example, a Wi-Fi, Bluetooth and/or
Bluetooth Low Energy (BLE) base station or any other type
of wireless access point.

In the example of FIG. 2, access point 200 includes a
wired interface 230, wireless interfaces 220A-2208 one or
more processor(s) 206, memory 212, and a user interface
210, coupled together via a bus 214 over which the various
elements may exchange data and information. Wired inter-
face 230 represents a physical network interfaces and
includes a receiver 232 and a transmitter 234 for sending and
receiving network communications, e.g., packets. Wired
interface 230 couples, either directly or indirectly, access
point 200 to network(s) 134 of FIG. 1. First and second
wireless interfaces 220A and 220B represent wireless net-
work interfaces and include receivers 222A and 222B,
respectively, each including a receive antenna via which
access point 200 may receive wireless signals from wireless
communications devices, such as UEs 148 of FIG. 1. First
and second wireless interfaces 220A and 220B further
include transmitters 224A and 224B, respectively, each
including transmit antennas via which access point 200 may
transmit wireless signals to wireless communications
devices, such as UEs 148 of FIG. 1. In some examples, first
wireless interface 220A may include a Wi-Fi 802.11 inter-
face (e.g., 2.4 GHz and/or 5 GHz) and second wireless
interface 220B may include a Bluetooth interface and/or a
Bluetooth Low Energy (BLE) interface.

Processor(s) 206 are programmable hardware-based pro-
cessors configured to execute software instructions, such as
those used to define a software or computer program, stored
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to a computer-readable storage medium (such as memory
212), such as non-transitory computer-readable mediums
including a storage device {e.g., a disk drive, or an optical
drive) or a memory (such as Flash memory or RAM) or any
other type of volatile or non-volatile memory, that stores
instructions to cause the one or more processors 206 to
perform the techniques described herein.

Memory 212 includes one or more devices configured to
store programming modules and/or data associated with
operation of access point 200. Memory 212 may include one
or more devices configured to store programming modules
and/or data associated with operation of access point 200.
For example, memory 212 may include a computer-readable
storage medium, such as non-transitory computer-readable
mediums including a storage device (e.g., a disk drive, or an
optical drive) or a memory (such as Flash memory or RAM)
or any other type of volatile or non-volatile memory, that
stores instructions to cause the one or more processor(s) 206
to perform the techniques described herein.

In this example, memory 212 stores executable software
including an application programming interface (API) 220,
a communications manager 222, configuration settings 250,
a device status log 252 and data storage 254. Device status
log 252 includes a list of events specific to access point 200.
The events may include a log of both normal events and
error events such as, for example, memory status, reboot
events, crash events, Ethernet port status, upgrade failure
events, firmware upgrade events, configuration changes,
etc., as well as a time and date stamp for each event. Data
storage 254 may store any data used and/or generated by
access point 200, including data collected from UEs 148,
such as data used to calculate one or more SLE metrics, that
is transmitted by access point 200 for cloud-based manage-
ment of wireless networks 106 A by NMS 136.

Communications manager 222 includes program code
that, when executed by processor(s) 206, allow access point
200 to communicate with UEs 148 and/or network(s) 134
via any of interface(s) 230 and/or 220A-220C. Configura-
tion settings 250 include any device settings for access point
200 such as radio settings for each of wireless interface(s)
220A-220C. These settings may configured manually or
may be remotely monitored and managed by NMS 136 to
optimize wireless network performance on a periodic (e.g.,
hourly or daily) basis.

User interface 210 represents physical hardware compo-
nents that enable interaction with a user, such as buttons, a
display and the like. Although not shown, memory 212
typically stores executable software for controlling user
interface 210.

FIG. 3 shows an example network management system
(NMS) 300 configured in accordance with one or more
techniques of this disclosure. NMS 300 may be used to
implement, for example, NMS 136 in FIG. 1. In such
examples, NMS 300 is responsible for monitoring and
management of one or more wireless networks 106 A-106N
at sites 102A-102N; respectively. In some examples, NMS
300 receives data collected by APs 200 from UEs 148, such
as data used to calculate one or more SLE metrics, and
analyzes this data for cloud-based management of wireless
networks 106 A-106N. In some examples, NMS 300 may be
part of another server shown in FIG. 1 or a part of any other
server.

NMS 300 includes a communications interface 330, one
or more processor(s) 306, a user interface 310, a memory
312, and a database 318. The various elements are coupled
together via a bus 314 over which the various elements may
exchange data and information.
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Processor(s) 306 execute software instructions, such as
those used to define a software or computer program, stored
to a computer-readable storage medium (such as memory
312), such as non-transitory computer-readable mediums
including a storage device (e.g., a disk drive, or an optical
drive) or a memory (such as Flash memory or RAM) or any
other type of volatile or non-volatile memory, that stores
instructions to cause the one or more processors 306 to
perform the techniques described herein.

Communications interface 330 may include, for example,
an Fthernet interface. Communications interface 330
couples NMS 300 to a network and/or the Internet, such as
any of network(s) 134 as shown in FIG. 1, and/or any local
area networks. Comnmunications interface 330 includes a
receiver 332 and a transmitter 334 by which NMS 300
receives/transmits data and information to/from any of APs
142, servers 110, 116, 122, 128 and/or any other devices or
systems forming part of network 100 such as shown in FIG.
1. The data and information received by NMS 300 may
include, for example, SLE related or event log data received
from access points 200 used by NMS 300 to remotely
monitor the performance of wireless networks 106A-106N.
NMS may further transmit data via communications inter-
face 330 to any of network devices such as APs 142 at any
of network sites 102A-102N to remotely manage wireless
networks 106A-106N.

Memory 312 includes one or more devices configured to
store programming modules and/or data agsociated with
operation of NMS 300. For example, memory 312 may

include a computer-readable storage medium, such as non- :

transitory computer-readable mediums including a storage
device (e.g., a disk drive, or an optical drive) or a memory
(such as Flash memory or RAM) or any other type of
volatile or non-volatile memory, that stores instructions to

cause the one or more processor(s) 306 to perform the 3

techniques described herein.

In this example, memory 312 includes an API 220, an
SLE metric determination module 322, a coverage hole
detection module 340, a virtual network assistant (VNAYAI
engine 350, a radio resource management (RRM) engine
360, and a root cause analysis engine 370. NMS 300 may
also include any other programmed modules, software
engines and/or interfaces configured for remote monitoring
and management of wireless networks 106A-106N, includ-
ing remote monitoring and management of any of APs
142/209.

SLE module 322 enables set up and tracking of thresholds
for SLE metrics for each network 106 A-106N. SLE module
322 further analyzes SLE-related data collected by APs,
such as any of APs 142 from UEs in each wireless network
106A-106N. For example, APs 142A-1 through 142A-N
collect SLE-related data from UEs 148A-1 through 148A-N
currently connected to wireless network 106A. This data is
transmitted to NMS 300, which executes by SLE module
322 to determine one or more SLE metrics for each UE
148A-1 through 148A-N currently connected to wireless
network 106 A. One or more of the SLE metrics may further
be aggregated to each AP at a site to gain insight into each
APs contribution to wireless network performance at the
site. The SLE metrics track whether the service level meets
the configured threshold values for each SLE metric. Each
metric may further include one or more classifiers. If a
metric does not meet the SLE threshold, the failure may be
attributed to one of the classifiers to further understand
where the failure occurred.

Example SLE metrics and their classifiers that may be
determined by NMS 3600 are shown in Table 1.
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TABLE 1

Time to Connect The number of connections that took longer than

a specified threshold to connect to the internet.
Classifiers: association, authorization, DHCP,
internet services

The amount of time, that a client’s estimated
throughput is below a specified threshold.
Classifiers: capacity, coverage, device capability,
network issues

The number of user minutes that a client’s RSSI

as measured by the access point is below a specified
threshold.

Classifiers: asymmetry downlink, asymmetry uplink,
Wi-Fi interference

The number of user minutes that a client experiences
“poor” {insufficient) capacity.

Classifiers: AP load, non-Wi-Fi interference, Wi-Fi
interference

The percentage of successful roams between 2 access
points for clients that are within a specified target
time that it takes for a client to roam.

Classifiers: no fast roam, suboptimal 11r roam, sub-
optimal cke roam, slow roam

The percentage of successfil Authorization, Associa-
tion, DHCP, ARP, and DNS attempts during an initial
connection by a client to the network, when a client
roams from one AP to the next, and on an on-going
basis,

Classifiers: association, authorization, DHCP

This may be calculated based on AP Reboots, AP
Unreachable events, and Site Down events.
Classifiers: AP re-boot, AP Unreachable, Site Down

Throughput

Coverage

Capacity

Roaming

Successful
Connects

AP Health

RRM engine 360 monitors one or more metrics for each
site 106 A-106N in order to learn and optimize the RF
environment at each site. For example, RRM engine 360
may monitor the coverage and capacity SLE metrics for a
wireless network 106 at a site 102 in order to identify
potential issues with SLE coverage and/or capacity in the
wireless network 106 and to make adjustments to the radio
settings of the access points at each site to address the
identified issues. For example, RRM engine may determine
channel and transmit power distribution across all APs 142
in each network 106 A-106N. For example, RRM engine 360
may monitor events, power, channel, bandwidth, and num-
ber of clients connected to each AP. RRM engine 360 may
further automatically change or update configurations of one
or more APs 142 at a site 106 with an aim to improve the
coverage and capacity SLE metrics and thus to provide an
improved wireless experience for the user.

VNA/AI engine 350 analyzes data received from APs
142/200 as well as its own data to identify when undesired
to abpormal states are encountered in one of wireless
networks 106A-106N. For example, VNA/AI engine 350
may use root cause analysis module 370 to identify the root
cause of any undesired or abnormal states. In some
examples, root cause analysis module 370 utilizes artificial
intelligence-based techniques to help identify the root cause
of any poor SLE metric(s) at one or more of wireless
network 106A-106N. In addition, VNA/AI engine 350 may
automatically invoke one or more corrective actions
intended to address the identified root cause(s) of one or
more poor SLE metrics. Examples of corrective actions that
may be automatically invoked by VNA/AI engine 350 may
include, but are not limited to, invoking RRM 360 to reboot
one or more APs, adjusting/modifying the transmit power of
a specific radio in a specific AP, adding SSID configuration
to a specific AP, changing channels on an AP or a set of APs,
etc. The corrective actions may further include restarting a
switch and/or a router, invoke downloading of new software
to an AP, switch, or router, etc. These corrective actions are
given for example purposes only, and the disclosure is not
limited in this respect.
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If automatic corrective actions are not available or do not
adequately resolve the root cause, VINA/AI engine 350 may
proactively provide a notification regarding the true cover-
age hole including recommended corrective actions to be
taken by IT personnel to address the true coverage hole.

Coverage hole detection module 340 is configured to
detect insufficient RF coverage areas in one or more wireless
networks, such as one or more of wireless networks 106A-
106N, in accordance with one or more techniques of this
disclosure. For example, to detect one or more insufficient
RF coverage areas in wireless network 106A at site 102A of
FIG. 1, SLE module 322 of NMS 300 determines one or
more SLE metrics for each UE 138A-1 through 138A-N at
site 102A. In some examples, the SLE metrics may include
a coverage metric, an insufficient capacity metric, and/or a
roaming metric. However, any other SLE metric, or any
other metrics that measure one or more aspects of wireless
network performance may also be used, and the disclosure
is not limited in this respect. Coverage hole detection
module 340 of NMS 300 classifies each of these SLE
metrics according to some threshold measure relevant to the
particular SLE metric. The classified SLE metrics are peri-
odically aggregated to an associated one of the plurality of
AP devices 142A-1 through 142A-N on a per-AP basis. Each
AP 142A-1 through 142A-N is assigned an AP score based
on the aggregated SLE metrics associated with that AP.

The NMS 300 builds a data structure, such as a network
connectivity graph, indicative of network connectivity
between the APs at the site. The network connectivity graph

may be stored as a data structure including data indicative of 3

neighbor or connectivity relationships between APs at the
site. Coverage hole detection module 322 of NMS 300
builds a data structure, such as a network connectivity graph,
indicative of network connectivity between APs at the site.

neighborhood AP graph of the sites 102 indicative of neigh- 33

bor relationships between APs at the site. NMS 300 may
execute AP location determination module 380 as part of the
AP neighborhood graph building process.

To identify a potential “coverage hole” in network 106A
at site 102A with insufficient RF coverage, for example,
NMS 300, executing coverage hole detection module 340,
groups APs with poor AP scores by identifying a first AP at
site 102A having a poor AP score and having at least one
neighboring AP that also has a poor AP score. For each AP
in a group, NMS 300 may automatically attempt to address
the potential coverage hole by increasing the transmission
power of one or more APs in the group, determine a root
cause of the poor AP score for one or more ANPs in the
group and/or determine whether the root cause(s) may be
automatically resolved. If the NMS is able to correct the
poor AP score of one or more APs in the group, or if a root
cause of at least one of the APs in a group may be
automatically resolved, NMS 300 determines that the group
of APs does not represent a true coverage hole. The NMS
then proceeds to invoke corrective action to resolve the root
cause of the poor AP score(s). If the root cause of the poor
AP score for at least one of the ANPs cannot be addressed
automatically, NMS 360 monitors the group of APs repre-
senting the potential coverage hole to determine whether the
potential coverage hole persists for at least a predetermined
period of time. If the potential coverage hole is not persis-
tent, NMS 136 determines that the group of APs does not
represent a true coverage hole. If the potential coverage hole
is persistent, NMS 136 determines that the group of APs
represents a true coverage hole and generates a notification
regarding the true coverage hole to the customer and/or IT
operations.
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In some examples, coverage hole detection module 340
may form part of VNA/AT engine 350. For example, upon
identification of a potential coverage hole by coverage hole
detection module 340, VNA/AI engine 350 may automati-
cally invoke root cause analysis module 370 to determine a
root cause of the potential coverage hole. The root cause
analysis may analyze one or more SLE metrics used to
identify the potential coverage hole in order to identify the
root cause of the potential coverage hole. VNA/AI engine
350 may further automatically invoke one or more correc-
tive actions aimed at addressing the potential coverage hole.
Examples of corrective actions that may be automatically
invoked by VNA/AI engine 350 to address a potential
coverage hole may include, but are not limited to, invoking
RRM 360 to reboot one or more APs, adjusting the power of
a specific radio in a specific AP, adding SSID configuration
to a specific AP, changing channels on an AP or a set of APs,
etc. If the automatically invoked corrective actions are able
to adequately address the potential coverage hole, coverage
hole detection module 340 determines that the potential
coverage hole is not a true coverage hole. If automatic
corrective actions are not available or do not adequately
resolve the root cause of the potential coverage hole, cov-
erage hole detection module 340 determines that the poten-
tial coverage hole is a true coverage hole. For true coverage
holes, VNA/AI engine 350 may proactively provide notifi-
cations including information about the true coverage hole
and/or recommended for corrective actions to be taken by IT
personnel.

FIG. 4 shows an example user equipment (UE) device
400. Example UE device 400 shown in FIG. 4 may be used
to implement any of UEs 148 as shown and described herein
with respect to FIG. 1. UE device 400 may include any type
of wireless client device, and the disclosure is not limited in
this respect. For example, UE device 400 may include a
mobile device such as a smart phone, tablet or laptop
computer, a personal digital assistant (PDA), a wireless
terminal, a smart watch, a smart ring or any other type of
mobile or wearable device. UE 400 may also include any
type of IoT client device such as a priater, a security sensor
or device, an environmental sensor, or any other connected
device configured to communicate over one or more wire-
less networks.

In accordance with one or more techniques of this dis-
closure, one or more SLE parameter values (that is, data
used by NMS 136/300 to calculate one or more SLE metrics)
are received from each UE 400 in a wireless network. For
example, NMS 136/300 receives one or more SLE param-
eter values from UEs 148 in networks 106A-106N of FIG.
1. In some examples, NMS 136/300 receives the SLE
parameter values from UEs 148 on a contimuous basis, and
NMS 136/300 may calculate one or more SLE metrics for
each UE on a periodic basis as defined by a first predeter-
mined period of time {e.g., every 10 minutes or other
predetermined time period).

UE device 400 includes a wired interface 430, wireless
interfaces 420A-420C, one or more processor(s) 406,
memory 412, and a user interface 410. The various elements
are coupled together via a bus 414 over which the various
elements may exchange data and information. Wired inter-
face 430 includes a receiver 432 and a transmitter 434.
Wired interface 430 may be used, if desired, to couple UE
400 to network(s) 134 of FIG. 1. First, second and third
wireless interfaces 420A, 420B, and 420C include receivers
422A, 422B, and 422C, respectively, each including a
receive antenna via which UE 400 may receive wireless
signals from wireless communications devices, such as APs
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142 of FIG. 1, AP 200 of FIG. 2, other UEs 148, or other
devices configured for wireless communication. First, sec-
ond, and third wireless interfaces 420A, 4208, and 420C
further include transmitters 424 A, 424B, and 424C, respec-
tively, each including transmit antennas via which UE 400
may transmit wireless signals to wireless communications
devices, such as APs 142 of FIG. 1, AP 200 of FIG. 2, other
UEs 138 and/or other devices configured for wireless com-
munication. In some examples, first wireless interface 420A
may include a Wi-Fi 802.11 interface (e.g., 2.4 GHz and/or
5 GHz) and second wireless interface 420B may include a
Bluetooth interface and/or a Bluetooth Low Energy inter-
face. Third wireless interface 420C may include, for
example, a cellular interface through which UE device 480
may connect to a cellular network.

Processor(s) 406 execute software instructions, such as
those used to define a software or computer program, stored
to a computer-readable storage medium (such as memory
412), such as non-transitory computer-readable mediums
including a storage device (e.g., a disk drive, or an optical
drive) or a memory (such as Flash memory or RAM) or any
other type of volatile or non-volatile memory, that stores
instructions to cause the one or more processors 406 to
perform the techniques described herein.

Memory 412 includes one or more devices configured to
store programming modules and/or data associated with
operation of UE 400. Memory 412 may include one or more
devices configured to store programming modules and/or
data associated with operation of UE 400. For example,
memory 412 may include a computer-readable storage
medium, such as non-transitory computer-readable mediums
including a storage device (e.g., a disk drive, or an optical
drive) or a memory (such as Flash memory or RAM) or any
other type of volatile or non-volatile memory, that stores
instructions to cause the one or more processor(s) 406 to
perform the techniques described herein.

In this example, memory 412 includes an operating sys-
tem 440, applications 442, a communications module 444,
configuration settings 450, and data storage 454. Data stor-
age 454 may include, for example, a status/error log includ-
ing a list of events and or SLE-related data specific to UE
400. The events may include a log of both normal events and
error events. Data storage 454 may store any data used
and/or generated by UE 400, such as data used to calculate
one or more SLE metrics, that is collected by UE 400 and
transmitted to any of APs 138 in a wireless network 106 for
further transmission to NMS 136/300.

Communications module 424 includes program code that,
when executed by processor(s) 406, enables UE 400 to
communicate using any of wired interface(s) 430, wireless
interfaces 420A-420B and/or cellular interface 450C. Con-
figuration settings 450 include any device settings for UE
400 settings for each of wireless interface(s) 420A-4208
and/or cellular interface 420C.

FIG. 5A is a diagram of an example site map 500 showing
a location and an AP score for multiple APs at a site, in
accordance with one or more techniques of this disclosure.
In accordance with the techniques described herein, NMS
136/300 may construct and output {e.g., for display), for
each wireless network 106 A-106N, a topological represen-
tation of any one of the respective wireless networks 106 A-
106N. The topological representation may take any form
(e.g., a site map, a matrix, a graphic, text, etc.). Site map 500
includes the physical boundaries of the site 501 and the
relative location of each AP 502, 504, etc., at site 561. Each
square represents a single AP radio 502, 504, etc. The
color/fill pattern of each square represents the AP score for
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that AP during a current timeframe. The number on each
square represents the number of UEs connected to the AP
during the current timeframe.

The relative location of each AP at a site may be deter-
mined in several ways. Example techniques for determining
the location of one or more APs in a wireless network are
described in U.S. application Ser. No. 16/676,812, filed Nov.
7, 2019, and entitled, “Wireless Signals for Location Deter-
mination,” U.S. application Ser. No. 16/915,447, filed Jun.
29, 2020, and entitled, “Location Determination Based on
Phase Differences,” U.S. application Ser. No. 16/832,560,
filed Mar. 27, 2020, and entitled, “Wi-Fi Management in the
Presence of High Priority Receivers,” U.S. application Ser.
No. 16/915,615, filed Jun. 29, 2020, and entitled, “Aligned
Multi-Wireless Device Location Determination,” and U.S.
application Ser. No. 16/915,381, filed Jun. 29, 2020, and
entitled, “Multi-Wireless Device Location Determination,”
all of which are incorporated by reference herein in their
entirety.

FIG. 5B shows a portion of an example network connec-
tivity graph 560 corresponding to the site map 500 and site
501 as shown in FIG. 5A. NMS 136/300 builds a network
connectivity graph, such as graph 560 of FIG. 5B, indicative
of the neighbor relationships between APs at a site. Example
techniques for building a network connectivity graph of one
or more APs in a wireless network are described in U.S.
application Ser. No. 16/832,560, filed Mar. 27, 2020, and
entitled, “Wi-Fi Management in the Presence of High Pri-
ority Receivers,” which is incorporated by reference herein
in its entirety. In some examples, two APs are considered to
be “neighbors” if the signal strength (e.g., RSSI) of received
signals transmitted by the other AP satisfy a predetermined
threshold. As one example, to construct the network con-
nectivity graph, each AP listens to signals transmitted by its
neighboring APs and captures their corresponding RSSI.
The APs then forward the said RSSIs to a computation
device (e.g., NMS 136/300). In accordance with a specific
embodiment, the network management system may use
prior knowledge of the locations where the various APs are
mounted. NMS 136/300 uses the RSSI information received
from the APs to construct a network connectivity graph
wherein the nodes in the graph correspond to the Wi-Fi
nodes and the edges connecting the nodes correspond to the
RSSI that each node receives from its neighboring nodes.
The system may employ a predetermined threshold wherein
only RSSIs greater than the threshold are used to construct
the network graph. The graph may be represented by a data
structure such as, for example, an adjacency list or a
two-dimensional adjacency matrix, among other implemen-
tations. However, it shall be understood that these are
described for example purposes only, and that the disclosure
is not limited in this respect.

FIG. 5B shows a portion of a network connectivity graph
560 showing example neighbor connectivity relationships
between some (but not all for the sake of brevity) of the APs
at site 501. In this example, AP 502 has a single neighbor,
504. AP 510 has three neighbors, AP 504, 508 and 512. AP
512 has two neighbors, AP 510 and AP 530. AP 508 has
three neighbors, AP 510, AP 536 and AP 538. AP 536 has
two neighbors, AP 508 and AP 538. AP 538 has three
neighbors, AP 508, AP 536, and AP 546. It shall be under-
stood that network connectivity graph 560 is one example
visual representation of a network connectivity graph, and
that the disclosure is not limited in this respect.

As shall be understood by reviewing the example site map
500 of FIG. 5A and the example network connectivity graph
of FIG. 5B, the neighbor relationships between APs do not
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necessary correspond to physical proximity of the APs with
respect to each other. For example, although AP 530 is
physically nearer to AP 510 as compared to AP 504 (as
shown in site map 500 of FIG. 5A) AP 504 is a neighbor of
AP 510 for purposes of network connectivity while AP 530
is not (as shown in network connectivity graph 560 of FIG.
5B). This is because the physical proximity of APs with
respect to each other is not necessarily reflective of the
network connectivity between the two APs. For example,
two APs that are in different rooms may be relatively close
to each other (e.g., on either side of a wall dividing the
rooms), but due to interference of the wall (or other object)
they may not be neighbors in terms of network connectivity.
Similarly, two APs that are not necessarily proximately
located with respect to each other but that have a clear line
of sight between them may have good connectivity and
therefore may be neighbors in terms of network connectiv-
ity.

To detect one or more coverage holes, NMS 136/300
determines one or more SLE metrics for each UE (e.g., UEs
148 of FIG. 1) based on SLE parameter values received from
the respective UE at site 501. The data underlying the SLE
metrics (SLE parameters) are measured on a continuous
basis by each UE and as such are a time series of values. In
some examples, the SLE metrics calculated by NMS 136/
300 may include a coverage metric and/or a roaming metric.
However, any SLE metric or other metric that measures one
or more aspects of wireless network performance may be
used, and the disclosure is not limited in this respect. NMS

136/300 classifies each SLE metric based on the SLE :

metrics determined for the plurality of UEs over a prede-
termined period of time. In some examples, NMS 136/300
classifies each of SLE metric as “good,” “fair,” or “poor.” In
other examples, NMS 136/300 classifies each SLE metric as

either “good” or “poor.” The classified SLE metrics are 33

periodically aggregated to an associated one of the plurality
of AP devices on a per-AP basis. Each AP is assigned an AP
score based on the classified SLE metrics associated with
that AP.

In the example site map of FIG. 5A, the AP score for each
AP at site 501 is determined based on the SLE coverage
metrics calculated for each client device at the site. As
indicated by the color/fill pattern of the individual APs on
map 560, APs 504, 530, and 532 have been determined to
have a “good” AP score for the timeframe, APs 534, 336 and
538 have been determined to have a “fair” AP score for the
timeframe, and APs 502, 506, 508, 510, 512, 514, 516, and
518 have been determined to have a “poor” AP score for the
timeframe.

To identify one or more potential “coverage holes™ with
insufficient RF coverage in the wireless network at site 501,
NMS 136/300 groups APs with poor AP scores by identi-
fying a first AP at site 501 having a poor AP score and having
at least a predefined number of (e.g., one, two or more)
neighboring APs that also have poor AP scores. To identify
a first AP in a group, NMS 136/300 analyzes each AP having
a poor AP score to determine whether it has at least one
neighboring AP that also has a poor AP score. NMS 136/300
may refer to the network connectivity graph of the APs at the
site 501, which includes the location information for each
AP at site 501 and information concerning each APs neigh-
boring APs. These APs (a first AP and at least one neigh-
boring AP) are then grouped together as representing a
potential coverage hole in the RF coverage at the site.

To give a specific example with reference to FIGS. 5A and
5B, assume that NMS 136/300 groups APs with poor AP
scores by identifying a first AP at site 501 having a poor AP
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score and having at least two neighboring APs that also have
poor AP scores. In this example, AP 510 is identified as a
first AP having a poor AP score and APs 508 and 512 are
identified as secondary APs having poor AP scores, as
indicated in FIG. 5A, that are also “neighbors” of AP 510 as
indicated by the network connectivity graph. In that
example, APs 508, 510, and 512 define a first group 550
representing a potential coverage hole at site 501. Although
AP 504 is also a neighbor of AP 519 as indicated in the
network connectivity graph of FIG. 5B, it is not part of the
group of APs representing a potential coverage hole 550
because it does not have a poor AP score, as indicated in
FIG. 5A.

In addition, in this example, AP 514 is identified as a first
AP and APs 516 and 518 are identified as secondary APs
having poor AP scores that are also neighbors of AP 514 in
the network connectivity graph of FIG. 5B. In that example,
APs 514, 516, and 518 define a second group 552 repre-
senting a potential coverage hole at site 501.

When determining neighbor relationships between first
AP and one or more secondary APs, in some examples, the
system only determines that the secondary APs are neigh-
bors of the first AP. In other words, if there are two or more
secondary APs, the system does not necessarily determine
whether those secondary APs are neighbors of each other in
order to define a group representing a potential coverage
hole. In FIG. 5B, for example, APs 508 and 512 are
neighbors of AP 510; however, they are not neighbors of
each other. As another example, APs 516 and 518 are both
neighbors of AP 514, and they are also neighbors of each
other. Both groups 550 and 552 are determined to represent
potential coverage holes in this example.

As another example, APs 502 and 506, although both
have poor AP scores, do not represent a potential coverage
hole because they do not form part of a group in which a first
AP has a poor score and also has at least two neighboring
APs that also have a poor AP score. Instead, APs 502 and
506 are both neighbors of AP 504 (as indicated in the
network connectivity graph of FIG. 5B) which has a good
AP score, and therefore the criteria for defining a group of
APs representing a potential coverage hole are not met.

In some examples, once a first AP and at least one
secondary AP having poor AP scores have been identified,
the system stops looking for further neighboring APs with
poor AP scores, and that identified group (the first AP and at
least one secondary AP) is determined to represent a poten-
tial coverage hole. In other examples, the system continues
to look for all APs that are neighbors of the first AP having
poor AP scores. Once all neighboring APs having poor AP
scores are identified, that group of APs (a first AP and one
or more secondary APs) is determined to represent a poten-
tial coverage hole. As another example, the system may
extend the search for neighboring APs having poor AP
scores to include neighbors of neighbors of the first AP. In
FIG. 5B, for example, if AP 538 also had a poor AP score,
the group 550 would also include AP 538 in that example,
because AP 538 is a neighbor of AP 508, which is a neighbor
of the first AP 510 of group 550.

For each AP in a group, in some examples, NMS may
modify (e.g., increase) the transmit power of one or more
APs in a group to correct the poor AP scores for one or more
of'the APs in the group, and thus eliminate (e.g., correct) the
potential coverage hole. In another example, in addition to
or alternatively to modifying the transmit power of one or
more APs in a group, NMS 136/300 determines whether a
root cause of the poor AP score can be automatically
resolved. If the root cause of the poor AP score can be
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automatically resolved, NMS 136/300 invokes the mitiga-
tion action and determines that the group of APs does not
represent a true coverage hole. For example, VNA/AI
engine 350 (FIG. 3) may use root cause analysis module 370
to identify the root cause of the poor AP score for each AP
in a group. In some examples, root cause analysis module
370 may utilize artificial intelligence-based techniques to
help identify the root cause of any SLE metrics leading to
the poor AP score for each AP in a group representing a
potential coverage hole. In some examples, the SLE metric
classifiers may be used, in conjunction with data received
from one or more UEs, and/or other data, to determine the
root cause of a poor AP score for each AP in a group
representing a potential coverage hole.

In addition, VNA/AI engine 350 may automatically
invoke one or more corrective actions intended to address
the identified root cause(s) of the poor AP score(s) for one
or more of the APs in a group. Examples of corrective
actions that may be automatically invoked by VNA/AI
engine 350 may include, but are not limited to, invoking
RRM 360 to initialize one or more of the first and/or
neighboring APs in the group, reboot one or more of the first
AP and/or neighboring APs in the group, adjusting the
power of one or more of the first and/or neighboring APs in
the group, adjusting or changing one or more operating
parameters of one or more of the first or neighboring APs in
the group, adding SSID configuration to one or more of the
first and/or neighboring APs in the group, changing channels
on one or more of the first and/or neighboring APs in the
group, or any other corrective action aimed at addressing the
root cause of the poor AP score(s) for any of the APs in the
group.

If the root cause of the poor AP scores for all of the APs
in a group cannot be addressed antomatically, NMS 136/300

monitors the group of APs representing the potential cov- 3

erage hole to determine whether the potential coverage hole
persists for at least a predetermined period of time. If the
potential coverage hole is not persistent, NMS 136/300
determines that the group of APs does not represent a true
coverage hole. If the potential coverage hole is persistent,
NMS 136/300 determines that the group of APs represents
a true coverage hole and generates a notification regarding
the true coverage hole to the customer and/or IT operations.
For example, if the potential coverage hole is persistent,
VNA/AI engine 350 may proactively provide one or more
notifications regarding the true coverage hole, the root cause
of the true coverage hole and/or and recommended correc-
tive actions to be taken by IT personnel to address the true
coverage hole. For example, VNA/AI engine 350 may
proactively provide notifications including an identification
of each AP in a group representing the true coverage hole
and recommended corrective actions to be taken by IT
personnel to address the true coverage hole and thus to
increase the user-experience as measured by one or more
SLE metrics. As another example, VNA/AI engine 350 may
provide a notification including an identification of a back-
haul switch or identification of a backhaul router as the root
cause of the true coverage hole, and recommend corrective
action to be taken to address the true coverage hole.

In FIG. 5A, for example, if the poor AP score for any of
APs 514, 516 and/or 518 is not persistent, NMS 136/300
determines that group 552 does not represent a true coverage
hole. For example, underlying reason(s) for the poor AP
score may be due to temporary issues in the network or may
be healed during periodic network optimization. Temporary
issues may include, for example, transient transmitter inter-
ference with AP operation in a specific location (e.g., a leaky

10

15

20

25

30

40

45

50

55

22

microwave, RF test equipment, etc.), movement of metal
objects within the radiation pattern of a Wi-Fi environment,
etc.

As another example, if the poor AP scores for APs 508,
510, and 512 persist for at least a predetermined period of
time (24 hours, for example), NMS may determine that
group 550 represents a true coverage hole. VNA/AI engine
350 may proactively provide one or more notifications
regarding the true coverage hole, the root cause of the true
coverage hole and/or and recommended corrective actions to
be taken by IT personnel to address the true coverage hole.
For example, VNA/AIT engine 350 may proactively provide
notifications including an identification of each of APs 508,
510, and 512 as representing a true coverage hole and
recommended corrective actions to be taken by IT personnel
to address the true coverage hole. As another example,
VNA/AT engine 350 may provide a notification including an
identification of a backhaul switch or identification of a
backhaul router as the root cause of the true coverage hole.
As another example, the recommended actions may include
inspecting the location at the site associated with the iden-
tified APs representing the true coverage hole to determine
whether any objects that may interfere with RF communi-
cations are present at or near that location. As another
example, the recommended actions may include adding an
additional AP or moving existing APs to provide better
coverage within the site. If so, IT personnel or other per-
sonnel at the site 501 may take action to address the issue.

The one or more SLE metrics for each UE in a wireless
network may be periodically determined based on data
received from the UE during a first predetermined time
interval. The first predetermined time interval may be cus-
tomized according to the service level expectations of a site.
For example, when the first predetermined time period is 10
minutes, the one or more SLE metrics for each UE may be
determined once every 10 minutes based on data received
from the UE during that 10 minute time interval.

Example techniques for determination of one or more
SLE metrics for a wireless network are described in U.S.
patent application Ser. No. 16/251,942, filed Jan. 18, 2019,
entitled, “Method for Spatio-Temporal Monitoring,” which
is incorporated by reference herein in its entirety.

The classified SLE metrics are periodically, e.g., based on
a second predetermined time interval, aggregated to an
associated one of the plurality of AP devices on a per-AP
basis. In some examples, each AP is assigned an AP score of,
for example, “good,” “fair,” or “poor” based on the aggre-
gated SLE metrics associated with that AP. In other
examples, each AP is assigned an AP score of “good” or
“poor” based on the aggregated SLE metrics associated with
that AP. The second predetermined time interval may be
customized according to the service level expectations of a
site. The SLE metrics are aggregated to a particular AP
based on whether the UE associated with the SLE metric
was connected to that particular AP during the current
predetermined time interval. For example, when the first
predetermined time interval is 10 minutes and the second
predetermined time interval is one hour, the SLE metrics
associated with an AP may be periodically aggregated to the
AP during a sliding one-hour time window that is updated
every 10 minutes with the most current SLE metrics asso-
ciated with that AP. Each AP is assigned an AP score based
on the classified SLE metrics aggregated over the second
predetermined time period (in this example, over the most
recent one hour time period).

To determine if a group of APs representing a potential
coverage hole is persistent and thus represents a true cov-
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erage hole, NMS 136/300 may monitor the AP scores for
each AP in the group to determine if the poor AP scores
persist for at least a third predetermined time interval. The
third predetermined time interval may be customized
according to the service level expectations of a site. For
example, the third predetermined time interval may be 12
hours, 1 day, 2 days, etc. In such examples, NMS 136/300
may monitor the AP scores for each AP in the group over the
predetermined time period to determine if the poor AP
scores persist during that predetermined time period. If so,
NMS 136/300 may identify the group of APs as representing
a true coverage hole.

FIG. 6 is a flowchart of an example process (600) by
which a computing device, such as NMS 136/300 as shown
in FIG. 1 and/or FIG. 3, respectively, detects insufficient RF
coverage areas in a wireless network, in accordance with one
or more techniques of this disclosure. Although FIG. 6 is
described as being executed out by NMS 136/366, any
computing device or group of computing devices may
execute the functions described herein, and the disclosure is
not limited in this respect.

The computing device receives one or more SLE metrics
for each UE device in a wireless network over a first
predetermined time period (602). For example, NMS 136/
300 may receive one or more SLE metrics for each UE
148A-1 through 148A-N in wireless network 106A every 10
minutes or on some other periodic basis suitable for deter-
mining meaningful SLE metrics in a wireless network. In
some examples, the SLE metrics may include a coverage
metric, an insufficient capacity metric, and/or a roaming
metric. However, any SLE metric or other metric that
measures one or more aspects of wireless network perfor-
mance may be used, and the disclosure is not limited in this
respect.

The computing device classifies each of the one or more
SLE metrics (604). For example, the computing device may
classify each SLE coverage metric based on a comparison of
each SLE metric to a baseline for that SLE metric. The
baseline may be determined based on the SLE metrics
received from all UEs in a wireless network over a fourth
predetermined time interval. In some examples, the fourth
predetermined time interval may be one week or some other
time interval suijtable for establishing a baseline for each
particular SLE metric. For example, for site 106A of FIG. 1,
the baseline may be determined based on the one or more
SLE metrics received from all UEs 148A-1 through 148A-N
during a one week time interval. The baseline may be
adjusted on sliding on a daily, weekly, or on some other
periodic time basis.

For example, to establish the threshold for the RSSI SLE,
the method determines the average RSSI from all of the UEs
in the network according to the following:

Ave RSSI=(Z,_,"(RSSLi))/m

Where

Ave RSSI—the average RSSI in the network

RSSIi—RSSI measured by the i UE

m—the number of UEs in the network

The method then determines the variance of the RSSIs in
the network as follows:

Var RSSI=(X,_,(RSSI- Ave RSSIP)/m

where

Var RSSI—variance of the RSSI

Ave RSSI—the average RSSI in the network
RSSIi—RSSI measured by the i UE
m—the number of UEs in the network.
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In accordance with one example implementation, the
thresholds for determining between a good, fair and poor
RSSI SLE are determined as follows:

RSSI Threshold 1=Ave RSSI-3*SQRoot({Var RSSI)

RSSI Threshold 2=Ave RSSI-2*SQRoot{Var RSSI)

Using the above example thresholds, the SLE score is
considered to be good when the measured RSSI is greater
than threshold 2. It is considered to be fair when the
measured RSSI is between RSSI Threshold 1 and RSSI
threshold 2. The SLE score is considered to be poor when it
is lower than the RSSI Threshold 1.

It shall be understood that this method of determining an
RSSI SLE metric is described for example purposes only,
that other methods and/or equations for determining an RSSI
SLE metric may be used, and that the disclosure is not
limited in this respect.

The classification of each of the one or more SLE metrics
determined based on the comparison to the baseline SLE
metric may be further based on configurable thresholds for
each of the classifications. The configurable thresholds may
be determined based on, for example, service level expec-
tations for the site. For example, the thresholds may be
determined so as to define at least two SLE metric classi-
fications, such as “good” and “poor,” or to define at least
three SLE metric classifications, such as “good,” “fair,” and
“poor.”

The computing device aggregates each of the classified
SLE metrics to an associated one of the plurality of AP
devices on a per-AP basis over a second predetermined time
interval (610). Fach SLE metric is associated with a par-
ticular UE and a particular AP to which it is communicating
(or attempting to communicate) at the time the SLE metric
is determined. For example, NMS 136/300 may aggregate
SLE metrics to each AP 142A-1 through 142A-N in wireless
network 106A during a sliding one-hour time window or on
some other time interval suitable for determining meaning-
ful SLE metrics in a wireless network. The one-hour time
window is updated periodically, e.g., every ten minutes in
this example to include the most recent SLE metric deter-
minations for the AP.

The computing device assigns each AP an AP score based
on the aggregated SLE metrics associated with that AP
(612). The computing device may may take sticky clients
into account (i.e., clients that fail to roam from one AP to
another AP even though their received signal strength is
decreased). In other words, the computing device may detect
SLE metrics associated with sticky clients and eliminate
them from consideration when assigning AP scores.
Example thresholds for determining the AP score are shown
in Table 2:

TABLE 2

Aggregated SLE metrics

(% of clients classified) AP score
>80% good good

50-80% good fair
<50% good poor

NMS 136/300 may assign AP scores (612) based on, for
example, a first example regression model or a second
example regression model as described further below.

The computing devices builds network connectivity graph
indicative of network connectivity between the APs at the
site (614). In some examples, this may also include gener-
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ating, for display on a user computing device, a site map
including a location of each AP at the site and the AP score
for each AP at the site (614). The site map may also include,
for each AP at the site, a number of UEs connected to that
AP for the time period during which the AP score was
determined.

In one example, the computing device groups APs as
representing a potential coverage hole by identifying a first
AP having a poor AP score and having at least one neighbor
also having a poor AP score (616). For example, in the site
map 560 of FIG. 5, the computing device may analyze the
APs having a poor AP score (e.g., each of APs 502, 504, 514,
516, 518, 508, 510, and 512) to determine whether any of
them have at least one neighbor (as determined by reference
to the network connectivity graph) that also has a poor AP
score.

In this example, APs 508, 510 and 512 form a first group
representing a first potential coverage hole and APs 514, 516
and 518 form a second group representing a second potential
coverage hole. As described above, for this example, APs
502 and 504 do not form a group representing a potential
coverage hole.

In some examples, for each group of APs that represents
a potential coverage hole, the computing device attempts to
address the potential coverage hole by modifying (e.g.,
increasing) the transmission power of one or more APs in the
group in order to improve the AP scores of one or more APs
in the group (622). In this example, the computing device
need not necessarily execute step (618) if the corrective
action addresses the potential coverage hole. In this way,
NMS 136/300 automatically corrects the potential coverage
hole, thus automatically improving the underlying SLE
metrics and also automatically improving the user experi-
ence.

In another example, in addition or alternatively, the com-
puting device determines whether a root cause of the poor
AP score(s) for one or more of the APs in a group can be
automatically resolved (618). For example, VHA/AI engine
350 of NMS 300 (or NMS 136) may use root cause analysis
module 370 to identify the root cause of the poor AP score
for one or more of the APs in the group and/or any potential
corrective actions that may be taken to automatically resolve
the root cause. In some examples, root cause analysis
module 370 utilizes artificial intelligence-based techniques
1o help identify the root cause of any poor SLE metric(s) that
form the basis of the poor AP score and/or any potential
corrective actions that may be taken to automatically resolve
the root cause.

Example techniques for determining a root cause of
undesirable or abnormal conditions and potential corrective
actions in a wireless network are described in U.S. applica-
tion Ser. No. 14/788,489, filed Jun. 30, 2015, and entitled
“Monitoring Wireless Access Point Events,” U.S. applica-
tion Ser. No. 16/835,757, filed Mar. 31, 2020, and entitled
“Network System Fault Resolution Using a Machine Learn-
ing Model,” U.S. application Ser. No. 16/279,243 filed Feb.
19, 2019, and entitled “Systems and Methods for a Virtual
Network Assistant,” U.S. application Ser. No. 16/237,677,
filed Dec. 31, 2018, and entitled “Methods and Apparatus for
Facilitating Fault Detection and/or Predictive Fault Detec-
tion,” U.S. application Ser. No. 16/251,942, filed Jan. 18,
2019, and entitled “Method for Spatio-Temporal Modeling,”
and U.S. application Ser. No. 16/296,902, filed Mar. 8, 2019,
and entitled “Method for Conveying AP Error Codes Over
BLE Advertisements,” all of which are incorporated by
reference herein in their entirety.
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If the root cause of the poor AP score may be automati-
cally resolved (YES branch of 620), the computing device
automatically invokes one or more corrective actions to
correct the root cause of the poor AP score for one or more
APs in the group in order to improve the AP scores of one
or more APs in the group (622). If the root cause of the poor
AP score is automatically resolved (YES branch of 620), the
computing device determines that the group of APs does not
represent a true coverage hole (632).

If the root cause of the poor AP score may not be
automatically resolved (NO branch of 620), the computing
device monitors the group of APs representing the potential
coverage hole to determine whether the potential coverage
hole persists for a fourth predetermined period of time (624).
If the potential coverage hole is not persistent (NO branch of
626), the computing device determines that the group of APs
representing the potential coverage hole do not represent a
true coverage hole. If the potential coverage hole is persis-
tent (YES branch of 626), the computing device determines
that the group of APs representing the potential coverage
hole represent a true coverage hole (630). The computing
device may proactively provide one or more notifications
regarding the true coverage hole, the root cause of the true
coverage hole and/or and recommended corrective actions to
be taken by IT personnel to address the true coverage hole
(630).

FIG. 10 is a graph of an example decay function showing
persistence of potential coverages holes over time (in days).
In general, the percentage of potential coverages holes that
persist drops over time. In this example, the percentage of
potential coverages holes that were detected on day O
(100%) dropped to about 45% at day 5, and to about 20% at
day 15.

The example process (600) may be repeated each time the
AP score is updated (e.g., every 10 minutes for the current
one hour sliding window).

The techniques of this disclosure provide one or more
advantages. For example, the techniques provide for auto-
matic identification of a true coverage hole at a site. Rather
than conducting a site survey or a manual testing of each AP
and monitoring of wireless signal strength to identify poten-
tial coverage holes, the techniques of the disclosure replace
manual troubleshooting tasks with automated wireless
operations. This may help to minimize costs while maxi-
mizing Wi-Fi performance and reliability. As another advan-
tage, the techniques of the disclosure automatically deter-
mine whether the root cause of a potential coverage hole
may be automatically resolved, thus eliminating the need for
manual intervention and proactively optimizing wireless
network performance. The techniques of the disclosure
identify a group of specific APs that represent a true cov-
erage hole and automatically generate recommended cor-
rective actions that may be taken by IT personnel to resolve
the root cause. This further saves time and effort by IT
personnel by pinpointing which APs need to be addressed
and the specific remedial action(s) to be taken. In addition,
by automatically addressing potential coverage holes and
identifying true coverage holes, the techniques of the present
disclosure may result in a higher quality user experience as
measured by one or more SLE metrics.

In some examples, NMS 136 may classify SLE metrics
(604) based on the following (shown with respect to an SLE
coverage metric):
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In some examples, NMS 136 may assign AP scores (612)
based on a first example regression model:

1
S(x, x0) = Toa

APcore =
Co(1 = SLE gyerage) + C1.S (eiiens> 3) + CoS(utilization, 10) + C3S(ngiens, 3) +
C4S(SLEgeviation, 3) + CsS(Neoverages 3) + CoS (srickyiciient, 3)
neighbor

APE e = APy seore + Z RSST; AP j score
J

In other examples, NMS 136 may assign AP scores (612)
based on a second example regression model:

Zy=(1+ SLEczwerage) « N, coverage
Zy = SLE yeviarion-1o-busetine * Neoverage

Zy = (Nimpncmd—-c/iems + UtilizatioNpormatized) * PacketSerorrae

Sigmod (x, xg, @) = m—
gmod (x, %o I

AP, = Z’l (Cy#sigmoid (Z, Zio, @)

FIGS. 7A and 7B are graphs based on example data
illustrating distributions of AP scores corresponding to the
first example regression model (FIG. 7A) and the second
example regression model (FIG. 7B).

FIG. 8 is a scatter plot based on example data showing a
number of SLE coverage metric anomalies detected in 24
hours vs. the average SLE coverage metric over the same 24
hour period. In general, when the average SLE coverage
metric was lower (indicating relatively poorer coverage), the
number of detected anomalies in the SLE coverage metric
was higher.

FIG. 9 is a graph showing a comparison of example AP
scores determined using the second example regression
model (y-axis) versus example AP scores determined using
the first example regression model (x-axis).

In some examples, NMS 136/300 may determine one or
more additional metrics indicative of the impact of a true
coverage hole on a wireless network at a site. In some
examples, one or more of the additional metrics may be
indicative of the impact of an AP having insufficient capacity
on a wireless network at a site. For example, NMS 136/300
may determine a weighted client impact score based on a
number of clients associated with each AP that is a member
of a true coverage hole and/or AP having insufficient capac-
ity, an AP channel utilization of each of those APs, and/or
error rate(s) experienced by the clients associated with each
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AP. The weighted client impact score takes into account both
the number of clients that each NP is currently associated
with and also the number of network packets that are being
transmitted/received by each AP from those clients. In this
way, the weighted client impact score is reflective of a
sitnation in which an AP is communicating with a large
number of clients, an AP is communicating with one or more
clients transmitting or receiving a large number of packets
per unit time, or both. These score(s) may be reported to the
customer and/or IT personnel to help gain insight into the
relative impact of detected true coverage holes or AP having
insufficient capacity, the root cause of the true coverage hole
or AP having insufficient capacity, and/or remedial actions
that may be taken to address the root cause of the true
coverage hole or AP having insufficient capacity.

For example, NMS 136/300 may determine a weighted
client impact score as follows:

weighted client impact=(num clients/5.0+util
ap/5.0)*(2.0%error rate*util ap/100+1.0),

where

num clients—the number of client devices associated with
an AP that is a member of a true coverage hole (or
having insufficient capacity),

util ap-—the channel utilization of the AP, or the number

of frames transmitted/received by the AP per unit time,
either to/from other APs or to/from clients associated
with the AP,

error rate—the error rate experienced by each client

associated with the AP.

Deweight num client error rate

client=20, util ap=5%

util ap=5, error rate=50%

NMS 136/300 may also detect and/or report one or more
client symptoms or anomalies for those clients associated
with true coverage holes or an AP with insufficient capacity.
For example, NMS 136/300 may detect and report that one
or more clients are receiving a weak signal from an AP (e.g.,
detection of a true coverage hole). NMS 136/300 may
further detect and report uplink asymmetry (e.g., detect that
a client device(s) receives a good signal (e.g., above a first
predetermined threshold) from an associated AP, but the AP
does not receive a good signal (e.g., above a second prede-
termined threshold) from the client device. The first and
second thresholds may be the same or they may be different.
In the case of uplink asymmetry, NMS 136/300 may gen-
erate a notification indicative that something in the environ-
ment is blocking RF signal, and/or including a recommen-
dation that IT personnel check the environment to correct the
detected issue.

The techniques described herein may be implemented
using software, hardware and/or a combination of software
and hardware. Various examples are directed to apparatus,
e.g., mobile nodes, mobile wireless terminals, base stations,
e.g., access points, communications system. Various
examples are also directed to methods, e.g., method of
controlling and/or operating a communications device, e.g.,
wireless terminals (UEs), base stations, control nodes,
access points and/or communications systems. Various
examples are also directed to non-transitory machine, e.g.,
computer, readable medium, e.g., ROM, RAM, CDs, hard
discs, etc., which include machine readable instructions for
controlling a machine to implement one or more steps of a
method.

It is understood that the specific order or hierarchy of
steps in the processes disclosed is an example of example
approaches. Based upon design preferences, it is understood

PATENT

REEL: 066620 FRAME: 0631



DocuSign Envelope ID: F402E7D6-C3BD-4C44-A31B-36C3A1948E47

US 11,843,957 B2

29

that the specific order or hierarchy of steps in the processes
may be rearranged while remaining within the scope of the
present disclosure. The accompanying method claims pres-
ent elements of the various steps in a sample order and are
not meant to be limited to the specific order or hierarchy
presented.

In various examples devices and nodes described herein
are implemented using one or more modules to perform the
steps corresponding to one or more methods, for example,
signal generation, fransmitting, processing, and/or receiving
steps. Thus, in some examples various features are imple-
mented using modules. Such modules may be implemented
using software, hardware or a combination of software and
hardware. In some examples each module is implemented as
an individual circuit with the device or system including a
separate circuit for implementing the function correspond-
ing to each described module. Many of the above described
methods or method steps can be implemented using machine
executable instructions, such as software, included in a
machine readable medium such as a memory device, e.g.,
RAM, floppy disk, etc. to control a machine, e.g., general
purpose computer with or without additional hardware, to
implement all or portions of the above described methods,
e.g., in one or more nodes. Accordingly, among other things,
various examples are directed to a machine-readable
medium e.g., a non-transitory computer readable medium,
including machine executable instructions for causing a
machine, e.g., processor and associated hardware, to per-
form one or more of the steps of the above-described

method(s). Some examples are directed to a device includ- 3

ing a processor configured to implement one, multiple, or all
of the steps of one or more methods of the one example
aspect.

In some examples, the processor or processors, e.g.,

CPUs, of one or more devices, e.g., communications devices 3

such as wireless terminals (UEs), and/or access nodes, are
configured to perform the steps of the methods described as
being performed by the devices. The configuration of the
processor may be achieved by using one or more modules,
e.g., software modules, to control processor configuration
and/or by including hardware in the processor, e.g., hard-
ware modules, to perform the recited steps and/or control
processor configuration. Accordingly, some but not all
examples are directed to a communications device, e.g., user
equipment, with a processor which includes a module cor-
responding to each of the steps of the various described
methods performed by the device in which the processor is
included. In some but not all examples a communications
device includes a module corresponding to each of the steps
of the various described methods performed by the device in
which the processor is included. The modules may be
implemented purely in hardware, e.g., as circuits, or may be
implemented using software and/or hardware or a combi-
nation of software and hardware.

Some examples are directed to a computer program
product comprising a computer-readable medium compris-
ing code for causing a computer, or multiple computers, to
implement various functions, steps, acts and/or operations,
e.g. one or more steps described above. In some examples,
the computer program product can, and sometimes does,
include different code for each step to be performed. Thus,
the computer program product may, and sometimes does,
include code for each individual step of a method, e.g., a
method of operating a communications device, e.g., a wire-
less terminal or node. The code may be in the form of
machine, e.g., computer, executable instructions stored on a
computer-readable medium such as a2 RAM (Random
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Access Memory), ROM (Read Only Memory) or other type
of' storage device. In addition to being directed to a computer
program product, some examples are directed to a processor
configured to implement one or more of the various func-
tions, steps, acts and/or operations of one or more methods
described above. Accordingly, some examples are directed
to a processor, e.g., CPU, graphical processing unit (GPU),
digital signal processing (DSP) unit, etc., configured to
implement some or all of the steps of the methods described
herein. The processor may be for use in. e.g., a communi-
cations device or other device described in the present
application.

Numerous additional variations on the methods and appa-
ratus of the various examples described above will be
apparent to those skilled in the art in view of the above
description. Such variations are to be considered within the
scope of this disclosure. The methods and apparatus may be,
and in various examples are, used with BLE, LTE, CDMA,
orthogonal frequency division multiplexing (OFDM), and/
or various other types of communications techniques which
may be used to provide wireless communications links
between access nodes and mobile nodes. In some examples
the access nodes are implemented as base stations which
establish communications links with user equipment
devices, e.g., mobile nodes, using OFDM and/or CDMA. In
various examples the mobile nodes are implemented as
notebook computers, personal data assistants (PDAs), or
other portable devices including receiver/transmitter circuits
and logic and/or routines, for implementing the methods.

In the detailed description, numerous specific details are
set forth in order to provide a thorough understanding of
some examples. However, it will be understood by persons
of ordinary skill in the art that some examples may be
practiced without these specific details. In other instances,
well-known methods, procedures, components, units and/or
circuits have not been described in detail so as not to obscure
the discussion.

Some examples may be used in conjunction with various
devices and systemms, for example, a User Equipment (UE),
a Mobile Device (MD), a wireless station (STA), a wireless
terminal (WT), a Personal Computer (PC), a desktop com-
puter, a mobile computer, a laptop computer, a notebook
computer, a tablet computer, a server computer, a handheld
computer, a handheld device, a Personal Digital Assistant
(PDA) device, a handheld PDA device, an on-board device,
an off-board device, a hybrid device, a vehicular device, a
non-vehicular device, a mobile or portable device, a con-
sumer device, a non-mobile or non-portable device, a wire-
less communication station, a wireless communication
device, a wireless Access Point (AP), a wired or wireless
router, a wired or wireless modem, a video device, an audio
device, an audio-video (A/V) device, a wired or wireless
network, a wireless area network, a Wireless Video Area
Network (WVAN), a Local Area Network (LAN), a Wireless
LAN (WLAN), a Personal Area Network (PAN), a Wireless
PAN (WPAN), and the like.

Some examples may be used in conjunction with devices
and/or networks operating in accordance with existing Wire-
less-Gigabit-Alliance (WGA) specifications {Wireless Giga-
bit Alliance, Inc. WiGig MAC and PHY Specification Ver-
sion 1.1, April 2011, Final specification) and/or future
versions and/or derivatives thereof, devices and/or networks
operating in accordance with existing IEEE 802.11 stan-
dards (IEEE 802.11-2012, IEEE Standard for Information
technology— Telecommunications and information
exchange between systems Local and metropolitan area
networks—Specific requirements Part 11: Wireless LAN
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Medium Access Control (MAC) and Physical Layer (PHY)
Specifications, Mar. 29, 2012; IEEE802.11 ac-2013 (“IEEE
P802.11 ac-2013, IEEE Standard for Information Technol-
ogy—Telecommunications and Information Exchange
Between Systems—Local and Metropolitan Area Net-
works—Specific Requirements—Part 11: Wireless LAN
Medium Access Control (MAC) and Physical Layer (PHY)
Specifications—Amendment 4: Enhancements for Very
High Throughput for Operation in Bands below 6 GHz”,
December, 2013); IEEE 802.11ad (“IEEE P802.11ad-2012,
IEEE Standard for Information Technology—Telecommu-
nications and Information Exchange Between Systems—
Local and Metropolitan Area Networks—Specific Require-
ments—Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications—Amend-
ment 3: Enhancements for Very High Throughput in the 60
GHz Band”, 28 Dec. 2012); IEEE-802.11REVmc (“IEEE
802.11-REVmc™/D3.0, June 2014 draft standard for Infor-
mation technology—Telecommunications and information
exchange between systems Local and metropolitan area
networks Specific requirements; Part 11: Wireless LAN
Medium Access Control (MAC) and Physical Layer (PHY)
Specification”); IEEE802.11-ay (P802.1 lay Standard for
Information Technology—Telecommunications and Infor-
mation Exchange Between Systems [ocal and Metropolitan
Area Networks—Specific Requirements Part 11: Wireless
LAN Medium Access Control (MAC) and Physical Layer
(PHY) Specifications—Amendment: Enhanced Throughput
for Operation in License-Exempt Bands Above 45 GHz)),
TEEE 802.11-2016 and/or future versions and/or derivatives
thereof, devices and/or networks operating in accordance
with existing Wireless Fidelity (Wi-Fi) Alliance (WFA)
Peer-to-Peer (P2P) specifications (Wi-Fi P2P technical
specification, version 1.5, August 2014) and/or future ver-
sions and/or derivatives thereof, devices and/or networks
operating in accordance with existing cellular specifications
and/or protocols, e.g., 3rd Generation Partnership Project
(3GPP), 3GPP Long Term Evolution (LTE) and/or future
versions and/or derivatives thereof, units and/or devices
which are part of the above networks, or operate using any
one or more of the above protocols, and the like.

Some examples may be used in conjunction with one way
and/or two-way radio communication systems, cellular
radio-telephone communication systems, a mobile phone, a
cellular telephone, a wireless telephone, a Personal Com-
munication Systems (PCS) device, a PDA device which
incorporates a wireless communication device, a mobile or
portable Global Positioning System (GPS) device, a device
which incorporates a GPS receiver or transceiver or chip, a
device which incorporates an RFID element or chip, a
Multiple Input Multiple Output (MIMO) transceiver or
device, a Single Input Multiple Output (SIMO) transceiver
or device, a Multiple Input Single Output (MISO) trans-
ceiver or device, a device having one or more internal
antennas and/or external antennas, Digital Video Broadcast
{(DVBj} devices or systems, multi-standard radio devices or
systems, a wired or wireless handheld device, e.g., a Smart-
phone, a Wireless Application Protocol (WAP) device, or the
like.

Some examples may be used in conjunction with one or
more types of wireless communication signals and/or sys-
tems, for example, Radio Frequency (RF), Infra-Red (IR),
Frequency-Division Multiplexing (FDM), Orthogonal FDM
(OFDM), Orthogonal Frequency-Division Multiple Access
(OFDMA), FDM Time-Division Multiplexing (TDM),
Time-Division Multiple Access (TDMA), Multi-User
MIMO (MU-MIMO), Spatial Division Multiple Access
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(SDMA), Extended TDMA (E-TDMA), General Packet
Radio Service (GPRS), extended GPRS, Code-Division
Multiple Access (CDMA), Wideband CDMA (WCDMA),
CDMA 2000, single-carrier CDMA, multi-carrier CDMA,
Multi-Carrier Modulation (MDM), Discrete Multi-Tone
(DMT), Bluetooth, Global Positioning System (GPS), Wi-
Fi, Wi-Max, ZigBeem, Ultra-Wideband (UWB), Global
System for Mobile communication (GSM), 2G, 2.5G, 3G,
3.5G, 4G, Fifth Generation (5G), or Sixth Generation (6G)
mobile networks, 3GPP, Long Term Evolution (LTE), LTE
advanced, Enhanced Data rates for GSM Evolution (EDGE),
or the like. Other examples may be used in various other
devices, systems and/or networks.

Some demonstrative examples may be used in conjunc-
tion with a WLAN (Wireless Local Area Network), e.g., a
Wi-Fi network. Other examples may be used in conjunction
with any other suitable wireless communication network, for
example, a wireless area network, a “piconet”, a WPAN, a
WVAN, and the like.

Some examples may be used in conjunction with a
wireless communication network communicating over a
frequency band of 2.4 Ghz, 5 GHz and/or 60 GHz. However,
other examples may be implemented utilizing any other
suitable wireless communication frequency band(s), for
example, an Extremely High Frequency (EHF) band (the
millimeter wave (mmWave) frequency band), e.g., a fre-
quency band within the frequency band of between 20 GhH
and 300 GHz, a WLAN frequency band, a WPAN frequency
band, a frequency band according to the WGA specification,
and the like.

While the above provides just some simple examples of
the various device configurations, it is to be appreciated that
numerous variations and permutations are possible. More-
over, the technology is not limited to any specific channels,
but is generally applicable to any frequency range(s)/chan-
nel(s). Moreover, and as discussed, the technology may be
useful in the unlicensed spectrum.

Although examples are not limited in this regard, discus-
sions utilizing terms such as, for example, “processing,”
“computing,” “calculating,” “determining,” “establishing”,
“analyzing”, “checking”, or the like, may refer to
operation(s) and/or process(es) of a computer, a computing
platform, a computing system, a communication system or
subsystem, or other electronic computing device, that
manpipulate and/or transform data represented as physical
(e.g., electronic) quantities within the computer’s registers
and/or memories into other data similarly represented as
physical quantities within the computer’s registers and/or
memories or other information storage medium that may
store instructions to perform operations and/or processes.

Although examples are not limited in this regard, the
terms “plurality” and “a plurality” as used herein may
include, for example, “multiple” or “two or more.” The
terms “plurality” or “a plurality” may be used throughout the
specification to describe two or more components, devices,
elements, units, parameters, circuits, or the like. For
example, “a plurality of stations” may include two or more
stations.

It may be advantageous to set forth definitions of certain
words and phrases used throughout this document: the terms
“include” and “comprise,” as well as derivatives thereof,
mean inclusion without limitation; the term “or,” is inclu-
sive, meaning and/or; the phrases “associated with” and
“associated therewith,” as well as derivatives thereof, may
mean to include, be included within, interconnect with,
interconnected with, contain, be contained within, connect
to or with, couple to or with, be communicable with,
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cooperate with, interleave, juxtapose, be proximate to, be
bound to or with, have, have a property of, or the like; and
the term “controller” means any device, system or part
thereof that controls at least one operation, such a device
may be implemented in hardware, circuitry, firmware or
software, or some combination of at least two of the same.
It should be noted that the functionality associated with any
particular controller may be centralized or distributed,
whether locally or remotely. Definitions for certain words
and phrases are provided throughout this document and
those of ordinary skill in the art should understand that in
many, if not most instances, such definitions apply to prior,
as well as future uses of such defined words and phrases.

The examples have been described in relation to commu-
nications systems, as well as protocols, techniques, means
and methods for performing communications, such as in a
wireless network, or in general in any communications
network operating using any communications protocol(s).
Examples of such are home or access networks, wireless
home networks, wireless corporate networks, and the like. It
should be appreciated however that in general, the systems,
methods and techniques disclosed herein will work equally
well for other types of communications environments, net-
works and/or protocols.

For purposes of explanation, numerous details are set
forth in order to provide a thorough understanding of the
present techniques. It should be appreciated however that
the present disclosure may be practiced in a variety of ways
beyond the specific details set forth herein. Furthermore,
while the examples illustrated herein show various compo-
nents of the system collocated, it is to be appreciated that the
various components of the system can be located at distant
portions of a distributed network, such as a communications
network, node, within a Domain Master, and/or the Internet,

or within a dedicated secured, unsecured, and/or encrypted 3

system and/or within a network operation or management
device that is located inside or outside the network. As an
example, a Domain Master can also be used to refer to any
device, system or module that manages and/or configures or
communicates with any one or more aspects of the network
or communications environment and/or transceiver(s) and/
or stations and/or access point(s) described herein.

Thus, it should be appreciated that the components of the
system can be combined into one or more devices, or split
between devices, such as a transceiver, an access point, a
station, a Domain Master, a network operation or manage-
ment device, a node or collocated on a particular node of a
distributed network, such as a communications network. As
will be appreciated from the following description, and for
reasons of computational efficiency, the components of the
system can be arranged at any location within a distributed
network without affecting the operation thereof. For
example, the various components can be located in a
Domain Master, a node, a domain management device, such
as a MIB, a network operation or management device, a
transceiver(s), a station, an access point(s), or some combi-
nation thereof. Similarly, one or more of the functional
portions of the system could be distributed between a
transceiver and an associated computing device/system.

Furthermore, it should be appreciated that the various
links, including any communications channel(s)/elements/
lines connecting the elements, can be wired or wireless links
or any combination thereof, or any other known or later
developed element(s) capable of supplying and/or commu-
nicating data to and from the connected elements. The term
module as used herein can refer to any known or later
developed hardware, circuitry, software, firmware, or com-
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bination thereof, that is capable of performing the function-
ality associated with that element. The terms determine,
calculate, and compute and variations thereof, as used herein
are used interchangeable and include any type of method-
ology, process, technique, mathematical operational or pro-
tocol.

Moreover, while some of the examples described herein
are directed toward a transmitter portion of a transceiver
performing certain functions, or a receiver portion of a
transceiver performing certain functions, this disclosure is
intended to include corresponding and complementary
transmitter-side or receiver-side functionality, respectively,
in both the same transceiver and/or another transceiver(s),
and vice versa.

The examples are described in relation to enhanced com-
munications. However, it should be appreciated, that in
general, the systems and methods herein will work equally
well for any type of communication system in any environ-
ment utilizing any one or more protocols including wired
communications, wireless communications, powerline com-
munications, coaxial cable communications, fiber optic
communications, and the like.

The example systems and methods are described in rela-
tion to IEEE 802.11 and/or Bluetooth® and/or Bluetooth®
Low Energy transceivers and associated communication
hardware, software and communication channels. However,
to avoid unnecessarily obscuring the present disclosure, the
following description omits well-known structures and
devices that may be shown in block diagram form or
otherwise summarized.

While the above-described flowcharts have been dis-
cussed in relation to a particular sequence of events, it
should be appreciated that changes to this sequence can
occur without materially effecting the operation of the
example(s). Additionally, the example techniques illustrated
herein are not limited to the specifically illustrated examples
but can also be utilized with the other examples and each
described feature is individually and separately claimable.

The above-described system can be implemented on a
wireless telecommunications device(s)/systerm, such an
IEEE 802.11 transceiver, or the like. Examples of wireless
protocols that can be used with this technology include IEEE
802.11a, IEEE 802.11b, IEEE 802.11g, IEEE 802.11n, IEEE
802.11ac, IEEE 802.11ad, IEEE 802.11af, IEEE 802.11ah,
IEEE 802.11ai, IEEE 802.11aj, IEEE 802.1laq, IEEE
802.11ax, Wi-Fi, LTE, 4G, Bluetooth®, WirelessHD,
WiGig, WiGi, 3GPP, Wireless LAN, WiMAX, DensiFi SIG,
Unifi SIG, 3GPP LAA (licensed-assisted access), and the
like.

Additionally, the systems, methods and protocols can be
implemented to improve one or more of a special purpose
computer, a programmed microprocessor or microcontroller
and peripheral integrated circuit element(s), an ASIC or
other integrated circuit, a digital signal processor, a hard-
wired electronic or logic circuit such as discrete element
circuit, a programmable logic device such as PLD, PLA,
FPGA, PAL, a modem, a transmitter/receiver, any compa-
rable means, or the like. In general, any device capable of
implementing a state machine that is in turn capable of
implementing the methodology illustrated herein can benefit
from the various communication methods, protocols and
techniques according to the disclosure provided herein.

Examples of the processors as described herein may
include, but are not limited to, at least one of Qualcomm®
Snapdragon® 800 and 801, Qualcomm® Snapdragon® 610
and 615 with 4G LTE Integration and 64-bit computing,
Apple® A7 processor with 64-bit architecture, Apple® M7
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maotion coprocessors, Samsung® Exynos® series, the Intel®
Core™ family of processors, the Intel® Xeon® family of
processors, the Intel® Atom™ family of processors, the
Intel Itanium® family of processors, Intel® Core®
15-4670K and i17-4770K 22 nm Haswell, Intel® Core®
i5-3570K 22 nm lvy Bridge, the AMD® FX™ family of
processors, AMD® FX-4300, FX-6300, and FX-8350 32 nm
Vishera, AMD® Kaveri processors, Texas Instruments®
Jacinto C6000™ automotive infotainment processors, Texas
Instruments® OMAP™ automotive-grade mobile proces-
sors, ARM® Cortex™-M processors, ARM® Cortex-A and
ARMO26EJ-S™  processors, Broadcom®  AirForce
BCM4704/BCM4703 wireless networking processors, the
AR7100 Wireless Network Processing Unit, other industry-
equivalent processors, and may perform computational
functions using any known or future-developed standard,
instruction set, libraries, and/or architecture.

Furthermore, the disclosed methods may be readily
implemented in software using object or object-oriented
software development environments that provide portable
source code that can be used on a variety of computer or
workstation platforms. Alternatively, the disclosed system
may be implemented partially or fully in hardware using
standard logic circuits or VLSI design. Whether software or
hardware is used to implement the systems in accordance
with the examples is dependent on the speed and/or effi-
ciency requirements of the system, the particular function,
and the particular software or hardware systems or micro-
processor or microcomputer systems being utilized. The

communication systems, methods and protocols illustrated 3

herein can be readily implemented in hardware and/or
software using any known or later developed systems or
structures, devices and/or software by those of ordinary skill
in the applicable art from the functional description provided

herein and with a general basic knowledge of the computer 33

and telecommunications arts.

Moreover, the disclosed techniques may be readily imple-
mented in software and/or firmware that can be stored on a
storage medium to improve the performance of a pro-
grammed general-purpose computer with the cooperation of
a controller and memory, a special purpose computer, a
microprocessor, or the like. In these instances, the systems
and methods can be implemented as program embedded on
personal computer such as an applet, JAVA® or CGI script,
as a resource residing on a server or computer workstation,
as a routine embedded in a dedicated communication system
or system component, or the like. The system can also be
implemented by physically incorporating the system and/or
method into a software and/or hardware system, such as the
hardware and software systems of a communications trans-
ceiver.

It is therefore apparent that there have at least been
provided systems and methods for enhancing and improving
conversational user interface. Many alternatives, modifica-
tions and variations would be or are apparent to those of
ordinary skill in the applicable arts. Accordingly, this dis-
closure is intended to embrace all such alternatives, modi-
fications, equivalents and variations that are within the spirit
and scope of this disclosure.

What is claimed is:

1. A method comprising:

aggregating, by a network management system (NMS)

that manages a plurality of access point (AP) devices in
a wireless network, each service level experience
(SLE) metric of a plurality of SLE metrics associated
with the wireless network to an associated AP device of
the plurality of AP devices in the wireless network;
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assigning, by the NMS, an AP score from a plurality of AP
scores to each AP device of the plurality of AP devices
based on the associated aggregated SLE metrics, the
plurality of AP scores comprising at least a first AP
score and a second AP score, the first AP score rela-
tively lower than the second AP score;
grouping, by the NMS, at least two AP devices of the
plurality of AP devices assigned the first AP score into
a group;

identifying, by the NMS and based on the group of the at
least two AP devices, an area in the wireless network
that represents a potential coverage hole in the wireless
network that cannot be automatically resolved; and

determining, by the NMS and based on determining
whether a root cause of the first AP score assigned to at
least one AP device of the group of the at least two AP
devices is automatically resolved, whether the area in
the wireless network represents a true coverage hole in
the wireless network that cannot be automatically
resolved.

2. The method of claim 1, wherein grouping the at least
two AP devices of the plurality of AP devices into the group
further comprises:

for each AP device of the group of the at least two AP

devices assigned the first AP score, identifying a first
AP device having at least one neighboring AP device
that was assigned the first AP score.

3. The method of claim 1, further comprising:

periodically updating, based on a first predetermined time

period, the AP score assigned to each AP device of the
plurality of AP devices;

monitoring, for at least one AP device of the group of the

at least two AP devices, the updated AP score assigned
to each AP device of the group of the at least two AP
devices during a second predetermined time period that
is relatively longer than the first predetermined time
period; and

determining, when the updated AP score assigned to the

at least one AP device of the group of the at least two
AP devices does not satisfy a threshold for the first AP
score during the second predetermined time period, that
the area in the wireless network does not represent the
true coverage hole in the wireless network.

4. The method of claim 1,

wherein determining whether the area in the wireless

network represents the true coverage hole in the wire-
less network comprises:

determining, based on determining that the root cause of

the first AP score assigned to each AP device of the
group of the at least two AP devices is automatically
resolved, that the area in the wireless network does not
represent the true coverage hole in the wireless net-
work.

5. The method of claim 4, further comprising:

automatically initiating a corrective action to resolve the

root cause of the first AP score assigned to the at least
one AP device of the group of the at least two AP
devices.

6. The method of claim 1,

wherein determining whether the area in the wireless

network represents the true coverage hole in the wire-
less network comprises:

determining, by the NMS and based on determining that

the root cause of the first AP score assigned to each AP
device of the group of the at least two AP devices
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cannot be automatically resolved, that the area in the
wireless network represents the true coverage hole in
the wireless network.

7. The method of claim 6, further comprising:

generating, by the NMS, a notification regarding the area

in the wireless network representing the true coverage
hole in the wireless network, the root cause of the first
AP score, and one or more recommended corrective
actions.

8. The method of claim 1, further comprising:

classifying, by the NMS, each SLE metric of the plurality

of SLE metrics based on a comparison of each SLE
metric to a corresponding baseline SLE metric.

9. The method of claim 1, wherein the plurality of SLE
metrics includes a coverage metric based on a received
signal strength identifier (RSSI) associated with a user
equipment device.

10. The method of claim 1, wherein the plurality of SLE
metrics includes one or more of a capacity metric indicative
of a capacity of user equipment devices and a roaming
metric indicative of a percentage of successful roams
between two AP devices of the plurality of AP devices for
user equipment devices that are within a specified target
time.

11. The method of claim 1, further comprising:

building, by the NMS, a network connectivity graph for

the wireless network including a location associated
with each AP device of the plurality of AP devices, a list

of neighboring AP devices for each AP device of the 3

plurality of AP devices, and the AP score for each AP
device of the plurality of AP devices.
12. The method of claim 1, further comprising:
generating, by the NMS and for display on a computing

device, a site map of the wireless network, the site map 3

indicative of a location associated with each AP device
of the plurality of AP devices and the AP score assigned
to each AP device of the plurality of AP devices.
13. The method of claim 12, wherein the network con-
nectivity graph further includes a number of user equipment
devices connected to each AP device of the plurality of AP
devices.
14. The method of claim 1, further comprising aggregat-
ing the plurality of SLE metrics to the associated AP device
over a predetermined time interval.
15. A network management device that manages a plu-
rality of access point (AP) devices in a wireless network,
comprising:
a memory; and
one or more processors operably coupled to the memory,
wherein the one or more processors are configured to:

aggregate each service level expectation (SLE) metric of
a plurality of SLE metrics associated with the wireless
network to an AP device of the plurality of AP devices
in the wireless network;
assign an AP score from a plurality of AP scores to each
AP device of the plurality of AP devices based on the
aggregated SLE metrics, the plurality of AP scores
comprising at least a first AP score and a second AP
score, the first AP score relatively lower than the second
AP score;

group at least two AP devices of the plurality of AP
devices assigned the first AP score into a group;

identify, based on the group of the at least two AP devices,
an area in the wireless network that represents a poten-
tial coverage hole in the wireless network that cannot
be automatically resolved; and
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determine, based on determining whether a root cause of
the first AP score assigned to at least one AP device of
the group of the at least two AP devices is automatically
resolved, whether the area in the wireless network
represents a true coverage hole in the wireless network
that cannot be automatically resolved.

16. The network management device of claim 15, wherein
to group the at least two AP devices of the plurality of AP
devices into the group, the one or more processors are
further configured to:

for each AP device of the plurality of AP devices assigned

the first AP score, identify a first AP device having at
least one neighboring AP device that was assigned the
first AP score.

17. The network management device of claim 15, wherein
the one or more processors are further configured to:

periodically update, based on a first predetermined time

period, the AP score assigned to each AP device of the
plurality of AP devices;

meonitor, for at least one AP device of the group of the at

least two AP devices, the updated AP score assigned to
each AP device of the group of the at least two AP
devices during a second predetermined time period that
is relatively longer than the first predetermined time
period; and

determine, when the updated AP score assigned to the at

least one AP device of the group of the at least two AP
devices does not satisfy a threshold score for the first
AP score during the second predetermined time period,
that the area in the wireless network does not represent
the true coverage hole in the wireless network.

18. The network management device of claim 15, wherein
to determine whether the area in the wireless network
represents the true coverage hole in the wireless network, the
one or more processors are further configured to:

determine, based on determining that the root cause of the

first AP score assigned to at least one AP device of the
group of the at least two AP devices is automatically
resolved, that the area in the wireless network does not
represent the true coverage hole in the wireless net-
work.

19. The network management device of claim 18, wherein
the one or more processors are further configured to:

automatically initiate a corrective action to resolve the

root cause of the first AP score assigned to the at least
one AP device of the group of the at least two AP
devices.

29. The network management device of claim 15, wherein
to determine whether the area in the wireless network
represents the true coverage hole in the wireless network, the
one or more processors are further configured to:

determine, based on determining that the root cause of the

first AP score assigned to at least one AP device of the
group of the at least two AP devices cannot be auto-
matically resolved, that the area in the wireless network
represents the true coverage hole in the wireless net-
work.

21. The network management device of claim 20 previ-
ous, wherein the one or more processors are further config-
ured to:

generate a notification regarding the area in the wireless

network representing the true coverage hole in the
wireless network, the root cause of the first AP score,
and one or more recommended corrective actions.

22. The network management device of claim 15, wherein
the plurality of SLE metrics includes a coverage metric
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based on a received signal strength identifier (RSSI) asso-
ciated with a user equipment device.

23. The network management device of claim 15, wherein
the plurality of SLE metrics includes one or more of a
capacity metric indicative of a capacity of user equipment
devices and a roaming metric indicative of a percentage of
successful roams between two AP devices of the plurality of
AP devices for user equipment devices that are within a
specified target time.

24. The network management device of claim 15, wherein
the one or more processors are further configured to:

build a network connectivity graph for the wireless net-

work including a location associated with each AP
device of the plurality of AP devices, a list of neigh-
boring AP devices for each AP device of the plurality
of AP devices, and the AP score for each AP device of
the plurality of AP devices.

25. The network management device of claim 15, wherein
the one or more processors are further configured to:

generate, for display on a computing device, a site map of

the wireless network, the site map indicative of a
location associated with each AP device of the plurality
of AP devices and the AP score assigned to each AP
device of the plurality of AP devices.

26. The network management device of claim 25, wherein
the site map further includes an indication of a number of
user equipment devices connected to each AP device of the
plurality of AP devices.
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27. Non-transitory computer-readable storage media com-
prising instructions that, when executed, configure process-
ing circuitry to:

aggregate each of a plurality of service level expectation

(SLE) metrics associated with a wireless network to an
AP device of a plurality of AP devices in the wireless
network;

assign an AP score from a plurality of AP scores to each

AP device of the plurality of AP devices based on the
aggregated SLE metrics, the plurality of AP scores
comprising at least a first AP score and a second AP
score, the first AP score relatively lower than the second
AP score;

group at least two of the plurality of AP devices assigned

the first AP score into a group;

identify, based on the group of the at least two AP devices,

an area in the wireless network that represents a poten-
tial coverage hole in the wireless network that cannot
be automatically resolved; and

determine, based on determining whether a root cause of

the first AP score assigned to at least one AP device of
the group of the at least two AP devices is automatically
resolved, whether the area in the wireless network
represents a true coverage hole in the wireless network
that cannot be automatically resolved.
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