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CONFIRMATORY ASSIGNMENT

For good and valuable consideration, the receipt of which is hereby acknowledged, the
person(s) named below (referred to as "INVENTOR" whether singular or plural) has sold,
assigned, and transferred and does hereby confirm the sale, assignment, and transfer to Juniper
Networks, Inc., having a place of business at 1133 Innovation Way, Sunnyvale, CA 94089-
1206, United States of America ("ASSIGNEE"), for itself and its successors, transferees, and
assignees, the following:

1. The entire worldwide right, title, and interest in all inventions and
improvements (“SUBJECT MATTER”) that are disclosed in the following provisional
application filed under 35 U.S.C. § 111(b), non-provisional application filed under 35
U.S.C. § 111(a), international application filed according to the Patent Cooperation
Treaty (PCT), or U.S. national phase application filed under 35 US.C. § 371
(“APPLICATION”):

U.S. Patent Application No. 17/934,496, entitled “DETECTION OF
NETWORK MEASUREMENT INACCURACIES” filed on September
22,2022,

2. The entire worldwide right, title, and interest in and to:

(a) the APPLICATION; (b) all applications claiming priority from the APPLICATION,
(c) all provisional, utility, divisional, continuation, substitute, renewal, reissue, and other
applications related thereto which have been or may be filed in the United States or
elsewhere in the world; (d) all patents (including reissues and re-examinations) which
may be granted on the applications set forth in (a), (b), and (c) above; and (e) all right of
priority in the APPLICATION and in any underlying provisional or foreign application,
together with all rights to recover damages for infringement of provisional rights.

3. The entire worldwide right, title, and interest in and to (including all
claims of):

U.S. Patent No. 11,818,029 issued 11/14/2023, which is included as an Appendix
to this Assignment.

INVENTOR agrees that ASSIGNEE may apply for and receive patents for SUBJECT
MATTER in ASSIGNEE’s own name.

INVENTOR agrees to do the following, when requested, and without further
consideration, in order to carry out the intent of this Assignment: (1) execute all oaths,
assignments, powers of attorney, applications, and other papers necessary or desirable to fully
secure to ASSIGNEE the rights, titles and interests herein conveyed; (2) communicate to
ASSIGNEE all known facts relating to the SUBJECT MATTER; and (3) generally do all lawful
acts that ASSIGNEE shall consider desirable for securing, maintaining, and enforcing worldwide
patent protection relating to the SUBJECT MATTER and for vesting in ASSIGNEE the rights,
titles, and interests herein conveyed. INVENTOR further agrees to provide any successor,
assign, or legal representative of ASSIGNEE with the benefits and assistance provided to
ASSIGNEE hereunder.

INVENTOR represents that INVENTOR has the rights, titles, and interests to convey as
set forth herein, and covenants with ASSIGNEE that the INVENTOR has not made and will not
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hereafter make any assignment, grant, mortgage, license, or other agreement affecting the rights,
titles, and interests herein conveyed.

INVENTOR grants the attorney of record the power to insert on this Assignment any
further identification that may be necessary or desirable in order to comply with the rules of the
United States Patent and Trademark Office for recordation of this document.

This Assignment may be executed in one or more counterparts, each of which shall be
deemed an original and all of which may be taken together as one and the same Assignment.

Name and Signature Date of Signature

Marcus Jan Friman

Namg-and.Signature Date of Signature
u,,/%q 7 1/10/2024
B2ADF044A321473...
Fredrik Anders Kers
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1
DETECTION OF NETWORK
MEASUREMENT INACCURACIES

This application is a divisional of U.S. patent application
Ser. No. 17/364,201, filed 30 Jun. 2021, the entire contents
of which is incorporated herein by reference.

TECHNICAL FIELD

The disclosure relates to computer networks, and more
specifically, to measuring network performance.

BACKGROUND

A computer network is a collection of interconnected
computing devices that can exchange data and share
resources. In some examples, the computing devices may
provide services to measure network performance of a
computer network. For example, the computing devices may
exchange data to compute key performance indicators
(KPIs), such as latency, inter frame gap (Inter Frame Delay
Variation), jitter, packet loss, throughput, and the like.

For example, to measure the KPIs, computing devices
may exchange test packets including timestamps to indicate
the time at which the test packet is sent or received. For
instance, to compute latency between devices, a sender
device sends a test packet including a timestamp indicating
the time at which the message is sent, and the receiver device
may generate a timestamp indicating the time in which the
message was received. The timestamps are used to compute
latency and/or other KPIs for the network performance
between the computing devices.

SUMMARY

In general, the disclosure describes techniques for detect-
ing network measurement inaccuracies through the detec-
tion of sender delays or packet drops. Computing devices of
a network are configured as measurement points (e.g., test
agents) to measure network performance. For example, a
test agent of a sender computing device (referred to herein
as “sender device”) may send a test packet to a test agent of
a receiving device (referred to herein as “receiver device™),
which in turn may use the test packet to compute one or
more KPIs. As one example, the sender device may send a
test packet including a timestamp indicating the time at
which the test packet is sent (referred to herein as “sending
timestamp”). When the receiver device receives the test
packet, the receiver device generates a timestamp indicating
the time at which the test packet is received (referred to
herein as “receiving timestamp”). The receiver device may
use the timestamps to compute one or more KPIs, such as
latency. A controller may obtain the measured KPIs from the
receiver device, and may output for display, e.g., via a
graphical user interface, the measurements to a user or
network administrator.

In some instances, a sender device may experience issues
with sending the test packet, which may result in inaccurate
and/or untrustworthy KPI measurements. For example,
when sending a sending timestamp to a receiver device, an
application of the sender device generates a test packet
including a first timestamp indicating a time at which the test
packet is generated by the application. The sender device
forwards the test packet to a network interface (e.g., network
interface card) of the sender device to output the test packet
to the receiver device. The network interface may, in some
instances, be delayed in sending the test packet including the
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sending timestamp to the receiver device. In another
example, the sender device may experience a pause in the
measurement process (referred to herein as “scheduling
pauses™), such as when applications other than the test
application are running on the sender device and need CPU
cycles, where such pauses may cause the sender device to
drop test packets due to queue overflows, for example. The
receiver device may compute one or more KPI measure-
ments based on the test packet without accounting for the
sender delay or packet drops due to scheduling pauses,
which may result in the controller presenting the one or more
KPI measurements without any indication that the KPI
measurements are not attributed to the network perfor-
mance, but instead to sender issues.

In accordance with the techniques described herein, the
sender device may determine whether the sender device is
experiencing any issues in sending the test packet to the
receiver device and notify the controller of the issues such
that the controller may generate an indication that the one or
more KPI measurements based on the test packets from the
sender device are inaccurate and/or untrustworthy, remove
the inaccurate KPI measurements, and/or adjust the inaccu-
rate KP1 measurements.

In examples where the sender device may experience
delay in sending the test packet, the techniques describe the
sender device obtaining a second timestamp from a kernel or
hardware component of the network interface that indicates
a time at which the test packet is actually output from the
sender device (also referred to herein as “actual sending
timestamp”). The sender device may compute a time differ-
ence value (also referred to herein as “delta”) between the
first timestamp (time test packet generated by application)
and the second timestamp (time test packet output from
sender device), and compare the time difference value with
a threshold time value. If the sender device determines there
is a sender delay issue (e.g., time difference value exceeds
the threshold time value), the sender device sends a message
to notify the controller of the sender delay issue, which in
turn may, for example, generate and output for display a
visual indication within the graphical user interface to
indicate the one or more KPI measurements based on the test
packets from the sender device are inaccurate and/or untrust-
worthy, or remove the KPI measurements.

In examples where the sender device experiences packet
drops (e.g., due to scheduling pauses), the techniques
describe the sender device obtaining from the network
interface a count of test packets sent or dropped from the
network interface. The sender device compares the number
of sent packets from the network interface counter with the
number of test packets sent from the test application, and
sends a message to notify the controller of the result of the
comparison.

For example, if the number of sent packets from the
network interface counter is less than the number of packets
sent from the test application, the sender device may notify
the controller that the one or more KPI measurements based
on test packets sent from the sender device are inaccurate,
which in turn may generate and output for display an
indication on the graphical user interface to indicate the KP1
measurements are inaccurate and/or untrustworthy, or
remove the KPI measurements. If the number of sent packets
from the network interface counter is greater than the
number of packets sent from the test application and the
sender device detects one or more packet drops from the
network interface, the sender device may notify the control-
ler that the one or more KPI measurements based on test
packets sent from the sender device may be inaccurate,
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which in turn may generate and output for display an
indication (e.g., warning) on the graphical user interface to
indicate the KPI measurements may be inaccurate and/or
untrustworthy.

The techniques described herein may provide one or more
technical advantages. For example, by implementing a
device that detects sender issues and notifies a controller of
the sender issues, the controller may present a user or
network administrator with additional information to enable
the user or network administrator to better assess the accu-
racy of the network measurements. This gives the user or
network administrator the assurance that the network mea-
surements accurately reflect the performance of the network
and to doubt measurements that may seemingly be attributed
to the network when the issue is actually attributed to the
sender device.

In one example of the techniques described herein, a
method comprises sending, by an application of a sender
device and to a receiver device, a test packet including a first
timestamp indicating a time at which the test packet is
generated by the application; obtaining, by the sender device
and from a network interface of the sender device, a second
timestamp indicating a time at which the test packet is output
from the sender device via the network interface; computing,
by the sender device, a time difference value between the
second timestamp and the first timestamp; comparing, by the
sender device, the time difference value with a threshold
time value; and sending, by the sender device and if the time
difference value exceeds the threshold time value, a message
to a controller to notify the controller that one or more
performance measurements based on the test packet are
inaccurate, wherein the controller is distinct from the sender
device and the receiver device.

In another example of the techniques described herein, a
sender device includes a network interface; and one or more
processors operably coupled to a memory, wherein the one
or more processors are configured to: send, by an application
of the sender device and to a receiver device, a test packet
including a first timestamp indicating a time at which the test
packet is generated by the application; obtain, from a
network interface of the sender device, a second timestamp
indicating a time at which the test packet is output from the
sender device via the network interface; compute a time
difference value between the second timestamp and the first
timestamp; compare the time difference value with a thresh-
old time value; and send, if the time difference value exceeds
the threshold time value, a message to a controller to notify
the controller that one or more performance measurements
based on the test packet are inaccurate, wherein the control-
ler is distinct from the sender device and the receiver device.

In another example of the techniques described herein, a
controller comprises one or more processors operably
coupled to a memory, wherein the one or more processors
are configured to: receive, from a receiver device that
receives a test packet, one or more performance measure-
ments determined by the receiver device based at least in
part on the test packet; receive, from a sender device that
sends the test packet to the receiver, a message to notify the
controller that the one or more performance measurements
are inaccurate due to internal delays of the sender device;
and output for display an indication of the one or more
performance measurements and an indication that the one or
more performance measurements are inaccurate.

In another example of the techniques described herein, a
method comprises sending, by an application executing on
a sender device, and to a receiver device, one or more test
packets; obtaining, by the sender device and from a network
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interface of the sender device, a count of packets sent from
the network interface; obtaining, by the sender device and
from the application, a count of the one or more test packets
sent by the application; comparing, by the sender device, the
count of packets sent from the network interface and the
count of the one or more test packets sent by the application
to obtain a result of the comparing; and sending, by the
sender device, a message to a controller that notifies the
controller of the result of the comparing.

In another example of the techniques described herein, a
sender device includes a network interface; and one or more
processors operably coupled to a memory, wherein the one
or more processors are configured to: send, by an application
executing on the sender device, and to a receiver device, one
or more test packets; obtain, from a network interface of the
sender device, a count of packets sent from the network
interface; obtain, from the application, a count of the one or
more test packets sent by the application; compare the count
of packets sent from the network interface and the count of
the one or more test packets sent by the application to obtain
a result of the comparison; and send a message to a con-
troller that notifies the controller of the result of the com-
parison.

In another example of the techniques described herein, a
controller comprises one or more processors operably
coupled to a memory, wherein the one or more processors
are configured to: receive, from a receiver device that
receives a test packet, one or more performance measure-
ments determined by the receiver device based at least in
part on the one or more test packets; receive, from a sender
device that sends the one or more test packets to the receiver,
a message that indicates an issue in sending the one or more
test packets.

The details of one or more examples are set forth in the
accompanying drawings and the description below. Other
features, objects, and advantages will be apparent from the
description and drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram illustrating an example network
system that provides detection of network measurement
inaccuracies, in accordance with one or more aspects of the
techniques described in this disclosure.

FIG. 2 is a block diagram illustrating an example network
system that provides detection of network measurement
inaccuracies through the detection of sender delays, in
accordance with one or more aspects of the techniques
described in this disclosure.

FIG. 3 is a block diagram illustrating an example network
system that provides detection of network measurement
inaccuracies through the detection of sender packet drops, in
accordance with one or more aspects of the techniques
described in this disclosure.

FIG. 4 is a block diagram illustrating an example com-
puting device to execute one or more functions to perform
the detection of network measurement inaccuracies, in
accordance with the techniques described in this disclosure.

FIG. 5 is a block diagram illustrating an example of a
controller capable of operating in accordance with the
techniques described in this disclosure.

FIG. 6 is a flow diagram illustrating an example operation
of detecting network measurement inaccuracies through the
detection of sender delays, in accordance with one or more
aspects of the techniques described in this disclosure.

FIG. 7 is a flow diagram illustrating an example operation
of detecting network measurement inaccuracies through the
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detection of sender packet drops, in accordance with one or
more aspects of the techniques described in this disclosure.

DETAILED DESCRIPTION

FIG. 1is a block diagram illustrating an example network
system 2 (“network system 2”) that provides detection of
network measurement inaccuracies, in accordance with the
techniques described herein.

Network system 2 may operate as a private network to
provide packet-based network services to subscriber devices
16. That is, network system 2 provides authentication and
establishment of network access for subscriber devices 16
such that a subscriber device may begin exchanging data
packets with public network 12, which may be an internal or
external packet-based network such as the Internet.

In the example of FIG. 1, network system 2 comprises
access network 6 that provides connectivity to public net-
work 12 via wide area network 7 (hereinafter, “WAN 77).
WAN 7 and public network 12 may provide packet-based
services that are available for request and use by subscriber
devices 16. As examples, WAN 7 and/or public network 12
may provide bulk data delivery, voice over Internet protocol
(VoIP), Internet Protocol television (IPTV), Short Messag-
ing Service (SMS), Wireless Application Protocol (WAP)
service, or customer-specific application services. Public
network 12 may comprise, for instance, a local area network
(LAN), a wide area network (WAN), the Internet, a virtual
LAN (VLAN), an enterprise LAN, a layer 3 virtual private
network (VPN), an Internet Protocol (IP) intranet operated
by the service provider that operates access network 6, an
enterprise 1P network, or some combination thereof. In
various examples, public network 12 is connected to a public
WAN, the Internet, or to other networks. Public network 12
executes one or more packet data protocols (PDPs), such as
IP (IPv4 and/or IPv6), X.25 or Point-to-Point Protocol
(PPP), to enable packet-based transport of public network 12
services.

In general, subscriber devices 16 connect to network
devices 18A-18B (collectively, “network devices 18”) via
access network 6 to receive connectivity to subscriber
services for applications hosted by public network 12. A
subscriber may represent, for instance, an enterprise, a
residential subscriber, or a mobile subscriber. Subscriber
devices 16 may be, for example, personal computers, laptop
computers or other types of computing devices positioned
behind customer equipment (CE) 11, which may provide
local routing and switching functions. Each of subscriber
devices 16 may run a variety of software applications, such
as word processing and other office support software, web
browsing software, software to support voice calls, video
games, video conferencing, and email, among others. For
example, subscriber device 16 may be a variety of network-
enabled devices, referred generally to as “Internet-of-
Things” (IoT) devices, such as cameras, sensors (S), tele-
visions, appliances, etc. In addition, subscriber devices 16
may comprise mobile devices that access the data services of
network system 2 via a radio access network (RAN) 4.
Example mobile subscriber devices include mobile tele-
phones, laptop or desktop computers having, e.g., a wireless
card, wireless-capable netbooks, tablets, video game
devices, pagers, smart phones, personal data assistants
(PDAs) or the like.

A network service provider operates, or in some cases
leases, elements (e.g., network devices) of access network 6
to provide packet transport between subscriber devices 16
and network device 18A. Access network 6 represents a
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network that aggregates data traffic from one or more of
subscriber devices 16 for transport to/from WAN 7 of the
service provider. Access network 6 includes network nodes
that execute communication protocols to transport control
and user data to facilitate communication between sub-
scriber devices 16 and network device 18A. Access network
6 may include a broadband access network, a wireless LAN,
a public switched telephone network (PSTN), a customer
premises equipment (CPE) network, or other type of access
network, and may include or otherwise provide connectivity
for cellular access networks, such as a radic access network
(RAN), e.g., RAN 4. Examples of the RAN include net-
works conforming to a 5% Generation (5G) mobile network,
4™ Generation (4G) mobile network Universal Mobile Tele-
communications System (UMTS) architecture, an evolution
of UMTS referred to as Long Term Evolution (LTE), mobile
IP standardized by the Internet Engineering Task Force
(IETF), as well as other standards proposed by the 37
Generation Partnership Project (3GPP), 3’7 Generation Part-
nership Project 2 (3GGP/2) and the WiMAX forum.

Network device 18A-18B (collectively, “network devices
18”) may each be a customer edge (CE) router, a provider
edge (PE) router, or other network device that provides
connectivity between networks, e.g., access network 6 and
public network 12. WAN 7 offers packet-based connectivity
to subscriber devices 16 attached to access network 6 for
accessing public network 12 (e.g., the Internet). WAN 7 may
represent a public network that is owned and operated by a
service provider to interconnect a plurality of networks,
which may include access network 6. In some examples,
WAN 7 may implement Multi-Protocol Label Switching
(MPLS) forwarding and in such instances may be referred to
as an MPLS network or MPLS backbone. In some instances,
WAN 7 represents a plurality of interconnected autonomous
systems, such as the Internet, that offers services from one
or more service providers. Public network 12 may represent
the Internet. Public network 12 may represent an edge
network coupled to WAN 7 via a transit network 22 and one
or more network devices, e.g., a customer edge device such
as customer edge switch or router. Public network 12 may
include a data center. In the example of FIG. 1, network
device 18B may exchange packets with service nodes 10 via
virtual network 20, and network device 18B may forward
packets to public network 12 via transit network 22.

In examples of network system 2 that include a wireline/
broadband access network, network devices 18A or 18B
may represent a Broadband Network Gateway (BNG),
Broadband Remote Access Server (BRAS), MPLS PE
router, core router or gateway, or Cable Modem Termination
System (CMTS). In examples of network system 2 that
include a cellular access network as access network 6,
network devices 18A or 18B may represent a mobile gate-
way, for example, a Gateway General Packet Radio Service
(GPRS) Serving Node (GGSN), an Access Gateway (aGW),
or a Packet Data Network (PDN) Gateway (PGW). In other
examples, the functionality described with respect to net-
work device 18B may be implemented in a switch, service
card or another network element or component. In some
examples, network device 18B may itself be a service node.

A network service provider that administers at least parts
of network system 2 typically offers services to subscribers
associated with devices, e.g., subscriber devices 16, that
access network system 2. Services offered may include, for
example, traditional Internet access, VoIP, video and multi-
media services, and security services. As described above
with respect to WAN 7, WAN 7 may support multiple types
of access network infrastructures that connect to service
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provider network access gateways to provide access to the
offered services, e.g., service provided by service node 10.
In some instances, the network system may include sub-
scriber devices 16 that attach to multiple different access
networks 6 having varying architectures.

In general, any one or more of subscriber devices 16 may
request authorization and data services by sending a session
request to a gateway device such as network devices 18A or
18B. In turn, the network device may access a central server
(not shown) such as an Authentication, Authorization and
Accounting (AAA) server to authenticate the one of sub-
scriber devices 16 requesting network access. Once authen-
ticated, any of subscriber devices 16 may send subscriber
data traffic toward WAN 7 to access and receive services
provided by public network 20, and such packets may
traverse network devices 18A or 18B as part of at least one
packet flow. In some examples, network device 18A may
forward all authenticated subscriber traffic to public network
12, and network device 18B may apply services and/or steer
particular subscriber traffic to data center 9 if the subscriber
traffic requires services on service nodes 10. Applications
(e.g., service applications) to be applied to the subscriber
traffic may be hosted on service nodes 190.

For example, network system 2 includes a data center 9
having a cluster of service nodes 10 that provide an execu-
tion environment for the virtualized network services. In
some examples, each of service nodes 10 represents a
service instance. Each of service nodes 10 may apply one or
more services to traffic flows. As such, network device 188
may steer subscriber packet flows through defined sets of
services provided by service nodes 10. That is, in some
examples, each subscriber packet flow may be forwarded
through a particular ordered combination of services pro-
vided by services nodes 10, each ordered set being referred
to herein as a “service chain.” As examples, service nodes 10
may apply stateful firewall (SFW) and security services,
deep packet inspection (DPI), carrier grade network address
translation (CGNAT), traffic destination function (TDF)
services, media (voice/video) optimization, Internet Proto-
col security (IPSec)/virtual private network (VPN) services,
hypertext transfer protocol (HTTP) filtering, counting,
accounting, charging, and/or load balancing of packet flows,
or other types of services applied to network traffic.

In some examples, network system 2 comprises a soft-
ware defined network (SDN) and network functions virtu-
alization (NFV) architecture. In these examples, an SDN
controller (not shown) may provide a controller for config-
uring and managing the routing and switching infrastructure
of network system 2.

Although illustrated as part of data center 9, service nodes
10 may be network devices coupled by one or more switches
or virtnal switches of WAN 7. In one example, each of
services nodes 10 may run as virtual machines (VMs) in a
virtual compute environment. Moreover, the compute envi-
ronment may comprise a scalable cluster of general com-
puting devices, such as x86 processor-based services. As
another example, service nodes 10 may comprise a combi-
nation of general purpose computing devices and special
purpose appliances. As virtualized network services, indi-
vidual network services provided by service nodes 10 can
scale just as in a modern data center through the allocation
of virtnalized memory, processor utilization, storage and
network policies, as well as horizontally by adding addi-
tional load-balanced VMs. In other examples, services nodes
10 may be gateway devices or other routers. In further
examples, the functionality described with respect to each of

20

40

45

50

8

service nodes 10 may be implemented in a switch, service
card, or another network element or component.

As described herein, network elements within network
system 2 may provide network monitoring services. For
example, network devices 18 and/or service nodes 10 are
configured as measurement points (e.g., test agents) fo
provide network monitoring services to determine, for
example, performance and functionality, as well as inter-
connections of service chains. Test agents may be delivered
from a cloud as a Software-as-a-Service (SaaS) solution or
deployed on premise in NFV environments. Network ele-
ments configured with test agents may send and/or receive
test packets to compute one or more key performance
indicators (KPIs) of the network, such as latency, delay
(inter frame gap), jitter, packet loss, throughput, and the like.
Test agents may send test packets in accordance with various
protocols, such as Hypertext Transfer Protocol (HTTP),
Internet Control Message Protocol (ICMP), Speedtest, User
Datagram Protocol (UDP), Transmission Control Protocol
(TCP), Operations, Administration and Maintenance (OAM)
functions (e.g., Y.1731), Two-Way Active Measurement
Protocol (TWAMP), Internet Protocol television (IPTV) and
Over the Top (OTT) protocol, VoIP telephony and Session
Initiation Protocol (SIP), mobile radio, remote packet
inspection, and other protocols to measure network perfor-
mance.

In the example of FIG. 1, network device 18A is config-
ured with test agent 19A, network device 18B is configured
with test agent 19B, service node 10A is configured with test
agent 19C, service node 10B is configured with test agent
19D, service node 10C is configured with test agent 19E, and
service node 10D is configured with test agent 19F.
Although each of network devices 18 and service nodes 10
are described as being configured with a test agent, any
number of network devices and/or service nodes may be
configured with test agents to provide monitoring services.

To test the network performance between network device
18A and service node 10A, for example, test agent 19A of
network device 18A may send a test packet to test agent 19C
of service node 10A. The test packet may include a time-
stamp that indicates the time at which the test packet is sent.
The timestamp sent by network device 18A may be referred
to herein as “sending timestamp.” Test agent 19C of service
node 10A may receive the test packet including the sending
timestamp and generate a timestamp that indicates the time
at which the test packet is received. The timestamp gener-
ated by test agent 19C of service node 10A may be referred
to herein as “receiving timestamp.” Test agent 19C of
service node 10A may use the sending timestamp and the
receiving timestamp to compute one or more KPIs. For
example, test agent 19C of service node 10A may determine
the latency between network device 18A and service node
10A based on the difference between the receiving time-
stamp and the sending timestamp. Test agent 19C of service
node 10A sends the one or more KPI measurements (illus-
trated in FIG. 1 as KPI measurements 24) to controller 14,
which in turn may present, e.g., via a graphical user inter-
face, the one or more KPI measurements to a user and/or
network administrator. In this way, devices configured with
the test agents may measure the network performance
between the sender device and the receiver device with a
unidirectional test packet.

In some instances, network device 18A (e.g., sender
device) may experience issues with sending the test packet,
which may result in inaccurate KPI measurements by the
receiver device (e.g., service node 10A). As one example, a
test application for test agent 19A configured on network
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device 18A may generate a sending timestamp and forward
the sending timestamp to its network interface (e.g., network
interface card (NIC) such as an Ethernet card) to send the
test packet to service node 10A. The network interface of
network device 18A may, in some instances, experience
delay in sending the timestamp to service node 10A (referred
to herein as “sender delay”). Service node 10A (e.g.,
receiver device) may receive the test packet after the sender
delay, generate a receiving timestamp to indicate the time at
which the test packet was received, and compute one or
more KPI measurements (e.g., latency) based on the sending
timestamp and receiving timestamp without accounting for
the sender delay. Service node 10A may send the latency
measurement to controller 14, which presents the latency
measurement, e.g., via a graphical user interface, to a user or
network administrator. In these examples, the user or net-
work administrator may incorrectly attribute the latency
issue to the network between network device 18A and
service node 10A if there is no indication that the latency
measurement is inaccurate and/or untrustworthy, which may
lead to unnecessary troubleshooting and corrective mea-
sures.

In some examples, there may be a pause in the sender
device carrying out the measurement process, for example,
due to the device serving other processes. For example,
network device 18 A may experience a pause in sending the
test packet as other applications executing on network
device 18A may require CPU cycles. When the network
monitoring services are resumed, network device 18A may
typically send test packets in a burst to maintain a certain
average Packet Per Second rate. This may cause test packet
losses in network device 18A due to queue overflows.

In accordance with the techniques described in this dis-
closure, network system 2 may provide detection of network
measurement inaccuracies. For example, network device
18 A may detect the sender delays or packet drops, and notify
the controller 14 that the one or more KPI measurements
based on the test packet sent from network device 18A are
inaccurate and/or untrustworthy.

In one example, network device 18A may detect a delay
in outputting the test packet from the network device 18A.
As further described in FIG. 2 below, a test application of
network device 18A may generate a test packet including a
first timestamp (also referred to herein as “application
sending timestamp™) that indicates a time at which the test
packet is generated by the test application. Network device
18 A may obtain a second timestamp generated by a network
interface of network device 18A that indicates a time at
which the test packet is output from network device 18A
(also referred to herein as “actual sending timestamp”).
Network device 18A may compute a time difference value
between the first timestamp (actual sending timestamp) and
the second timestamp (application sending timestamp), and
compare the time difference value with a threshold time
value. If network device 18A detects a delay in outputting
the test packet from network device 18A to service node
10A, e.g., based on the evaluation of the time difference
value and the threshold time value, network device 18A
sends a message 26 to controller 14 to notify controller 14
that network device 18A has detected issues in sending the
test packet (e.g., sender delay). In some examples, network
device 18A may send message 26 including additional
information associated with the sender delay, such as the
delay value. In some examples, network device 18A may
send the message 26 after a defined measurement interval in
which a plurality of test packets were delayed during a
defined time interval.
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In response to receiving message 26 from network device
18A, controller 14 may, in some examples, generate a visual
indication within the graphical user interface that the one or
more KPI measurements 24 are inaccurate and/or untrust-
worthy. In other examples, controller 14 may remove the one
or more KPI measurements 24. In some examples, controller
14 may adjust the one or more KPI measurements 24 based
on additional information included in message 26 (e.g.,
delay value).

In another example, network device 18A may detect
packet drops (e.g., due to scheduling pauses) when sending
test packets to service node 10A. As further described in
FIG. 3 below, network device 18A may compare a count of
test packets sent by the network interface with a count of test
packets sent from the test application (e.g., whether the
number of test packets sent by the network interface (e.g.,
hardware of the network interface) is less than the number
of test packets sent from the test application). Based on the
comparison, network device 18 A may send a message 26 to
controller 14 to notify controller 14 that network device 18A
has detected issues in sending the test packet (e.g., dropped
test packets). In some examples, network device 18A may
send message 26 including additional information associ-
ated with the detected issues, such as the number of sent or
dropped packets.

In response to receiving message 26 from network device
18A, controller 14 may, in some examples, generate a visual
indication within the graphical user interface that the one or
more KPI measurements 24 are inaccurate and/or untrust-
worthy. In other examples, controller 14 may remove the one
or more KPI measurements 24. In some examples, controller
14 may adjust the one or more KPI measurements 24 based
on additional information included in message 26 (e.g.,
number of sent or dropped packets).

Although described for purposes of example with respect
to a SD-WAN context in FIG. 1, the techniques of the
disclosure can be applied in any WAN assurance or network
assurance context.

FIG. 2 is a block diagram illustrating an example of a
network system that provides detection of network measure-
ment inaccuracies through the detection of sender delays, in
accordance with one or more aspects of the techniques
described in this disclosure. In the example of FIG. 2,
controller 202 may represent an example of controller 14 of
FIG. 1, and devices 204A-204B may represent any of
network devices 18, service nodes 10 of FIG. 1, or any
network element configured as measurement points to mea-
sure network performance. Network 207 may represent
WAN 7 of FIG. 1, and/or other networks connecting at least
two network elements configured as measurement points.

In this example, device 204A may include a confidence
engine 220 to detect sender inaccuracies due to sender delay.
As one example, a test application for test agent 210A of
device 204 A may generate a test packet 212 including a first
timestamp 214 (application sending timestamp) at the appli-
cation layer of the Open Systems Interconnection (OSI)
model. In response to the generation of test packet 212, test
agent 210A forwards test packet 212 to network interface
208A (illustrated in FIG. 2 as “NI 208A”) to output the test
packet to device 204B at the data link layer or layer 2 of the
OSI model. Network interface 208 A outputs test packet 212
to device 204B and generates a second timestamp 216
(actual sending timestamp) indicating the time at which test
packet 212 is output from network interface 208A. Confi-
dence engine 220 of device 204 A obtains the first timestamp
214 from the test application and the second timestamp 216
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from network interface 208A (e.g., from the kernel or
hardware of the network interface}.

Confidence engine 220 of device 204A may compare the
first timestamp 214 and the second timestamp 216 to deter-
mine whether to notify controller 202 that one or more KPI
measurements based on the test packet sent by device 204A
are inaccurate and/or untrustworthy. For example, confi-
dence engine 220 of device 204A may compute the time
difference value between the second timestamp 216 and the
first timestamp 214, and evaluate the time difference value
with a threshold time value. For example, a user or network
administrator may define a delay value (e.g., in millisec-
onds) that controls whether device 204A is to notify con-
troller 202 of the sender delay. In some examples, confi-
dence engine 220 may compute a plurality of time difference
values between a plurality of actual sending timestamps and
a plurality of application sending timestamps and dynami-
cally adjust the threshold based on an evaluation of the
plurality of time difference values. If the time difference
value exceeds the threshold time value {e.g., time difference
value is larger than the threshold time value), device 204A
sends a message 218 to controller 202 to notify controller
202 that the one or more KPI measurements based on test
packet 212 sent by device 204A are inaccurate and/or
untrustworthy. In some examples, message 218 may include
a flag or any type of notification to indicate an existence of
sender delay in sending the test packet, the time difference
value, and/or other information about the sender delay. In
some examples, device 204A may send messages using
NETCONF or other messaging protocols.

Controller 202 may receive message 218 from device
204A and receive one or more KPI measurements 224 from
device 204B. The one or more KPI measurements 224 are
computed with the application sending timestamp 214
included in test packet 212 and a receiving timestamp
generated by device 204B in response to receiving test
packet 212. In response to receiving message 218, controller
202 may, in some examples, generate a visual indication
(e.g., warning symbol, highlight the measurement in a
particular color, etc.) that the one or more KPI measure-
ments 224 are inaccurate and/or untrustworthy. In another
example, controller 202 may remove the one or more KPI
measurements 224 in response to receiving message 218. In
another example, controller 202 may receive a delta value
included in message 218 and use the delta value to adjust the
one or more KPI measurements 224. For example, device
204A may compute a plurality of deltas from a plurality of
application sending timestamps and a plurality of actual
sending timestamps, and determine from the plurality of
deltas that the device 204A is consistently experiencing a
delay (e.g., average of 0.1 millisecond) when sending test
packets. Device 204 A may, in this example, send the delay
value to controller 202 such that controller 202 may adjust
the one or more KPI measurements based on the delay value.

FIG. 3 is a block diagram illustrating an example of a
network system that provides detection of network measure-
ment inaccuracies through the detection of sender packet
drops, in accordance with one or more aspects of the
techniques described in this disclosure. In the example of
FIG. 3, controller 302 may represent an example of con-
troller 14 of FIG. 1, and devices 304A-304B may represent
any of network devices 18, service nodes 10 of FIG. 1, or
any network element configured as measurement points to
measure network performance. Network 307 may represent
WAN 7 of FIG. 1, or other network connecting at least two
network elements configures as measurement points.
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In this example, device 304A may include a confidence
engine 320 to detect sender inaccuracies due to sender
packet drops. As one example, a test application for test
agent 310A of device 304A may generate test packets 330,
332, and 334. Due to a pause in the network measurement
process, device 304 A may store the test packets in a process
scheduling queue until the measurement process is resumed.
When the measurement process is resumed, device 304A
may drop test packets 332 and 334 due to queue overflows,
for example. To detect sender inaccuracies due to the sender
packet drops, confidence engine 320 may obtain from net-
work interface 308A (illustrated in FIG. 3 as “NI 308A™) a
count 336 of the number of test packets sent and/or dropped
from the network interface. In this example, confidence
engine 320 may obtain a count of one test packet sent (e.g.,
test packet 330) and/or a count of two test packets dropped
(e.g., test packets 332 and 334). Confidence engine 320 may
also obtain from test agent 310A the count of test packets
sent by the test application. In this example, confidence
engine 320 obtains a count of three test packets sent by the
test application.

Confidence engine 320 of device 304A may compare the
number of test packets sent by network interface 308A with
the number of test packets sent from the test application, and
send controller 302 a message to notify the controller the
result of that comparison. For example, if the number of test
packets sent by network interface 308A is less than the
number of packets sent from the test application, confidence
engine 320 may send a message 318 to controller 302 to
notify controller 302 that the one or more KPI measurements
based on the test packets from device 304A are inaccurate
and/or untrustworthy. In some examples, confidence engine
320 of device 304A may send a message indicating that the
count of packets sent from the network interface is less than
the count of the test packets sent by the application, and
controller 302 may determine that the one or more KPI
measurements based on the test packets from device 304A
are inaccurate and/or untrustworthy.

Alternatively, or additionally, if the number of test packets
sent by network interface 308 A is greater than the number of
test packets sent from the test application {(e.g., if packets are
sent from other applications and processes on the shared
system), and drops are still detected on the network interface
counter, confidence engine 320 may send a message 318 to
controller 302 to notify controller 302 that the one or more
KPI measurements based on the test packets from device
304A may be inaccurate and/or may be untrustworthy. In
some examples, confidence engine 320 of device 304A may
send a message indicating that the count of packets sent from
the network interface is greater than the count of the test
packets sent by the application, and controller 302 may
determine that the one or more KPI measurements based on
the test packets from device 304 A may be inaccurate and/or
untrustworthy.

In this example, confidence engine 320 determines that
the number of test packets sent by network interface 308A
(e.g., one) is less the number of test packets sent from the
test application (e.g., three). In response, sends message 318
including a flag or any type of notification to indicate the
existence of a sender issue due to sender packet drops, the
number of sent or dropped packets, and/or other information
about the sender issue due to sender packet drops. In some
examples, device 304A may send messages using NET-
CONF or other messaging protocols.

Controller 302 may receive message 318 from device
304 A and receive the one or more KPI measurements 324
from device 304B. The one or more KPI measurements 324
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are computed with test packet 330. Controller 302 may, in
some examples, generate a visual indication (e.g., warning
symbol, highlight the measurement in a particular color,
etc.) that the one or more KPI measurements 324 are (or may
be) inaccurate and/or untrustworthy. In another example,
controller 302 may remove the one or more KPI measure-
ments 324 in response to receiving message 318. In another
example, controller 302 may receive the number of sent or
dropped packets included in message 318 and use the
number of sent or dropped packets to adjust the one or more
KPI measurements 324.

FIG. 4 is a block diagram illustrating an example com-
puting device that includes a confidence engine for detecting
sender inaccuracies, in accordance with the techniques
described in this disclosure. Computing device 400 of FIG.
4 may represent any of network devices 18 and/or a server
hosting service nodes 10 of FIG. 1, devices 204 of FIG. 2,
and/or devices 304 of FIG. 3. Computing device 400
includes in this example, a bus 442 coupling hardware
components of a computing device 400 hardware environ-
ment. Bus 442 couples network interface card (NIC) 430,
storage disk 446, and one or more microprocessors 410
(hereinafter, “microprocessor 410”). NIC 430 may be SR-
{1OV-capable. A front-side bus may in some cases couple
microprocessor 410 and memory device 444. In some
examples, bus 442 may couple memory device 444, micro-
processor 410, and NIC 430. Bus 442 may represent a
Peripheral Component Interface (PCI) express (PCle) bus.
In some examples, a direct memory access (DMA) control-
ler may control DMA transfers among components coupled
to bus 442. In some examples, components coupled to bus
442 control DMA transfers among components coupled to
bus 442.

Microprocessor 410 may include one or more processors
each including an independent execution unit to perform
instructions that conform to an instruction set architecture,
the instructions stored to storage media. Execution units
may be implemented as separate integrated circuits (ICs) or
may be combined within one or more multi-core processors
(or “many-core” processors) that are each implemented
using a single IC (i.e., a chip multiprocessor).

Disk 446 represents computer readable storage media that
includes volatile and/or non-volatile, removable and/or non-
removable media implemented in any method or technology
for storage of information such as processor-readable
instructions, data structures, program modules, or other data.
Computer readable storage media includes, but is not limited
to, random access memory (RAM), read-only memory
(ROM), EEPROM, Flash memory, CD-ROM, digital ver-
satile discs (DVD) or other optical storage, magnetic cas-
settes, magnetic tape, magnetic disk storage or other mag-
netic storage devices, or any other medium that can be used
to store the desired information and that can be accessed by
microprocessor 410.

Main memory 444 includes one or more computer-read-
able storage media, which may include random-access
memory (RAM) such as various forms of dynamic RAM
(DRAM), eg., DDR2/DDR3 SDRAM, or static RAM
(SRAM), flash memory, or any other form of fixed or
removable storage medium that can be used to carry or store
desired program code and program data in the form of
instructions or data structures and that can be accessed by a
computer. Main memory 444 provides a physical address
space composed of addressable memory locations.

Network interface card (NIC) 430 includes one or more
interfaces 432 configured to exchange packets using links of
an underlying physical network. Interfaces 432 may include
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a port interface card having one or more network ports. NIC
430 may also include an on-card memory to, e.g., store
packet data, timestamps, counters of sent and/or dropped
packets. Direct memory access transfers between the NIC
430 and other devices coupled to bus 442 may read/write
from/to the NIC memory.

Memory 444, NIC 430, storage disk 446, and micropro-
cessor 410 may provide an operating environment for a
software stack that includes an operating system kernel 414
executing in kernel space. Kernel 414 may represent, for
example, a Linux, Berkeley Software Distribution (BSD),
another Unix-variant kernel, or a Windows server operating
system kernel, available from Microsoft Corp. In some
instances, the operating system may execute a hypervisor
416 and one or more virtual execution elements, e.g., virtual
machines 428A-428B (collectively, “virtnal machines
428”), managed by hypervisor 416. While illustrated and
described with respect to virtual machines, VNF instances
420A-420M (collectively, “VNF instances 420”) may be
executed by other operating environments, such as contain-
ers (e.g., a DOCKER container). Additional examples of
monitoring services provided by virtual execution elements
is described in U.S. Provisional Patent Application 631444,
entitled “Active Assurance for Virtualized Services,” filed
Nov. 16, 2020, the entire contents of which is incorporated
by reference herein.

Computing device 400 executes hypervisor 416 to man-
age virtual machines 428. Example hypervisors include
Kernel-based Virtual Machine (KVM) for the Linux kernel,
Xen, ESXi available from VMware, Windows Hyper-V
available from Microsoft, and other open-source and pro-
prietary hypervisors. The term hypervisor can encompass a
virtual machine manager (VMM). An operating system that
includes kernel 414 provides an execution environment for
one or more processes in user space 445 (e.g., test agent
application, as described in this disclosure).

Virtual machines 428 host corresponding VNF instances
420. In some examples, a virtual machine 428 may host one
or more VNF instances 420. Each of VNF instances 420 is
configured to apply a network function to packets. In this
example, VNF instance 420 is configured to host a test
agent, e.g., test agents 429A-429B (collectively, “test agents
42973,

Kernel 414 includes a physical driver 425 to use the
network interface card 430. Network interface card 430 may
also implement SR-IOV to enable sharing the physical
network function (I/O) among one or more virtual execution
elements, such virtual machines 428 and/or containers (not
shown in FIG. 4). Shared virtual devices such as virtual
functions may provide dedicated resources such that each of
the virtual execution elements may access dedicated
resources of NIC 430, which therefore appears to each of the
virtual execution elements as a dedicated NIC. Virtual
functions may represent lightweight PCle functions that
share physical resources with a physical function used by
physical driver 425 and with other virtual functions. For an
SR-IOV-capable NIC 430, NIC 430 may have thousands of
available virtual functions according to the SR-IOV stan-
dard, but for /O-intensive applications the number of con-
figured virtual functions is typically much smaller.

Test agents 429 may communicate with other test agents
using various protocols to measure internet performance
and/or network performance. For example, protocols to
measure internet performance may include Hypertext Trans-
fer Protocol (HTTP), Internet Control Message Protocol
(ICMP), and/or Speedtest. Protocols to measure network
performance may include User Datagram Protocol (UDP),
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Transmission Control Protocol (TCP), Operations, Admin-
istration and Maintenance (OAM) functions (e.g., Y.1731),
Two-Way Active Measurement Protocol (TWAMP), Internet
Protocol television (IPTV) and Over the Top (OTT) proto-
col, VoIP telephony and Session Initiation Protocol (SIP),
mobile radio, remote packet inspection, and other protocols
to measure network performance. Test agents 429 may use
messaging protocols, such as Network Configuration Pro-
tocol NETCONF), to communicate with a controller (e.g.,
controller 14 of FIG. 1, controller 202 of FIG. 2 or controller
302 of FIG. 3).

In accordance with the techniques described herein, com-
puting device 400 may include a confidence engine 460 for
detecting network measurement inaccuracies through the
detection of sender delays or packet drops. Confidence
engine 460 may include code executable by microprocessor
410. Confidence engine 460 may be one or more computer
processes in user space 445.

Computing device 400 may receive, via a management
interface, e.g., a command line interface (CLI) or graphical
user interface (GUI) (not shown in FIG. 4), a command
enabling a sender inaccuracy notification mode to perform
the techniques described in this disclosure. As one example,
confidence engine 460 is configured to detect sender inac-
curacies due to sender delays. For example, confidence
engine 460 may obtain a first timestamp 472 (e.g., applica-
tion sending timestamp 214 of FIG. 2) from the test appli-
cation for test agent 429A that indicates the time at which a
test packet is generated by the test application. NIC 430 may
each include a hardware clock and may generate a time-
stamp that indicates the time at which a test packet is output
from the NIC 430 and store the timestamp in a memory of
the NIC. Confidence engine 460 is also configured to obtain
a second timestamp 470 from NIC 430 (e.g., actual sending
timestamp 216 of FIG. 2). For example, confidence engine
460 may use kernel 414 of computing device 400 to perform
a system call to physical driver 425 to obtain timestamp 470
from the hardware of NIC 430. In some examples, confi-
dence engine 460 may obtain an actual sending timestamp
from one or more virtual network interfaces that perform
packet /O or otherwise process a packet. For example,
computing device 400 may use a virtual hardware compo-
nent {e.g., an SR-IOV virtual function) enabled by NIC 430
to perform packet I/O and receive/send packets. In these
examples, confidence engine 460 may obtain the actual
sending timestamp from the packet /O component.

Confidence engine 460 is also configured to compare the
first timestamp 472 (application sending timestamp) and the
second timestamp 470 {actual sending timestamp) to deter-
mine whether to notify a controller (e.g., controller 202 of
FIG. 2) that one or more KPI measurements based on the test
packet sent by device 400 are inaccurate and/or untrust-
worthy. For example, confidence engine 460 is configured to
compute a time difference value between the second time-
stamp 470 and the first timestamp 472, and evaluate the time
difference value with a threshold time value. Computing
device 400 may include a management interface, to receive
an input from a user or network administrator to specify the
threshold time value and computing device 400 may store
the threshold time value. If the time difference value exceeds
the threshold time value (e.g., time difference value is larger
than the threshold time value), confidence engine 460 is
configured to generate a message (e.g., message 218 of FIG.
2) to notify the controller that the one or more KPI mea-
surements based on the test packet sent by computing device
400 are inaccurate and/or untrustworthy. For example, con-
fidence engine 460 may use, e.g., NETCONF, to generate a
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message including a flag or any type of notification to
indicate the existence of sender delay, the time difference
value, and/or other information about the sender delay.

As another example, confidence engine 460 is configured
to detect sender inaccuracies due to packet drops. For
example, NIC 430 may each include a counter to count the
number of packets sent or dropped and store the count in a
memory of the IFC. Confidence engine 460 is configured to
obtain the count of packets sent or dropped from NIC 430
(e.g., count 336 of FIG. 3). For example, confidence engine
460 may use kernel 414 of computing device 400 to perform
a system call to physical driver 425 to obtain the count 474
from NIC 430. Confidence engine 460 may also obtain the
count 476 of test packets sent from the test application (e.g.,
count 338 of FIG. 3).

Confidence engine 460 is also configured to compare the
count 474 of packets sent or dropped by NIC 430 and the
count 476 of test packets sent from the test application. For
example, confidence engine 460 is configured to determine
if the number of test packets sent by NIC 430 is less than the
number of packets sent from the test application. If the
number of test packets sent by NIC 430 is less than the
number of packets sent from the test application, confidence
engine 460 is configured to generate a message (e.g., mes-
sage 318 of FIG. 3) to notify the controller that the one or
more KPI measurements based on the test packet sent by
computing device 400 are inaccurate and/or untrustworthy.
For example, confidence engine 460 may use, e.g., NET-
CONF, 1o generate a message including a flag or any type of
notification to indicate the existence of a sender issue due to
packet drops, the number of sent or dropped packets, and/or
other information about the sender issue due to packet drops.

A user or administrator may enable {(or disable) a sender
inaccuracy notification mode to notify the controller of
sender inaccuracies due to sender delays, to notify the
controller of sender inaccuracies due to sender packet drops,
or both.

In this way, computing device 400 may detect any sender
inaccuracies due to sender delay or packet drops, and notify
the controller of the sender inaccuracies, such that the
controller may generate a visual indication (e.g., warning
symbol, highlight the measurement in a particular color,
etc.) that the one or more KPI measurements are (or may be)
inaccurate and/or untrustworthy, or adjust the one or more
KPI measurements based on information received from the
notification message.

FIG. 5 is a block diagram illustrating an example of a
controller capable of operating in accordance with the
techniques described in this disclosure. Controller 500 may
include a server or network controller, for example, and may
represent an example instance of controller 14 of FIG. 1,
controller 202 of FIG. 2, and controlier 302 of FIG. 3.

In the example of FIG. 5, controller 500 includes a control
unit 502 coupled to a network interface 520 to exchange
packets with other network devices by inbound link 522 and
outbound link 524. Control unit 502 may include one or
more processors (not shown in FIG. 5) that execute software
instructions, such as those used to define a software or
computer program, stored to a computer-readable mediums
including a storage device {e.g., a disk drive, or an optical
drive) or a memory (such as Flash memory or random access
memory {RAM)) or any other type of volatile or non-volatile
memory, that stores instructions to cause the one or more
processors to perform the techniques described herein.
Alternatively, or additionally, control unit 202 may comprise
dedicated hardware, such as one or more integrated circuits,
one or more Application Specific Integrated Circuits
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(ASICs), one or more Application Specific Special Proces-
sors {ASSPs), one or more Field Programmable Gate Arrays
(FPGAs), or any combination of one or more of the fore-
going examples of dedicated hardware, for performing the
techniques described herein.

Control unit 502 provides an operating environment for
network services applications 504 and network measure-
ment module 512. In one example, these modules may be
implemented as one or more processes executing on one or
more virtual machines of one or more servers. That is, while
generally illustrated and described as executing on a single
controller 500, aspects of these modules may be delegated to
other computing devices.

Network services applications 504 represent one or more
processes that provide services to clients of the network that
includes controller 500 to provide a visualization of network
performance measurements computed from test packets
exchanged by test agents within the network. Network
services applications 504 provide services such as perfor-
mance measurement visualization, session management to
test agents, etc. Each of network services applications 504
may include client interface 506 by which one or more client
applications request services. Client interface 506 may rep-
resent a command line interface {CLI) or graphical user
interface (GUI), for instance. Client interface 506 may also,
or alternatively, provide an application programming inter-
face (API) such as a web service to client applications. A
user or administrator may enable (or disable) a sender
inaccuracy notification mode, via client interface 506, to
notify the controller of sender inaccuracies due to sender
delays, to notify the controller of sender inaccuracies due to
sender packet drops, or both.

Network services applications 504 issue requests to visu-
alize network performance measurements to network mea-
surement module 512. Network measurement module 512
may generate visual indications, such as indications of
performance measurements computed by a receiver test
agent {e.g., test agent 210B of FIG. 2 or test agent 310B of
FIG. 3). For example, controller 500 may establish a session
(e.g., NETCONF) with the receiver test agent and receive
one or more performance measurements from the test agent
via inbound link 222. Controller 500 may store the one or
more performance measurements in a performance measure-
ment data store 518. Network measurement module 512
may output for display a visual indication of the one or more
performance measurements stored in performance measure-
ment data store 518.

Network measurement module 512 may, in some
examples, receive a message from a sender test agent (e.g.,
test agent 210A of FIG. 2 or test agent 310A of FIG. 3) that
notifies controller 500 that the one or more performance
measurements are inaccurate. For example, controller 500
may establish a session (e.g., NETCONF) with the sender
test agent and receive a message notifying controller 500
that one or more performance measurements computed
based on test packets sent by the sender test agent are
inaccurate. In some examples, network measurement mod-
ule 512 may receive a message that includes a flag or any
type of notification to indicate an existence of sender delay
in sending the test packet, the time difference value, and/or
other information about the sender delay.

Controller 500 may store the message in a messages data
store 516. Network measurement module 512 may, in
response to receiving the message, correlate the one or more
performance measurements received from the receiver test
agent with the messages in messages data store 516. For
example, network measurement module 512 may determine
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the one or more performance measurements computed based
on one or more test packets sent by the sender test agent and
associate the message in messages data store 516 received
from the sender test agent. Network measurement module
512 may output for display a visual indication of the one or
more performance measurements and an indication that the
one or more performance measurements are inaccurate. In
some examples, network measurement module 512 may, in
response 1o receiving the message, remove the one or more
performance measurements computed based on the test
packet sent by the sender test agent such that controller 500
does not output for display the one or more performance
measurements to a user.

In some examples, network measurement module 512
may receive a message that notifies controller 500 of the
result of a comparison performed by the sender device
between the count of packets sent from the network interface
of the sender device and the count of the one or more test
packets sent by the application executed by the sender
device. For example, network measurement module 512
may receive a message comprising an indication that the
count of packets sent from the network interface of the
sender device is less than the count of the one or more test
packets sent by the application executed by the sender
device. In this example, network measurement module 512
may determine, based on the indication that the count of
packets sent from the network interface of the sender device
is less than the count of the one or more test packets sent by
the application executed by the sender device, that the one
or more performance measurements received from the
receiver test agent are inaccurate and/or untrustworthy.
Network measurement module 512 may output for display a
visual indication of the one or more performance measure-
ments and an indication that the one or more performance
measurements are inaccurate.

As another example, network measurement module 512
may receive a message comprising an indication that the
count of packets sent from the network interface of the
sender device is greater than the count of the one or more test
packets sent by the application executed by the sender
device. In this example, network measurement module 512
may determine, based on the indication that the count of
packets sent from the network interface of the sender device
is greater than the count of the one or more test packets sent
by the application executed by the sender device, that the
one or more performance measuremerts received from the
receiver test agent may be inaccurate and/or untrustworthy.
Network measurement module 512 may output for display a
visual indication of the one or more performance measure-
ments and an indication that the one or more performance
measurements may be inaccurate.

FIG. 6 is a flow diagram illustrating an example operation
of detecting network measurement inaccuracies through the
detection of sender delays, in accordance with one or more
aspects of the techniques described in this disclosure. For
ease of illustration, the example operation is described with
respect to device 204A of FIG. 2, controller 202 of FIG. 2,
computing device 400 of FIG. 4, and controller 500 of FIG.
5, for example, but may represent any computing device and
controller described in this disclosure. The following are
steps of the process, although other examples of the process
performed in the techniques of this disclosure may include
additional steps or may not include some of the below-listed
steps.

In the example of FIG. 6, device 204A sends a test packet
212 including a first timestamp 214 (application sending
timestamp) to device 204B (602). The first timestamp 214
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may indicate the time at which the test packet is generated
by the test application. Device 204A obtains a second
timestamp 216 (actual sending timestamp) that indicates the
time at which test packet 212 is output from the network
interface of device 204A (604). For example, device 204A
may obtain the timestamp generated by the hardware of
network interface 208A (e.g., via physical driver 425) when
network interface 208A outputs test packet 212 to device
204B.

Device 204 A computes a time difference value between
the second timestamp 216 and the first timestamp 214 (606).
Device 204A then compares the time difference value with
a threshold time value (608). For example, a user or network
administrator may use an interface (e.g., CLI or GUI) to
define a time difference value (e.g., in milliseconds) that
controls whether device 204A is to notify controller 202 of
the sender delay. If the time difference value exceeds the
threshold (“YES” of step 608), device 204 A sends a message
to controller 202 to notify the controller that one or more
KPI measurements based on the test packet is inaccurate
and/or untrustworthy. In some examples, the message may
include a flag or any type of notification to indicate the
existence of a sender delay in sending the test packet, the
time difference value, and/or other information about the
sender delay. In some examples, device 204A may send
messages using NETCONF or other messaging protocols. If
the time difference does not exceed the threshold (“NO” of
step 608), device 204 A does not send a message to controller
202 and may perform the process described in FIG. 6 for
subsequent test packets.

A receiver test agent 210B of network device 204B may
receive test packet 212 including the first timestamp 214
(612). Test agent 210B of network device 204B may gen-
erate a third timestamp (receiving timestamp) that indicates
a time at which the test packet is received (614). Test agent
210B of network device 204B may compute one or more
performance measurements based on the first timestamp
(time test packet 212 was generated) and the third timestamp
(time test packet 212 was received) (616). Test agent 210B
of network device 204B sends the one or more performance
measurements to controller 202 (618).

Controller 202 may receive the one or more performance
measurements from receiver test agent 210B of network
device 204B (620) and, in some examples, receive the
message from sender test agent 210A of network device
204A that notifies controller 202 that the one or more
performance measurements based on test packet 212 are
inaccurate (622). In response to receiving the message
notifying the controller that the one or more performance
measurements are inaccurate, controller 202 outputs for
display an indication of the one or more performance
measurements and an indication that the one or more per-
formance measurements are inaccurate (624). In some
examples, controller 202 may remove the one or more
performance measurements from being output for display.

FIG. 7 is a flow diagram illustrating an example operation
of detecting network measurement inaccuracies through the
detection of sender packet drops, in accordance with one or
more aspects of the techniques described in this disclosure.
The example operation is described with respect to device
304A of FIG. 3, controller 302 of FIG. 3, computing device
400 of FIG. 4, and controller 400 of FIG. 4, for example, but
may represent any computing device and controller
described in this disclosure. The following are steps of the
process, although other examples of the process performed
in the techniques of this disclosure may include additional
steps or may not include some of the below-listed steps.
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In the example of FIG. 7, device 304A sends one or more
test packets, e.g., test packets 330, 332, and 334 to device
304B (702). Device 304 A obtains a count of packets sent or
dropped packets from network interface 308A (704). For
example, a confidence engine of device 304 A may obtain the
count of sent or dropped packets generated by the hardware
of network interface 308A (e.g., via physical driver 425)
when network interface 308A sends packets out of the
interface. Device 304A also obtains a count of packets sent
from the test application (706).

Device 304A compares the count of sent packets from
network interface 308 A with the count of sent packets from
the test application (708). If the count of sent packets from
the network interface is less than the count of sent packets
from the test application (“YES” of step 708), device 304A
sends a message to controller 302 to notify the controller that
the one or more KPI measurements based on the test packets
sent by device 304A are inaccurate and/or untrustworthy. In
some examples, confidence engine 320 of device 304 A may
send a message indicating the result of the comparison, e.g.,
that the count of packets sent from the network interface is
less than the count of the test packets sent by the application,
and controller 302 may determine that the one or more KPI
measurements based on the test packets from device 304A
are inaccurate and/or untrustworthy. In some examples, the
message may include a flag or any type of notification to
indicate the existence of sender packet drops in sending the
test packets, the number of sent or dropped packets, and/or
other information about the sender packet drops. In some
examples, device 304A may send messages using NET-
CONF or other messaging protocols. If the count of sent
packets from the network interface is greater than the count
of sent packets from the test application and there are still
drops detected on the interface counter (“NO” of step 708),
device 304A sends a message to controller 302 to notify the
controller that the one or more KPI measurements based on
the test packets sent by device 304A may be inaccurate
and/or untrustworthy (712). In some examples, confidence
engine 320 of device 304A may send a message indicating
the result of the comparison, e.g., that the count of packets
sent from the network interface is greater than the count of
the test packets sent by the application, and controller 302
may determine that the one or more KPI measurements
based on the test packets from device 304A may be inac-
curate and/or untrustworthy.

A receiver test agent 310B of network device 304B may
receive test packet 330 (714). Test agent 310B of network
device 304B may compute one or more performance mea-
surements based on the test packet (test packet 330) (716).
Test agent 210B of network device 2048 sends the one or
more performance measurements to controller 202 (718).

Controller 302 may receive the one or more performance
measurements from receiver test agent 310B of network
device 304B (720) and, in some examples, receive the
message from sender test agent 310A of network device
304A that notifies controller 302 that the one or more
performance measurements based on test packets sent by
sender test agent 310A of network device 304A are inaccu-
rate or may be inaccurate {722). In response to receiving the
message notifying the controller that the one or more
performance measurements are inaccurate or may be inac-
curate, controller 302 outputs for display an indication of the
one or more performance measurements and an indication
that the one or more performance measurements are inac-
curate or may be inaccurate (724). In some examples,
controller 302 may remove the one or more performance
measurements that are inaccurate from being output for
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display. In some examples, controller 302 may output for
display an indication, such as a visual warning (e.g., warning
icon), that the one or more performance measurements may
be inaccurate.
The techniques described herein may be implemented in
hardware, software, firmware, or any combination thereof.
Various features described as modules, vnits or components
may be implemented together in an integrated logic device
or separately as discrete but interoperable logic devices or
other hardware devices. In some cases, various features of
electronic circuitry may be implemented as one or more
integrated circuit devices, such as an integrated circuit chip
or chipset.
If implemented in hardware, this disclosure may be
directed to an apparatus such as a processor or an integrated
circuit device, such as an integrated circuit chip or chipset.
Alternatively or additionally, if implemented in software or
firmware, the techniques may be realized at least in part by
a computer-readable data storage medium comprising
instructions that, when executed, cause a processor to per-
form one or more of the methods described above. For
example, the computer-readable data storage medium may
store such instructions for execution by a processor.
A computer-readable medium may form part of a com-
puter program product, which may include packaging mate-
rials. A computer-readable medium may comprise a com-
puter data storage medium such as random access memory
(RAM), read-only memory (ROM), non-volatile random
access memory (NVRAM), electrically erasable program-
mable read-only memory (EEPROM), Flash memory, mag-
netic or optical data storage media, and the like. In some
examples, an article of manufacture may comprise one or
more computer-readable storage media.
In some examples, the computer-readable storage media
may comprise non-transitory media. The term “non-transi-
tory” may indicate that the storage medium is not embodied
in a carrier wave or a propagated signal. In certain examples,
a non-transitory storage medium may store data that can,
over time, change (e.g., in RAM or cache).
The code or instructions may be software and/or firmware
executed by processing circuitry including one or more
processors, such as one or more digital signal processors
(DSPs), general purpose microprocessors, application-spe-
cific integrated circuits (ASICs), field-programmable gate
arrays (FPGAs), or other equivalent integrated or discrete
logic circuitry. Accordingly, the term “processor,” as used
herein may refer to any of the foregoing structure or any
other structure suitable for implementation of the techniques
described herein. In addition, in some aspects, functionality
described in this disclosure may be provided within sofiware
modules or hardware modules.
Various examples have been described. These and other
examples are within the scope of the following claims.
What is claimed is:
1. A controller comprising:
one or more processors operably coupled to a memory,
wherein the one or more processors are configured to:

receive, from a receiver device that receives one or more
test packets from a sender device, one or more perfor-
mance measurements determined by the receiver
device based at least in part on the one or more test
packets;

receive, from the sender device, a message that indicates

the sender device has detected an issue in sending the
one or more test packets to the receiver device, wherein
the message comprises an indication that a comparison
of a count of packets sent from a network interface of
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the sender device is different than a count of the one or
more test packets sent by an application executing on
the sender device; and

determine, based on the received message from the sender

device, that the one or more performance measure-
ments determined by the receiver device are inaccurate.

2. The controller of claim 1,

wherein the indication that the comparison of the count of

packets sent from the network interface of the sender
device is different than the count of the one or more test
packets sent by the application executing on the sender
device comprises an indication that the count of packets
sent from the network interface of the sender device is
less than the count of the one or more test packets sent
by the application executing on the sender device.

3. The controller of claim 1,

wherein the indication that the comparison of the count of

packets sent from the network interface of the sender
device is different than the count of the one or more test
packets sent by the application executing on the sender
device comprises an indication that the count of packets
sent from the network interface of the sender device is
greater than the count of the one or more test packets
sent by the application executing on the sender device.

4. The controller of claim 1, wherein the one or more
processors are further configured to:

output, based on the message that indicates the sender

device has detected an issue in sending the one or more
test packets, an indication that the one or more perfor-
mance measurements determined by the receiver are
inaccurate.

5. The controller of claim 4, wherein the indication
comprises a visual indication for display within a graphical
user interface.

6. The controller of claim 1, wherein the one or more
processors are further configured to:

remove, based on the message that indicates the sender

device has detected an issue in sending the one or more
test packets, the one or more performance measure-
ments determined by the receiver device from being
displayed within a graphical user interface.

7. The controller of claim 1, wherein the one or more
processors are further configured to:

adjust, based on the message that indicates the sender

device has detected an issue in sending the one or more
test packets, the one or more performance measure-
ments determined by the receiver.

8. The controller of claim 1,

wherein the message comprises information associated

with the issue in sending the one or more test packets.

9. The controller of claim 8, wherein the information
associated with the issue in sending the one or more test
packets comprises at least one of a number of packets sent
by the sender device or a number of packets dropped by the
sender device.

10. A method comprising:

receiving, by a controller and from a receiver device that

receives one or more test packets from a sender device,
one or more performance measurements determined by
the receiver device based at least in part on the one or
more test packets;

receiving, by the controller and from the sender device, a

message that indicates the sender device has detected
an issue in sending the one or more test packets to the
receiver device wherein the message comprises an
indication that a comparison of a count of packets sent
from a network interface of the sender device is dif-

PATENT

REEL: 069584 FRAME: 0994



DocuSign Envelope ID: F92C66F2-74FD-48BB-A0D3-DCODCBOF328E

US 11,818,029 B2

23

ferent than a count of the one or more test packets sent
by an application executing on the sender device; and

determining, by the controller and based on the received
message from the sender device, that the one or more
performance measurements determined by the receiver
device are inaccurate.

11. The method of claim 10, wherein the indication that
the comparison of the count of packets sent from the
network interface of the sender device is different than the
count of the one or more test packets sent by the application
executing on the sender device comprises an indication that
the count of packets sent from the network interface of the
sender device is less than the count of the one or more test
packets sent by the application executing on the sender
device.

12. The method of claim 10, wherein the message indi-
cation that the comparison of the count of packets sent from
the network interface of the sender device is different than
the count of the one or more test packets sent by the
application executing on the sender device comprises an
indication that the count of packets sent from the network
interface of the sender device is greater than the count of the
one or more test packets sent by the application executing on
the sender device.

13. The method of claim 10, further comprising:

outputting, by the controller and based on the message

that indicates the sender device has detected an issue in
sending the one or more test packets, an indication that
the one or more performance measurements deter-
mined by the receiver are inaccurate.

14. The method of claim 13, wherein the indication
comprises a visual indication for display within a graphical
user interface.

15. The method of claim 10, further comprising:

removing, by the controller and based on the message that

indicates the sender device has detected an issue in
sending the one or more test packets, the one or more
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performance measurements determined by the receiver
device from being displayed within a graphical user
interface.

16. The method of claim 10, further comprising:

adjusting, by the controller and based on the message that

indicates the sender device has detected an issue in
sending the one or more test packets, the one or more
performance measurements determined by the receiver.

17. The method of claim 10,

wherein the message comprises information associated

with the issue in sending the one or more test packets.

18. The method of claim 17, wherein the information
associated with the issue in sending the one or more test
packets comprises at least one of a number of packets sent
by the sender device or a number of packets dropped by the
sender device.

19. A non-transitory computer-readable storage media
encoded with instructions that, when executed, cause one or
more programmable processors to:

receive, from a receiver device that receives one or more

test packets from a sender device, one or more perfor-
mance measurements determined by the receiver
device based at least in part on the one or more test
packets;

receive, from the sender device, a message that indicates

the sender device has detected an issue in sending the
one or more test packets to the receiver device, wherein
the message comprises an indication that a comparison
of a count of packets sent from a network interface of
the sender device is different than a count of the one or
more test packets sent by an application executing on
the sender device; and

determine, based on the received message from the sender

device, that the one or more performance measure-
ments determined by the receiver device are inaccurate.
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